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Abstract

With the significant improvement in IoT technology and smart devices, data collection
and distributed computation have led a foundation for Mobile crowd-sensing (MCS). MCS
utilizes the capabilities of embedded sensors in smart devices for gathering data. MCS
benefits both data provider (participant/user), and data requester, i.e. data providers via
incentives/rewards, data requesters by delivering required data.

Apart from the benefits gained through acquiring data, confronting challenges such as
participant privacy, data trustworthiness, malicious attacks (from illegitimate users) need
to be addressed to build robust and reliable data solicitation. In addition to that, it is
necessary to consider user motivation and user preference, comfort during its engagement
in crowd-sensing. User preferences/constraints can be due to privacy concerns in terms of
location, the sensitivity of data or energy usage and many more. With this in mind, the
main contributions of the thesis can be listed as follows.

1) We design user selective trustworthy data acquisition frameworks. We introduce
a variety of user selection criteria to form participant communities based on participants
reliability and income. To evaluate the trustworthiness of our selective reputation-based
data acquisition, we consider malicious users in the environment and calculate the total
rewards given to malicious users. Simulations results show that community formation
based on the acquired income of participants ended up with a substantial loss to the cloud
platform as well as participants. Contrary to that, reputation-based community formation
has shown nearly equal platform utility (profit), negligible loss of user utility compared to
benchmark Non-selective data acquisition with 7% malicious probability.

2) Moreover, we attempt to enable users to modify (allow/deny access to) their built-
in sensor set according to their comfort levels. We formulate three comfort levels high
(only allow access to sensors that would not directly reveal personal identity such as ac-
celerometer, light sensor, etc.), moderate (obstruct access to sensitive data, e.g. camera),
zero comfort (allow access to all users). We introduce Static modification, where users
pre-arrange their sensor set before the start of data collection. Our feasibility study shows
that pre-arrangement of the sensor set favours user comfort, user utility at the cost of loss
in platform utility and performs better than selective reputation-based recruitment for the
considered settings.

3) We apply Adaptive sensor modification on top of pre-arrangement of sensor set
through which participants are authorized to re-arrange their sensor availability based
on reliability scores. Simulation results show that the Adaptive comfort-aware approach
performed better than static in terms of platform utility and achieved comparatively better
user comfort with reasonable loss in user utility.
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Glossaries

CLAPS :

MCS :

NSR:

RA —

CLAPS :

SNR:

SRHI :

SRLI :

SRR :

Comfort Level-Aware Participant Selection scheme that considers only user
comfort alongside the bids during the selection of a winner.

Mobile Crowd-sensing is a technique that acquires data with the help of
embedded sensors in smart devices carried by a large group of individual-
sAdvanced High Strength Steel

Non-Selective reputation-based recruitment strategy that recruits users based
on their reputation without offering any choice to choose the community to
join for sensing.

Reputation and Comfort Level-Aware Participant Selection scheme that
considers both user comfort as well as user reputation alongside the bids
during the selection of a winner.

Selective data acquisition with no reputation-awareness is a user recruit-
ment strategy that offers the user a choice to choose the community that
has lower income than participants income. Winner selection is completely
based on bids of participants.

Selective and Reputation-aware data acquisition with low-income service
providers is a user recruitment strategy that recruits users based on their
reputation while offering the choice to choose a community that has a com-
paratively higher income than the participant’s income.

Selective and Reputation-aware data acquisition with low-income service
providers is a user recruitment strategy that recruits users based on their
reputation while offering the choice to choose a community that has lower
income than the participants income.

Selective and Reputation-aware Recruitment strategy that recruits users
based on their reputation while offering the choice to choose a community
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to participate in sensing on the basis of communities reputation.

WSN : Wireless Sensor Networks that is capable of collecting data through de-
ployed sensor nodes.
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Chapter 1

Introduction

Distributed sensors are used for acquiring data in traditional sensing techniques, such as
wireless sensor networks (WSN) [39]. Capitalizing on the advancements in mobile tech-
nology would be a smart approach to overcome the challenges faced using WSN for data
acquisition such as low coverage, high cost and low reusability. Today, many applications
extract information from smartphones to provide real-time data. One of the popular ex-
amples is Google traffic update. In this context, Mobile crowd-sensing (MCS) appeared
as a feasible tool for data collection using non-dedicated sensors such as smart embedded
sensors[6]. MCS is a technique that collects the required sensing information through smart
devices carried by people. It is also expressed as smartphone sensing, participatory sensing
[10], mobiscopes [2], opportunistic sensing [12], people-centric sensing [13]. The Internet
of Things (IoT) has transformed society with its wide variety of applications that require
a considerable amount of data. Cisco states that 30 billion IoT connected devices are ex-
pected to generate 2.5 quintillions of data per day by 2020 [!]. Scalability, cost-effectiveness
and mobility of participants make MCS as a data fueling agent to accomplish the needs
of data craving applications [70]. Furthermore, MCS facilitates the participants to get
profited through different types of incentive mechanisms alongside the cloud platform in
the form of obtaining the requested data.

Advancement in MCS has led to the development of various applications by researchers

in multiple fields such as sustainability [31, 60], health monitoring [25, 75, 51], traffic
management, monitoring [/, , 16, 92], public safety such as emergency situations [35],
and even psychological survey questionnaires [39] thus improving quality of services. Fig

1.1 showcase the various fields that make use of crowd-sensing.

Data collection in MCS can be achieved either through participatory sensing or oppor-
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tunistic sensing. Participatory sensing requires human support for data collection such as
capturing a scene, reporting an accident etc. On the other hand, in opportunistic sensing
approach users’ intervention is very minimal or negligible. Examples include health, traffic
monitoring applications. Driving entities of MCS are

e Data requester: Entity that request for data acquisition. Some MCS systems consider
data requester has its cloud platform.

e User/Participants: Also referred to as data providers, users sense tasks and transfer
data to the cloud platform.

e Cloud Platform: Computationally efficient and data storage unit where collected
data is computed and analyzed and transferred to data requester. Moreover, it plays
a mediator role in assigning incentives to the participants.

A natural process for data acquisition through non-dedicated sensors include incen-
tivization of data providers for sensing the data because sensors consume battery power,
time, transmission cost, computational power during data collection. Incentives play a cru-
cial role in motivating participants. Indeed, effective incentive mechanisms help in fetching
qualitative and quantitative information according to the requirement of data requester.



Gyroscope

¢ Determines the angle of rotation.
¢ Used for augmented reality, 3D applications.

Accelero-meter

¢ Detects the direction and speed of movement.
¢ Used to calculate speed of moving vehicle, step count (pedometer).

mmme  Light sensor

¢ Determine the intensity of light around mobile phone.
¢ Uses: Automatic adjustment of brightness, sleeping time calculation.

Camera

e Resembles the duty of human eye.
¢ Uses: Provides visual information.

Microphone

e Can measure level of sound.
¢ Uses: Records audio, Voice control applications.

GPS

¢ Determine the accurate position of mobile device.
¢ Applications like google map, many other location based applications make use of GPS.

Barometer

e Measures the air pressure in the atmosphere.
¢ Applications that evaluates weather conditions fetch data from barometer.

Figure 1.2: Built-in sensors of Smart devices

The list of mostly observed built-in sensors in a regular smartphone is presented along with
their main functionalities in Fig 1.2.

Despite MCS having fascinating advantages, it has considerable limitations such as

3



data quality which is indeed guaranteed to be high in WSN. Out of all, openness creates
a significant problem concerned that people not necessarily be truthful and may delib-
erately send false data to cause harm to the reliability of the collected data. Obtaining
untrustworthy data would cause substantial loss than fetching no data. Thus, ensuring the
trustworthiness of data should be a key objective of MCS. Furthermore, participants use
diverse types of networks while transmitting data. Besides this, data collection involves
various kinds of mobile devices, responsible for diversity in the obtained sensor accuracy,
transmission time, computation power based on the capabilities of an individual device.
With the benefits and limitations mentioned, MCS could complement and strengthen WSN
but need not be a complete replacement.

Hewlett Packard report [71] shows that there exist an average of 25 ways to attack
an IoT device. Almost 9 of 10 devices tested had collected a minimum of some of part
private information such as location, credit details, residential address, personal email etc.
In addition to that, they also mentioned the collection of private data through mobile
applications and suggested that end to end solutions such as HP Fortify on Demand would
efficiently avoid software vulnerabilities. The privacy concerns of the participants exist
in mobile crowd sensing since data collection is executed through non-dedicated sensors
such as smart devices. MCS framework should also be conscious of energy constraints,
privacy and security challenges due to the usage of personal devices for data acquisition and
reporting. Many researchers contributed their work towards securing the data [24, 35, 90]
as well as to protect the privacy of participants [33, 34, 79].

We contemplate that users have various concerns/constraints that depend on location,
residual battery, duration of a task and many more. In this thesis, we address the user
concerns by 1) Providing an opportunity for users to indirectly select the task to contribute
to choosing a group to join. We denote it by user selectiveness throughout the thesis. 2)
Secondly, one step further, we introduce another metric called user comfort that is a
measure of how convenient the users are taking part in crowd-sensing. User comfort is
gauged by weight of built-in sensors that can be switched off during the data acquisition.
In other words, it allows users to announce their unwillingness to perform specific tasks
deliberately.

1.1 Motivation

To utilize the embedded sensors of smart devices that are widely available, MCS appeared
as a new paradigm for data sensing. In addition to the aforementioned challenges faced



by MCS, user recruitment policy plays a crucial role in the success of the data acquisi-
tion through non-dedicated sensors. The platform always aims at acquiring appropriate
data/requested data for the lowest possible price. On the other hand, users aim at maxi-
mizing their income from data requester for contributing data to the crowd sensing system
holding to their preferences/ constraints Preference may be due to concern in privacy or
energy consumption or convenience in sensing a particular task and also time, maximum
tasks that a participant wishes to sense etc. Incentive mechanisms deal with user costs to
encourage users to continue to participate in data sensing. User costs include energy usage,
transmission costs (mobile data, WiFi), user time and effort etc. Preferences, constraints
of recruiter and data provider can be addressed through user recruitment schemes. To this
end, we propose user selectiveness through which participants could opt to join a com-
munity based on different criteria (see chapter 3). Furthermore, we present a term called
user comfort-awareness (refer chapter 4) that emphasizes the user preference to switch-off
some built-in sensors that raise any concerns as mentioned earlier. Along with this, we
simultaneously aim to collect reliable data in a vulnerable environment that contain some
portion of malicious/ illegitimate users.

1.2 Objectives

Mobile crowd sensing can be efficient when a large number of participants join in sensing
campaigns. One of the major challenges that MCS need to be aware of is to maintain
substantial number of participants. There is a reasonable chance that participants would
not contribute data to the platform because of privacy and security concerns [31]. Apart
from these, incentives also play a crucial role in motivating participants to take part in
crowd sensing. An efficient user preference/constraint aware recruitment scheme and an
user-centric incentive mechanism could be beneficial to address this problem.

The main objectives of this thesis is

1) To address participants’ preferences, comfort while ensuring data trustworthiness in
presence of malicious attacks.

2) To achieve overall efficient system by maintaining balance among user comfort,
platform and user utilities.



1.3 Contributions

Our contributions in this thesis can be summarized as follows.

e We investigate the impact of community selectiveness of user in the data acquisition
process alongside the presence of malicious users. The selectiveness of a user can be
summarized as the opportunity for a user to select a community/group that sense
the same task based on the average reputation of the group (SRR) or average income
of group (SRLI, SRHI). The selectiveness is introduced with obtaining acceptable
platform utility.

e A feasibility study of user comfort in mobile crowd sensing. We propose a user
comfort aware participant selection scheme (RA-CLAPS) to take into account user
preferences while participating in data acquisition. Users modify sensor configuration
based on comfort level before registering for crowd-sensing in RA-CLAPS.

e We further improve the proposed comfort aware model to investigate the impact
of adaptive modification of access permission to the built-in sensor set. In such
a process, the cloud platform permits users to choose to dynamically modify their
sensor configuration based on the reliability level of participants for a specified period.

1.3.1 Structure of the Thesis

The remaining part of the thesis is organized as follows:

Chapter 2 represents the background and literature study: Section 2.1 gives overview
of the background of MCS, in Section 2.2 we discuss the challenges and issues in MCS such
that each Sub-Section concentrate on separate issue/chalenge. In Section 2.2.3 we present
the works that presented user community formations in MCS Section 2.4 investigates the
related research works that consider user preferences/comforts.

In chapter 3, we present a selective data acquisition model in MCS with Section
3.1presents introduction followed by the problem statement, Section 3.2 describes the
overview of system with the detailed discussion presented in Sub-Section 3.2.1, 3.2.2. In
Section 3.3, we explain the formulation for the performance metrics followed by simulation
results in Sub-Section 3.3.1, 3.3.2. We then summarize the chapter in Section 3.4.

In chapter 4, we present the proposed comfort-aware participant recruitment scheme:
Section 4.1 provides overview of the problem statement, Section 4.2 elaborates the pro-
posed recruitment scheme and Section 4.3 represents the performance metrics, Section 4.4



provides the detailed discussion on obtained simulation results followed by a summary of
chapter in Section 4.5.

Chapter 5 represents the third contribution of this thesis. We propose an adaptive ver-
sion of reputation and comfort-aware participant recruitment strategy. Section 5.1 intro-
duces the problem statement, Section 5.2 provides system overview followed by Sub-Section
5.2.1 presents the preliminary study, Sub-Section 5.2.2 explains the proposed algorithm and
Section 5.3 represents the detailed discussion of obtained results and the chapter ends with
summary in 5.4.



Chapter 2

Background and Literature study

2.1 Mobile Crowd-Sensing Background

The ubiquity of smart devices such as mobile phones, tablets that are equipped with
various sensing and computing capabilities has given potential support for the rise of Mobile
crowd sensing(MCS) in data acquisition domain. MCS posses distinct characteristics that
wireless sensor networks do not own such as flexibility in the coverage area, low-cost data
sensing, mobility of nodes etc. In the first place, the term "Mobile crowd-sensing’ was
introduced by Ganti et al. [31] to describe community sensing. Community sense can be
either participatory [10] where user involvement is comparatively more or opportunistic
[64] in which user involvement and effort is minimal during the data collection process.
Since MCS collects data through people carrying smartphones, it is essential to ensure the
truthfulness of participants as well as trustworthiness of data. Moreover, participants need
to be motivated by incentives for their contribution, indeed maintaining platform utility.
Besides this, MCS experience various challenges and issues that are listed in the following
section 2.2.

2.2 Issues and Challenges in MCS

MCS confront many challenges, such as resource limitations of smart devices such as net-
work connectivity, energy, computational capabilities [70, |. In addition to that, par-
ticipant’s concern about their privacy and data security is another matter of concern. In



this thesis, we consider user privacy, constraints together under user preference or will-
ingness and propose user recruitment models to suffice user requirements. In this section,
we survey research works that address different challenges and issues of MCS. Figure 2.1
shows the research challenges that are being addressed by efficient frameworks proposed
by various researchers in the MCS domain.

Energy
consumption

&

Incentives

o

Security and
privacy

©

Data Quality

Figure 2.1: Challenges in MCS

2.2.1 Trustworthiness of Data

The trustworthiness of data has a vital role in the success of data acquisition. It describes
the truthfulness/ reliability of the obtained data. In this section, we present various tech-
niques used by researchers to maintain the truthfulness of data. Reasons for the generation
of untrustworthy data are presented below.

e One of the primary reasons for generation of incorrect data is participants may be un-
aware of effects due to misplacing the sensors’ while collecting the data [15]. However,
the efficiency of the sensor plays a substantial role in providing valid data.

e Recruitment of malicious users’ (who intentionally send false data) likely to cause
degradation in the performance of the crowd-sensing system.

e Sybil attacks could take place while transmitting the data.



e Lack of experience in sensing a task may lead to misplacing of mobile phones or
paying less attention to data collection process leads to significantly low-quality data
that cannot be reliable [37]

One of the main objectives of crowd-sensing is to extract accurate, appropriate data at the
location of interest while ensuring data trustworthiness. Availability of only a single user
data can be seen often, rendering it challenging to determine the reliability of data. Thus,
the trustworthiness of data could be calibrated by the reliability score of the participant.
Choosing a credible user reduces the risk of obtaining misleading data. To address this
issue, an additional attribute is annexed to all participants known as reputation score. It
represents the reliability of the participant that continously change on based on the degree
of accurate data submitted to the platform.

Besides the strategy to acquire trustworthy data, it is equally important to consider
the cost of sensing/bid of a user for providing the sensed data. Authors of [36] considered
the above fact and selected appropriate participants based on the relation between bid cost
and truthfulness and latency of report. Moreover, tasks associated with users interest can
motivate users to provide quality data. Conjunction with that, reputation score and social
interests were also calculated that sequentially improves platform utility by eliminating
malicious users.

Authors of [100] went a step further and evaluated the degree of willingness alongside
Qol of received data, performance ratio. Willingness denotes users response time, and high
performance can be obtained if the user expects lower bids for his quality submissions,
regarding these three factors reputation of a user, is calculated. Zhou et al. [126] proposed
a framework that considers both spatial connections with data as well as the participants’
previously submitted data quality. Thus, effectively avoided the intriguing users’ from
being selected with the help of clustering algorithms. The objective of the authors of [10]
is to prevent misinterpretation of the participant’s qualitative effort. They succeeded in
distinguishing the cause of erroneous either by bias or due to lack of ability to perform a
task in Amazon mechanical trunk.

From an application point of view, there can be data requester, recruiter/task publisher
and sensing participants, for instance, crowd-sourcing applications like amazon trunk. Task
publisher/recruiter takes care of deployment of tasks as well as recruiting phase and for-
wards the received data. Since the recruiter and requester are from different organiza-
tions/entities, an alternative approach of evaluating reputation was mentioned in [122].
Accordingly, with the satisfaction of data requester, the reputation of a participant is up-
dated by task publisher. That being said, data requester might pretend to be unsatisfied
even for a quality submission.
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Authors of [23] approached data trustworthiness by ensuring data integrity with the help
of external micro-controller, which is carried by every data provider that is connected via
Bluetooth. Indeed, claiming that such procedure of ensuring data integrity is effective since
it is uncomplicated for verifying location, time and other required attributes that provide
data reliability. With the vast number of crowd-sensing users, it may not be possible to
supply each participant with a trusted platform module (micro-controller). This problem
can be addressed by analyzing/comparing trustworthy data results.

Another compelling reliability assurance model [32] considered the presence of entirely
reliable users named as anchors. Users’ who share the sensing task including anchors’, vote
each other on comparing their sensed data within themselves. Each user is associated with
a reputation score that is updated based on positive and negative votes it obtains from
neighbours. The level of impact for the posted vote is calculated based on the number of
proper/trustful votes. Evaluation of reliability of participants may be complicated with
a different ground truth value. Under these circumstances, authors of [99] proposed a
system model to determine the truthfulness of data with the help of maximum likelihood
estimation(MLE) model. Another relevant work [44] that utilizes MLE with consideration
of spatio-temporal information in a truth disclosure process to improve the precision.

The study in [20] proposes a privacy-aware trustworthy data aggregation to mitigate
the malicious attacks and also to protect user privacy since users may not trust the data
collector. Enabling users to choose a suitable value from the predefined data value array
narrows down the options making the system vulnerable compared to a scenario in which
users’ may report any value. The proposed algorithm implements the data encryption by
which platform concludes that on varying the data integrity without knowing the data
submitted, thus ensuring user privacy. Furthermore, they claim that the proposed model
detects the false data from aggregated data even though the range of data vector is broad
and reduces the malicious attack up to a certain extent.

2.2.2 Reputation of Participants

The primary difference between trustworthiness and reputation is a measure of participants
trutfulness and trustworthiness is a measure for the reliability of data. The authors of [30]
proposed a reputation based framework that is built on the basis of the beta probability
density function. Huang et al. [15] used trustworthiness of data for evaluation of partici-
pants reputation in a noise monitoring application. They formulated it based on Gompertz
function for computing reputation. Many researchers focused on privacy-preserving rep-
utation mechanisms to protect the information leakage that approximates user identity
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through their reputation [17, 61, 93]. Amintoosi et al. [5] calculated the reputation of a
participant based on two factors 1) Rating given by the data requester and 2) Trustwor-
thiness of submitted data. Moreover, the reputation update is managed with the help of
the page rank algorithm. Another research work formulated the participants’ reputation
based on the quality of contributed data and their willingness [100]. Moreover, Dellarocas
et al. [22] stated that evaluation of reputation only on the basis of the rating/feedback
given by the data requester might lead to misjudgement. Authors considered three levels
for Willingness of participant such as willing, neutral, unwilling with willingness been is-
sued with a higher value. Maryam et al. [31] proposed a collaborative reputation score
that is computed with the ratio of positive readings and with the votes allotted by the
neighbours performing the same task. Besides the huge prominence given to the evalua-
tion of reputation, it is a fact that reputation scores may not show the impact in the case
of the naive participant as historical information is limited. That being said, reputation
score eventually shows critical impact over a longer period. On the other hand, illegitimate
users/malicious users may intermittently attack the crowd-sensing system by playing with
reputation scores.

2.2.3 Incentives

Incentives are the rewards received by the participants for reporting the data. Each user
intends to amplify their rewards by contributing to the cloud platform/data requester.
Impact of incentives in MCS can be explained as follows:

e First and foremost, the purpose of allotting incentives is to compensate for the sensing
cost. It is unequivocal that sensing and reporting the data utilizes the resources of
mobile devices such as the battery, computational power alongside users time and
energy that collectively include in sensing cost.

e In accordance with the above mentioned impact, it is evident that profits encourage
users to take part in crowd-sensing. Profits are directly related to the rewards ob-
tained. To collect a large amount of data or to cover the wide area, it is essential to
motivate users to get involved in the data acquisition process.

e Furthermore, it is worth mentioning that it is the only source available to control the
users’ trustworthiness, efforts to achieve the required information.

There may be different modes of incentives,such as monetary funds, entertainment,
services [09], virtual rewards. In addition to that, incentives can be of two types that are
built on the basis of the aforementioned key aspects.
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e Platform-centric Incentives

The title itself suggests that incentive mechanism intend to favor the platform, simul-
taneously satisfying users requirements for their contribution. Alternately explained
as, users rewards entirely depend on their performance, i.e. effort, Qol submitted
to cloud. Users compete with each other to gain high rewards while cloud ensures
minimum payment that equals to sensing cost [112].

Authors of [68] constructed a Bayesian game between platform and users’ to maxi-
mize the profit gained by the platform. They formulated an all-pay incentive scheme
that rewards all the participants, unlike traditional auction. Comparatively the up-
permost participant in tuple gets a prize. Thus authors were successful in enabling
users’ to improve their contribution. Another interesting work [ 15] that proposed
an incentive mechanism for a practical scenario, where the budget for crowd-sensing
is generated from users contributions. Based on Qol of submitted data, user re-
ward is calculated with the help of Shapley value. Author et al [117] proposed a
platform-centric incentive mechanism by formulating bargaining game between plat-
form and users while simultaneously ensuring the social welfare (i.e. satisfaction of
participants).

Another game theoretic incentive mechanism has used the Stackelberg game where
the platform is the leader and participants are followers. The unique equilibrium
point ensures the maximum profit for the platform [112]. Duan et al [25] proposed in-
centive mechanisms for data acquisition based on Stackelberg game. They considered
users are identical in data reporting but heterogeneous in capabilities of computing
power. Nash equilibrium shows lowest possible incentive for the user that benefits
the data requester.

e User-centric Incentives

User-centric incentive mechanism aims to benefit users’ by means of directing re-
verse auction among them. This allows users’ to bid their required reward and fulfill
platforms’ prerequisite of possible low-cost data acquisition. Authors of [18] consid-
ered the drop-out of users from sensing campaign due to unsatisfied bids set by the
platform. As a solution to this, a dynamic bid mechanism was proposed where, par-
ticipants have the liberty to declare the desired reward amount for their contribution.

Authors of [52] were eager to investigate the scenario in which users’ play with their
efforts rather than demanding the bids they require to participate for data requester.
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To tackle this situation, researchers formulated a Bayesian game between users’ and
data requester. With the help truth discovery algorithm, each users’ Qol is calcu-
lated that determines the amount of reward it posses. Indeed, the Bayesian game
ensures that at the equilibrium state, all the users’ strategy to get selected should be
performing the task with high effort.

Another similar research [66] considered a use case scenario of cognitive radio to uti-
lize the spectrum effectively. The secondary user aims to utilize the un-used spectrum
when the primary user is at rest. To sense the availability of spectrum, secondary user
appoints the sensing helpers and incentivize them for their contribution with the as-
sumption of zero malicious behaviours. They formulated a coalitional game in which
participants strategy is the sensing time. A social incentive model that facilitates
sensing helpers with community membership and also improves reputation.

Authors in [51] introduced a reverse combinatorial auction among users. Indeed,
proposed an effective incentive mechanism that depends not only on user bids but
also considers the Qol of previously reported data. Based on the historical Qol values,
platform shortlists the users who can provide the required/sufficient qualitative data
for a lower price.

Crowd-sensing systems may have budget constraints which are also an essential metric
to consider. Under certain conditions where the availability of users around task location
are less, either quality or budget need to be compromised [I19]. However, an efficient
incentive mechanism can be a viable tool for high-quality data acquisition.

2.2.4 Task Allocation

Task allocation is one of the crucial steps to obtain the desired objective of data requester.
The process of choosing the appropriate task for the user is known as an optimized task
allocation. The main objective of optimal task allocation is to allot a task to a user
considering various factors that distract the accomplishment of a task. Task allocation
also used to achieve data requesters’ requirements,such as minimal cost data, high-quality
acquisition. Reasons for the need of optimal task allocation can be described as follows.

e One of the main factors that invoke the need for optimal task allocation is the location
of the user or mobility of users.

e Furthermore, participants’ may not be willing to contribute to some tasks due to
some privacy leakage.
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e User may not be capable of fulfilling certain tasks while flawless in executing other
tasks assigned.

e There might be a case where users may feel overwhelmed with the assigned task
which,leads to unfinished tasks or lack of proper quality.

Authors of [90] stated that considering the privacy concerns of non-selected participants
who are requested to share their location along with other selected participants need to
be emphasized. They dealt with the task allocation problem based on the location-based
tasks can be either in the standard route of the participant or away from it. The proposed
approach uses location obfuscation to ensure the privacy of the user while the objective
is to reduce the travel distance for sensing a task. Another research work [30] assigns the
time-sensitive tasks for users to travel in standard route, whereas, delay tolerant tasks
are assigned to the users who are willing to travel outside their standard route. While
incentives assigned to contributors were based on the distance, they travelled. Unlike the
work in [96], this framework needs the historical data of travel paths of participants.

Xiong et al. [109] focus on low-cost task allocation while ensuring acceptable cover-
age area under given budget constraints. The proposed iCrowd framework also ensures
minimal energy consumption with the help of piggyback crowd-sensing. They claim it as
near optimal framework since it outperforms baseline approaches using such as the greedy
and partial enumeration procedures to achieve required spatio-temporal coverage within
budget.

Another study proposed a task assignment algorithm simultaneously considering both
participatory and opportunistic users for a budget constrained the system. The proposed
Hytasker model achieved higher task completions with the awareness of user mobility and
density of users assuming the equal quality of data [94]. Authors in [97] proposed an online
task allocation method for air pollution monitoring, temperature monitoring for a specific
area and divided it into smaller cells. They attempted to minimize the number of cells
required to be sensed and applied bayesian interface based methods to estimate the data
from the remaining cells while satisfying quality requirements.

Shibo et al. [11] handled task allocation problem by consedreing user spatial movements
and also formulated a bargaining game between users and platform by varying price of
tasks. They assumed users are individuals, do not form coalitions and so each user has
separate agreement with the platform. Local ratio based algorithm (LRBA) which is
an orienteering algorithm performed better than the popular greedy alogrithm in terms
efficient incentives.
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One of the primary details required for data acquisition through non dedicated sensor
nodes is the location. Studies show that 85% of users in the top three most visited loca-
tions could be successfully predicted with the help of call data [116]. Jianbing et al. [72]
proposed a privacy-preserving task allocation strategy that considers geographical data
and reliability of participants by means of blind signatures. While authors in [125] uti-
lized advancements in mobile edge computing and proposed a decentralized task allocation
scheme through which latency due to simultaneous communications with a large number
of users is minimized. Moreover, privacy leakage of participants, as well as the context
of data requester through third-party entities, is addressed alongside recruiting reliable
participant with the help of historical data.

Paolo et al. [3] took advantage of human-driven edge computing (HEC) over conven-
tional mobile edge computing (MEC) in order to broadening the coverage area. To do so,
they selected some of the users as edge nodes based on their history of behaviour. Results
demonstrate that selecting a central user has benefited compared to co-operative behviour
based selection. Dimitri et al. [9] selected users as mobile edges based on the number of
connections to avoid the question of where to install edge nodes through traditional MEC.
Results has shown that combination of both fixed and mobile edges satisfies both latency
and satisfied requests.

2.2.5 Privacy and Security

Since MCS deals with sensory data, it is instinctive to expect the privacy of participants and
security issues. Adversaries could attack either by submitting error data or by generating
the illegitimate tasks in the environment that creates Denial of service attacks (DoS) [123].
Zhang et al. [123] have considered illegitimate tasks alongside the legal tasks that cause
heavy energy consumption. Through machine learning they successfully reduced energy
consumption by differentiating illegitimate tasks.

Authors of [105] proposed a secured transmission of data from participants to cloud
without the use of pre defined keys by slicing the data into pieces. They also considered to
protect the data security and participant information through blind identities. Haiqin et
al. [107] considered privacy for both task allocator and participants by making participants
unaware of details about task allocator simultaneously by making selected tasks of partic-
ipants to task allocator. This objective was acheived with the help of encryption models
and fog nodes that do not have information about either task allocator, participants.

Authors in [118] proposed a Privacy preserving Qol-aware Participant co-ordination in
MCS (PPCM) through which users co-ordinate among themselves to achieve required Qol
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of task by completing the pieces of task according to their abilities. Cloud server ensures to
select users based on their previous data submissions. On the other hand the primary idea
behind the privacy preservation method is to distribute the task among more number of
users. Accordingly, though attackers find location tagged information it would be difficult
because of large number of users which are to be matched at equal probability.

Jia Hu et al. [13] considered internal attackers with two different behviours where
some attack with faking a part of information whereas other attackers cause user security
threats by gaining control over users personal information. They proposed a trustworthy
framework that make use of mutual trust between person to person, person to group, group
to group in order to get rid of vulnerable attackers. Results has shown that the proposed
framework has outperformed TSCM [57], PPCM [118] in defending users against internal
security attacks.

Owoh et al. [71] mentioned the location information access by most of the smart
applications in google store. To secure the sensitive information of participants they used
AES-256 GCM encryption methods and results has shown the high execution time with
low memory usage compared to benchmark scheme. Layla et al. [77] surveyed the types of
privacy attacks as well as the proposed counter measures for them during task management.
Survey also discusses about the limitation during participant privacy preservation such as
efficiency, trust, contribution based rewards etc.

Many works considered user behavioural attributes during authentication process for
end user to identify authorized user. Authors in [32] used patterns of each user during the
keyboard usage to identify the person using SVM. Authentication methods are not only
confined to smart devices but also can be effectively used in smart homes, smart health,
traffic and many more [127]. Fig 2.2 summarizes the related work discussed in this chapter.
Unlike the aforementioned research works, we consider to provide user to authorize sensor
access modification which can be seen from privacy point of view to protect the private
information leakage through sensing a task.
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2.3 Investigation of Related Work for User Selective-
ness and Community Formations in MCS

Pouryazdan et al. [31] formulated a collaborative trust score which is determined by
the votes of neighbours as well as instantaneous reliability score. They consider that
participants group into communities to contribute for a task. Based on votes received by
participants system was able to detect the malicious contributors among the others. While
in their previous study [55] only vote based community sensing was considered alongside
focusing on Sybil detection techniques to mitigate the effect of malicious users.

An application called MobiGroup [37] was proposed to suggest the private group based
on the context awareness. They associated cross-community sensing [3%] and mobile sound
sensing and were able to determine the appropriate running groups. Moreover, they de-
fined three types of groups such as 1) context based groups that depend on location, user
preferences, 2) activity based groups that form communities for specific activity and 3)
third party groups that are formed based on social relationships and interactions. Their
objective is to support intelligent advertising for public activities and also suggest related
tasks based on physical and social contexts.

Nicholas [63] states the importance of finding the reason, motive/criteria for community
formation which can be based on social relationships, inter-dependencies among partici-
pants. Determination of criteria behind community formation and attributes of users such
as skills, location, knowledge etc makes simple to cloud server to gain Qol at low cost.

Authors in [17] proposed a task selection algorithm that allows users to choose time
sensitive tasks based on their mobility pattern. They formulated a non-cooperative game
among the users in choosing their mobility path as well as task selection. Results had
shown that the proposed task selection algorithm performed better in terms of Jian’s
fairness index than greedy task allocation algorithms. They also proved that it is NP hard
to maximize the social surplus.

Another relevant work [59] provided users with an option to select one out of given
two tasks based on distance and payments for task completion. Jin et al. [50] formulated
user task selection behaviour where number of task requesters approach user for data
collection. The probability of user opting a task was calculated based on their previous
choices and also other factors such as age, gender. They also considered that users attract
to comparatively high payment requesters and proposed Markov correlated equilibrium
as solution for requesters dynamic pricing. Yan et al. [I10] considered various user task
selection criteria based on destination, to maximize the profit. They proposed a privacy
preserving task selection algorithm to avoid any point of interest leakages.
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Maryam et al. [30] considered coalition formations in MCS and showed that partici-
pants forming communities could increase their payoff by mitigating malicious payments.
Moreover, community formations led to increase in participation as well as sensed tasks in
the crowd sensing environment. Wang et al. [103] considered the problem of unbalanced
task completion on basis of travel distance, since users opt tasks that are nearby. That
being said user tend to select the nearest task and avoid contributing to the farther tasks
which may end up with no data collector. To address this problem, they group the less
popular tasks with high attract tasks forming task bundles. Through the application, layer
user is modelled to choose a preferable set of tasks from the mixed task bundle. Each task
requires multiple readings to get accomplished, thus eliminates the effect of malicious users
in the environment.

Most of the aforementioned research works select tasks based on the location, distance
between task and user and some works considered community formations to determine
rewards based on votes. In this thesis, we consider user selection to join a community
based on its income, reputation. With this we show the users intention to increase the
income and also to increase the chance of getting selected. On top of this we implement
this in malicious environment with the aim to maintain better user, platform utilities at
the same time ensuring the data trustworthiness (see chap 3).

2.4 Investigation of Research Works That Consider
User Comfort/Preferences

Considering the requirement of a large number of data collectors in mobile crowd-sensing,
many research works have found solutions for various elements that bother user to perform
data sensing. Some of them addressed the energy consumption problem faced by users.
Authors of [98] solved the problem of energy consumption concerns while data uploading
with efficient algorithms. Anjomshoa et al. [7] considered the low residual energy as
the reason for users not being part of crowd-sensing in the long run. They formulated a
strategy that assigns tasks to the users based on the residual energy. Another major part
of research works considered privacy-related problems such as [67], [65].

Apart from the works that consider the specific problem of users the following works
concentrate on user preferences. One of them is [67] where users were given an option to
exhibit their preferences through tuples that consist details of their path, magnitude of
the private place along the path, the maximum number of tasks that a user like to accept
and privacy threshold. Based on the preference tuples given by the participant, recruiter
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assigns the tasks that are to be accomplished.

Authors of [3] mentioned that users frequently report preference that they do not follow
in reality. In addition to that, another work [(2] has stated that user are likely to submit
their preference based on the risk of information leakage vs benefit trade-off as well as trust
in the entity to which they report. Moreover, data quality, number of participants will be
effected due to many factors such as mobility, user preferences, energy levels [31].

Considering the fact of a wide variety of tasks and various factors that influence par-
ticipants in crowd-sensing, authors et al. [95] proposed a framework to handle the task
allocation problem. The factors include the maximum task limit of a user, participant
willingness, available sensor configuration that can be modified by the user. In addition
to the factors favoring user, they introduced an attribute for determining the percentage
of accomplished tasks by each user. One of the major factors that contradict each other
in implementation are privacy preservation and trustworthiness of participants. To tackle
this issue, authors divided participants based on their level of privacy concerns and then
implemented two layer neural network to identify the user ID [73].

Galinina et al. [29] considered the concept to provide energy as incentive for the
collection of data. They also assumed users may turn of some of the available sensors
according to their energy levels. That being said, cloud server can access the sensors of
wearable devices only when user grants permission. Power transmission is done through the
emitted radio waves from stationary wireless power beacons placed in the crowd-sensing
environment. This idea could transform the crowd-sensing to a new level without the
concern about the energy constraints that each wearables possess.

Zhang et.al [120] considered user preferences which can be either location and travel
distance, type of tasks while allotting the tasks to users. They do not provide any choice
to choose the task but rather consider their preference before allocation. Moreover, they
considered users to bid untruthfully to increase their utilities. Results show that, users
who submit their true departure times have acheived optimal utilities.

Contrary to the discussed related work, we consider user preferences can be influenced
by various factors such as location privacy, energy constraints, past experience etc. We
formulate user preference aware participant selection through authorizing users to switch
off the some built-in sensors through which they can gain comfort. We implement this
in a vulnerable environment where malicious users attack with maximum possibilities to
damage platform utility.
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Chapter 3

Selective Data Acquisition in Mobile
Crowd-Sensing

3.1 Introduction

The advent of mobile technology has facilitated the data acquisition process with the help
of embedded sensors of smart devices (mobiles, tablets, smartwatches, etc) [6]. Selection
of appropriate participant is a significant challenge since it depends on many aspects such
as reliability of user, location, cost of sensing [19]. Incentives provided to the users make
a direct impact on the profit obtained by the platform (platform utility), user profit (user
utility) and indirect influence on motivating users to participate, obtaining the quality of
data and compensating the cost of sensing. Considering the above fact, most of MCS
systems’ rely on incentive dependent frameworks. Incentives can be through monetary
rewards, entertainment, complementary services, virtual reward points.

In order to build a robust MCS system, it is important to consider various factors along
with the trustworthiness of data such as users willingness, user utility. Thus consequently,
encourages more participants to involve in the data gathering process. Contrarily, most of
crowd sensing platform doesn’t encourage users to exhibit their choice of interest to sense
a task and push users’ to collect data for a required task. However, users’ try to guide
themselves to maximize their payoff. From this perspective,users’ may not be interested
in contributing data for the task that is assigned to him. Thus, it is equally important
to emphasize the assignment of task based on users’ interest. Moreover, ensuring the
trustworthiness of data in the presence of malicious users play a key role in data acquisition
through non-dedicated sensors [10)].
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We introduce a user recruitment scheme with the primary objective to give prominence
to users’ selectiveness in choosing the task to contribute and improve user utility. In
addition to this, it ensures the recruitment of trustworthy participants with the help of
reputation score. Reputation score provides information about the degree of reliability of
a participant up till then.

3.2 System Overview

The main components of the considered crowd sensing system are 1) End-user/data re-
quester 2) Cloud platform 3) Participants/users. Data acquisition through non-dedicated
sensors includes user recruitment, data sensing and processing, data reporting followed by
data analysis and reward presentation [28], However, the fundamental consideration of the
system model (both selective, non-selective) is to follow a non-aggressive payment process
through which users’ are guaranteed to pay the bid price, irrespective of the accuracy of
submitted data [57]. This indeed alters the traditional procedure of awarding rewards
after the analysis of data. Moreover, we do not stress on data processing and reporting
since these phases relate more to data quality. In this thesis, we consider untrustworthy
data is generated due to untruthful/malicious participants but not due to Sybil attacks,
data manipulation issues. Malicious users are who voluntarily send false data to misin-
form the system. Accordingly, updates the database and publish the tasks, then the user
recruitment process is initiated.
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Table 3.1: Notation used in this chapter

NOTATION DESCRIPTION

kI Binary decision of user/sensor ¢ to accept or decline task T

0 Closeness margin used in the decision of accepting/declining a sensing
task

T Index of a task

U Total crowd-sensing participants available in the complete terrain

W Number of participants in winner set W

) Weight factor

rlr Maximum total rewards received by the users/sensors in the set T’

I'r List of users/sensors that can participate in the sensing of task 7'

I’ List of users/sensors out of the set 'y that have opted-in to participate
in the sensing of task T’

Try Average total rewards received by the users/sensors in the set T

Ty Set of tasks that can be sensed by the users/sensors in the set U in a
participatory manner.

T Set of tasks out of the set Ty, that have been opted-in to be sensed by
at least one user of the set W

vE(W) Reputation-based marginal value of user/sensor i over the set of par-
ticipants W

vB(W) Reputation-based value of the set of participants W

U Value of task T

R; Present Reputation of user/sensor i

Ri(t—1) Previous reputation of user/sensor i

Riotal Total reputation of users/sensors that can participate for task T

& Sensing cost (i.e. auction bid) of user/sensor i

Di Positive readings of user/sensor i

n; Negative (outlier) readings of user/sensor i

i Total rewards issued to participant ¢

rl Total rewards issued to participant 7 in sensing campaign ¢

vR(W) Total reputable value obtained from winner set W in the sensing cam-
paign t

xiTt Binary value that shows 1 when user ¢ bid for the task 7" in campaign
t.

W Total number of selected participants in sensing campaign t

tiotal Total number of sensing campaigns
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3.2.1 Centralized Data Acquisition
User Recruitment Phase

For the reputation-based reverse auction, we adopt Trustworthy Sensing for Crowd Man-
agement(TSCM) presented in [57] which is built on top of reputation unaware incentive
mechanism referred to MSening [112]. In this thesis, we term TSCM as Non-selective
Reputation-based Recruitment (NSR), also be stated as a centralized data acquisition
model where users do not have the choice to select a community to perform data sensing.
According to NSR, users start bidding to the tasks that are in the vicinity of 30m. After
users bid their price, cloud server evaluates the total reputable value that can be described
as the total expected benefit that could be obtained by recruiting the participant. It is
worthwhile mentioning that users also share their location co-ordinates along with the
bids. Platform checks, whether the users are bidding from the task location,are not. Then
reverse auction is performed on the basis of bids and the users’ respective reputation.

The fundamental consideration in TSCM is that every task has its value that indicates
its importance, represented by vr. Considering U as a set of total users in the sensing
environment, v(U) denotes the maximum value that can be obtained from the tasks sur-

rounding the set U (see Eq 3.1).
M

v(U)= > vr (3.1)

TeTly

['7 represents the set of participants that are in the vicinity of task 7" and could con-
tribute to data acquisition on winning the reverse auction. Furthermore, I/, denotes the
set of participants that bid for task 7. Since the centralized data acquisition is a Non-
selective process, we assume each and every user around the task to participate in the
reverse auction. It is clear that under NSR satisfies the condition of I'p = I,

||
I = J{ili e Tr AR =1} (3.2)

=0
Besides users choice, there is a fair chance of tasks that aren’t surrounded by any user.

Eq. 3.3 T}, denotes the set of tasks that are opted by user set U.

T, = J{TIT € Ty A 3i T} (3.3)
T
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The significant component of the recruitment process relies on this reputation factor
which is evaluated as shown in Eq 3.4. Here R;(t) represents the cumulative evaluation
of participant i’s reputation based on current positive and negative readings as well as
previous reputation R(t — 1);. Besides, epsilon; and epsilony are non zero positive real
numbers, were used to avoid indeterminate form 0/0. The reputation of each participant is
calculated after the completion of one campaign and/or after determining the false readings
of each user.

Di + €1

Ri¢ 0Ri(t— 1)+ (1—§)— D"
Di +MN; + €2

(3.4)

Now the system has the previous aggregated reputation of participants (since this
step is before sensing the present tasks), location information as well as their bids to
respective tasks. In most of the cases, it is expected that more than one user participates
in the auction, and each of them has a good opportunity to cover more than one task
simultaneously. Thus insisting on the comparison of profit that can be obtained by selecting
a user with each other, as shown in Eq: 3.5. It is the difference of reputable value (v%(W U
{i}) obtained with the addition of user i to the winner set W and the reputable value of
set W itself (vf{(W)), that gives users individual significance.

(W) = o (W U {i}) — o™ (W) (3.5)

Where v#(W) can be calculated by the average for the product of value obtained and
reputation of set WW. By this, we consider the value of data achieved from a participant is
always directly proportional to its reputation (see Eq 3.6).

W)= 3 3 (orRi/ITh) (3.6)

TeTy, i€l

The aforementioned assessment shortlists beneficial users based on the only reputation.
Now, auction bids influence the winner selection process, as shown in Eq 3.7. Bid/cost of
sensing of user i is divided by its reputation in order to eliminate low reputation users when
it is subtracted from evaluated vZ(W) in Eq: 3.5. This difference values are sorted in de-
scending order that provides the opportunity to the highest contributor for a comparatively
low price.

vE(W) —bi/R; > ... > vE(W) — by /Ry (3.7)

7
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3.2.2 Decentralized Data Acquisition
User Recruitment Phase

In the centralized data acquisition data analysis, incentivization, winner selection are han-
dled at the central cloud platform. Authors of [106] state that the storage and processing
capabilities of cloud computing can be improved with the help of edge devices in the net-
work. Thus, Mobile edge computing(MEC) can be beneficial to distribute the workload
among other edge nodes besides reducing network latency. Moreover, Network function
virtualization technology helps edge devices to utilize virtual machines for improving com-
putational and storage performance. We take advantage of edge computing and present
the hybrid architecture consists of multiple MEC nodes and a cloud platform. Every edge
node performs the following activities with the help of Data Service Function (DSF).

e Sensor selection

e Winner selection

e Payment determination.

Sensing Task with
Identified Collaborators

DSF:Data Service Function * Senser Selection
+ Winner Selection

« Payment Determination
IVNF:Virtual Network Function
....... :Wireless Links between loT gateway& Wireless Router|

Sensing Task

with no user ,

Figure 3.1: Decentralized System Model
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Fig. 3.1 represents the minimalist overview of decentralized MCS model. Along with
decentralized data acquisition, we introduce user selectiveness through which participants’
choose a group/community to join with based on certain selection criteria. Community
corresponds to the group of participants that are interested/opted to contribute to the
same task 7. We introduce two types of criteria,

1) Income-based selection: As we present in [91] Users compare their total income with
the average income of the community. We further divide it by participants willing to
join a comparatively lower average income community as Selective and reputation-aware
data acquisition with low-income service providers (SRLI), whereas with Selective and
reputation-aware data acquisition with high-income service providers (SRHI) participants
chooses to join in comparatively higher income communities as formulated in Eq 3.8. L.H.S
of the equation refers to the ratio of the difference between total rewards of user ¢ and
maximum total rewards among the participants opted to the same task T'(I'r) to the
maximum total rewards. Besides o denotes the closeness margin, more the o higher the
selectiveness.

avg

1, o[l — 4] <[1——+&]ASRLI mode
T B Tmax :W 3 8
Fi =91, o[l — 45-] > [1 — 2] A SRHT mode (3.8)
0, " Otherwise

While R.H.S denotes the ratio of the difference between maximum total rewards ob-
tained by set I'yr and average rewards obtained by set I'y to maximum rewards obtained by
set ['y. Participants, when opted to selectiveness, is shown with the indication of k! = 1.
Users join the community by activating the respective sensor.

2) Reputation-based selection: Similar to income based-selection as the name suggest
users compare their latest reputation score with the communities average reputation score.
This process is termed as Selective and Reputation-aware Recruitment (SRR) as presented
in [21].

I'r
Otherwise

(3.9)

i

T {17 olR;] < [M] ANSRR mode}
=10,

Where R, denotes the total reputation of users surrounds to task T'. We denote consider
the scenario participants joining in higher reputation groups since it is logically true that
the participants with comparatively higher reputation score get selected by the platform.
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Threat Model

We implement attack model of malicious users where malicious users attack with a strategy
to sustain with the reputation-aware user recruitment process. The main objective of
malicious users is to effect the platform utility by sending wrong data. To do so, malicious
user need to get selected in the reverse auction for which reputation plays a crucial role.
Malicious users attack the platform by considering upper (Ryra) and lower thresholds
(RpnTa) comparing their previous reputation with the present reputation as illustrated in
Fig 3.2.

If user is
malicious

Do not Attack Attack

Attack Do not Attack

No

Figure 3.2: Threat model
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Mobility of User

We formulate the mobility of user with Random waypoint mobility model adopted in [50]
which was built based on the mobility model presented in [11]. The fundamental difference
between random mobility and the random waypoint mobility is that participants pause for
a while and continue moving to the next location in a random waypoint model [11]. In
this thesis, we consider a terrain of 1000m*1000m that further divided into smaller grids.
At the start participants are randomly placed in the terrain, then each participant selects
their arbitrary destination and moves towards it with average velocity V. On reaching
the destination user pause for a certain period calculated by the probability of P(pause)
presented in Eq 3.10 and again set the next destination and reach it. It is essential to
mention that we consider platform is unaware of the mobility of the user in the sensing
environment (i.e. terrain). The aforementioned assumption could be more realistic with
no history of past mobility as well as unpredictable movement or unexpected movements
made by the participants while involved in crowd-sensing.

totalwalktime

P(pause) = (3.10)

totalwalktime + totalpausetime

Rewarding Phase

The reward/ incentive mechanism is adopted from [57] that is built upon principles of
Msensing [112]. The cardinal rule of the presented incentive mechanism is to reward no
less than the bid price for all the selected participants. Since the considered system is
user-centric, each user is ensured to pay the maximal price for their contribution, as shown
in equation 3.11. That being said, platform checks for the highest bid that a selected user
can quote that he/she remain to be a winner out of other participants.

The first step is to prepare a set s’ such that user w is not part of it. The system
constructs a temporary winner set A and computes the maximum bid that an excluded
user could propose that makes him get selected among other participants (see Eq. 3.11 ).
Where p,, indicates payments to user w and w, indicates the new user added to set A.

Pw = MAx( Py, Min(vy(A) — (V(A)w, — buw, ), Vw(A))) (3.11)

Since we adopt non-aggressive payment mechanism [57] (which was built with the
reference of work presented in [111]), the quantified bids (b;/R;) are considered only during
the recruitment phase and while arranging participants according to the difference between
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their contribution value to requested bid (see Eq 3.12). With that said, the only actual
bid of a participant is considered while rewarding.

W, = argmazpes A {vE(W) — b,/ Ry} (3.12)

3.3 Performance Evaluation Metrics

We considered a java-based simulation environment to model the intended recruitment
schemes. We considered 1000m x 1000m terrain in which users and tasks are randomly
placed over the terrain. To avoid the impact of randomness we generate random number
using 10 different seeds and average the output. Total simulation time is 30min out of
which, each campaign lasts for 1min. One complete campaign includes, completion of user
recruitment, rewards to winners and data collection for the tasks published /requested in
that period of time. Further details of simulation settings are represented in Table 3.2.

To evaluate our impact of system model we consider four performance metrics such as

e Platform Utility: It is the difference of total reputable value obtained for the crowd-
sensed tasks and incentives allotted to the winners. Where ¢ denotes the index of
campaign and 1! denotes rewards for user ¢ in campaign t.

Uplat form = Z (UR(Wt) - Zrit>u (3.13)

t 7

Given that, vf(W?*) denotes the total reputable value obtained from the winner set
W at t time slot. Cloud platform aim to increase its utility by choosing reliable
participants.

e User Utility: User Utility indicates the average profit gained by a user per cam-
paign. It denotes the average difference between total received rewards and sensing
costs of all selected participants normalized by the total number of sensing campaigns
(tiotar) as formulated in Eq. 3.14.

S ((5-zmm)

ttotal

Usser = (3.14)
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Table 3.2: Simulation settings for implementing user selectiveness

PARAMETER

VALUE

Size of terrain

Total number of Users

Range of task

Task Arrival Rates

Initial reputation of a participant

Closeness margin (o )

Probability of malicious users

Probability of invalid reading submitted by an user
Weight factor §

Task Value

Bid value / Sensing costs

Total number of sensing campaigns

Simulation Duration

Average walking speed(V)

Mobility awareness

Upper reputation threshold for malicious users to turn
on attacking (Ryra)

Lower reputation threshold for malicious users not to at-
tack (RLTN A)

1000 m x 1000 m
1000

30 m

20; 40; 60; 80; 100 /min
0.7
{0.6,0.7,0.8}
0.05,0.07
0.02,0.03

0.6

{1,2,3,4,5}
{1,2,...,10}

30

30 min

2m/s

False

0.8

0.5
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Where 1! denotes the rewards obtained and b denotes the sensing cost for user i at
time ¢ and/or campaign ¢.

e Dis-information ratio: The ratio of tasks affected by at least one malicious user
to the total number of tasks. Affected tasks can be stated as the tasks for which
malicious users’ are recruited.

e Rewards to malicious: It is the summation of total payments made to the ma-
licious users in all the sensing campaigns. It indicates the system robustness to
adversaries.

We consider disinformation ratio and rewards to malicious to quantify the impact of
adversaries and also to take care of trustworthiness of data. Throughout the thesis
we try the mitigate the malicious effect which directly lead to loss in platform utility
and average user utility.

3.3.1 Simulation Results for Income-Based Selectiveness
Platform Utility:

In order to evaluate the selective low-income reputation-based recruitment scheme (SRLI),
we compare SRLI under different selective coefficient(p) with the Non-selective reputation
based recruitment strategy (NSR). In addition to this, we compare Selective and no rep-
utation aware user recruitment for the illustration of the impact of reputation awareness.
Fig 3.4 describes the performance of SRLI, SNR and NSR for the utility of the platform.
The equations 3.15, 3.16 are reflected in the Fig 3.4 i.e. in case of SRLI as we increase
the o from 0.6 to 0.8 there is a huge loss in platform utility due to high selectiveness at-
titude shown by the users. This may result in users being idle that incurring to a loss for
crowd-sensing recruiters. While reputation un-aware selectiveness performs better than
SRLI-p=0.8 because of the recruitment of a comparatively better number of participants
in SNR. This phenomenon explains the very high selectiveness has a severe impact than
recruiting users in an arbitrary manner.

A ravg
o[l = -] < [1 — ) A SRLI mode (3.15)
'max T'max
avg
T 't
ol = +—-]>[1— -] ANSRHI mode (3.16)
Tmax rmax
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Figure 3.3: Loss in Platform

utility for SRHT Figure 3.4: Platform utility under SRLI,

SNR and NSR.

Fig 3.3 illustrates the effect of income based selectiveness approach on the utility of
system (platform utility) under given simulation settings. In order to investigate the impact
of SRHI, where users select to join the communities that have higher incomes, we evaluate
the platform utility and user utility performance of SRHI. Due to joining a high-income
community, a user may not be selected as the users in the community are supposed to
be receiving high-income as a result of providing trustworthy sensing data. It eventually
helps to improve their reliability with the showcase of high reputation scores to the MCS
platform. Due to the selectiveness of joining in only high income groups, participants may
end up not being involved in any sensing group. That indeed leads to a significantly low
amount of valuable sensing tasks received by the platform. This phenomenon may result
in a significant reduction / loss in platform utility. The loss increases with the increase in
task arrival rate due to the increase in the unsensed high valued tasks.

Moreover, the formed communities/groups demand high income for delivering required
information, causing no profit to the platform. Another major reason that contributes
to loss of platform utility is that the mobility of users causes in-completion of task after
the payment phase. This phenomenon can be highly perceivable when the total number
of participants selected are very less when has happened in case of the SRHI recruitment
scheme.
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Average User Utility:
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Figure 3.5: Average user utility under SRLI, SNR with NSR

In Fig 3.5 illustrates the Average user utility under all the presented recruitment
schemes. Since it is average user utility of selected participants, it is clear that if users’ opt
their sensing community based on its average income (see Eq 3.15) then users’ gain higher
utility than the utility obtained in other recruitment schemes. The reason we avoided
SRHI in comparison is the fact that it causes substantial loss to the platform/recruiter,
which is completely unacceptable. Comparatively, high selectiveness (i.e. ¢=0.8) among
participants might improve their income. However, it also reduces the chance of sensing
more number of tasks. On the other hand, NSR ends up in causing low user utility because
of 1) More users being recruited by which more tasks are covered, 2) Does not allow user
selectiveness to form reputation-based groups for improving average user utility.

Rewards to Malicious and Disinformation Ratio:

Rewards to Malicious represents the total payments received by malicious users’. These
false payments can be reduced with reputation-based user recruitment. This is exactly the
reason for the rise in false payments under reputation un-aware selection (SNR). Further-
more, it is clearly evident in Fig 3.7 that out of all reputation aware schemes NSR does
better under almost all task arrival rates. With the low selective margin (such as ¢=0.6
and 0.7 malicious users find it easier to damage the platform because of the flexibility to
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Figure 3.6: Disinformation ratio un- Figure 3.7: Rewards for Malicious
der SRLI, SNR and NSR. users under SRLI, SNR and NSR.

join in various communities and get selected for the first time in crowd-sensing. There can
be two ways that a malicious user can attack 1)Since all the users will have the same initial
reputation, there is a fair chance of recruiting malicious user. 2) Another way is malicious
users may behave trustworthy until they improve their reputation above the threshold and
attack subsequently [15].

Disinformation ratio is another considerable metric to analyze the ratio of tasks attacked
by malicious users. Disinformation ratio has a direct correlation with rewards for malicious
as a percentage of selected malicious users increase, and false information obtained also
increases. Having said that, malicious users who try to be trustworthy for a period of time
doesn’t affect the platform for that instance.

3.3.2 Simulation Results for Reputation-Based Selectiveness (SRR)

We consider the same performance metrics that are used for evaluation of income based
reputation mechanism. In the previous simulations, we kept malicious user probability as
0.05. For SRR, we move a step forward and consider 0.07 malicious along with the 0.05
and also we are eager to analyze the performance for less selectiveness, i.e. p=0.5 along
with 0.6, 0.7, 0.8. Moreover, Eq 3.17 represents the criteria every user follow to join in
community to contribute for a task.
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] A SRR mode (3.17)

Additional Performance Metrics

e Total Energy consumption: It is the total sum of energy consumption values for
sensors that are associated with the tasks which are bid by total selected users in
entire 30min. It is worthwhile mentioning that G.P.S energy consumption is added
each time user i contributes data for the platform (see Eq 3.18 ).

TE=) > Z (:ciTt.Bth + G.P.S) (3.18)

We do not consider any stand-by energy drain for built-in sensors. So it is clear that
in order to save residual energy of their device, users need to avoid sensing energy
hunger tasks by switching off the respective sensor.

e Average Energy Consumption: The ratio of total energy consumption by the
selected users to the number of selected as evaluate in Eq 3.19 . The energy con-
sumption values w.r.t sensors used in this chapter are presented in 3.3.

Yy (xft.ﬁth i G.P.S)

Totalselected(|W |total)

AE (3.19)

Table 3.3: Energy consumption values

SENSOR ENERCY  CONSUMPTION
VALUE (JOULE)

Global Positioning System  0.125

Accelerometer 0.05
Camera 0.1
Microphone 0.075
LightSensor 0.025
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probability probability

Platform Utility

Fig 3.9, 3.8 represents the results of platform utility for the NSR, SRR models under 5% and
7% malicious probability. With the 5% probability of false users, there is an almost similar
performance for NSR and SRR. While as at a higher number of tasks/min,there is a mixed
behavior among different selective margin with SRR. This pattern of behaviour is evident
that, finding an appropriate community/group of users may not always be successful.
However, it is transparent that SRR performs better than NSR under certain conditions.

To investigate that we further increase the malicious probability to 7%, as average user
utility has started to decline (see Fig 3.11) by lesser selectiveness(i.e. 9=0.5) we stick with
o > 0.5 since we target for a methodology that resembles NSR in all the performance
metrics. As Fig 3.8 demonstrate, SRR with closeness margin (9=0.7) gains similar utility
for the platform. This strengthens the proposal of decentralized selective data acquisition

at mobile edges.

Average User Utility

In Fig 3.11, 3.10 average user, utility is illustrated for selective and non-selective user
selection methods. As shown in the figure, reduction in selectiveness enables users to join
for more number of tasks and as a result, gaining higher utility compared to very high
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selectiveness(p=0.8). With the joining of high reputation community, lowers the chance of
winning the auction, since system considers reputation along with the bid of the user in the
winner selection phase. Meanwhile, users that join fewer reputation groups have a higher
chance to find a place in winner set,which eventually increases their winning percentage
in the reverse auction. This phenomenon can be clearly observed under both, malicious
probabilities presented. Since it is the average utility of selected participants malicious
probability does not have a direct impact on the utility of user. That being said, there
is a possibility that malicious user may grab the chance of co-operative/reliable user if a
reputation for both is equal to 0.7 (initially each user is assigned 0.7 as reputation. Later
it completely depend on their performance).
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Figure 3.10: Average user utility un- Figure 3.11: Average user utility un-
der SRR and NSR for 5% malicious der SRR and NSR for 7% malicious
probability. probability.

Rewards for Malicious and Disinformation Ratio

As shown in Fig 3.12 Non-selective / centralized approach(NSR) outperforms less and/or
moderate selective decentralized data acquisition (when ¢=0.5,0.6,0.7) in terms of restrict-
ing payments to malicious users. However, high selectiveness makes malicious users un-
successful in attacking crowd-sensing system due to the fact that the system doesn’t allow
malicious users reputation to grow unless he/she acts reliably. This process reduces the
chances of malicious users being selected and/or get paid by the recruiter.

Simultaneously with the increase in malicious probability has shown the similar out-
comes that are illustrated as such in Fig 3.13. The payments for malicious users have a
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major impact on the utility of platform,which can be observed in Fig 3.8. We can draw a
conclusion here that NSR is the best to mitigate malicious behaviour under any malicious
probabilities where as selective mobile edge data acquisition depends on various factors.
One of the major drawbacks of selective data acquisition is the increase in the percentage
of attacked,tasks as seen in Fig 3.15, 3.14 which is indeed higher under high malicious
percentages.
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Figure 3.12: Rewards for malicious Figure 3.13: Rewards for malicious
under SRR and NSR for 5% mali- under SRR and NSR for 7% mali-
cious probability cious probability

Total Energy Consumption

As we have seen in Fig 3.17, 3.16 total energy consumption for acquiring data is very similar
to each scheme. This behaviour is exhibited since users may show affinity to contribute to
specific tasks, however eventually one or the other user might show interest in sensing the
remaining tasks. Moreover, the difference in energy consumption due to unsensed tasks is
negligible since GPS is high energy consuming compared to other sensors.
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With the advent of Network function virtualization (NFV), mobile edge computing could
be a viable tool to support crowd-sensing to perform decentralized data acquisition. Data
service function (DSF) can be embedded with virtual network functions (VNF) to monitor
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and operate data collection and winner selection at the nearest point, thus reducing the
overall latency. In this chapter, we combined decentralized data acquisition with the user
selectiveness while ensuring data trustworthiness. The results have shown that income-
based reputation aware selectiveness (SRLI, SRHI) diminish the platform utility by 25%-
50% with the loss of 14%-28% user utility over the different task arrival rates. However,
selective reputation unawareness led to higher payments for malicious users resulting in
accumulation of unreliable data. On the other hand, simulation results for SRR shown
promising progress over income based selectiveness in terms of all the considered metrics.
Besides that, our feasibility study reveals that proper selection of closeness margin (o)
with SRR resembles benchmark (NSR)in platform utility with the loss of negligibly small
user utility. That being said the model is successful in encouraging users with providing
the opportunity to opt for the desired group to join. To this end, we conclude that SRR-
0=0.7 perform consistent with 5% malicious probability, whereas with 7% it inherited
Non-selective data solicitation. In this chapter, users are open to any type of data sensing.
In the next chapter we consider user unwillingness to sense the task by totally turning-
off the sensor according to their convenience. Having said that platform has to select
a participant according to their availability of sensors which shows its impact in various
performance metrics that are presented in this chapter.
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Chapter 4

Comfort-Aware Participant
Recruitment for Mobile
Crowd-Sensing

4.1 Introduction

To maintain balance in MCS, it is equally important to consider user preference along with
other attributes of users in the process of recruitment. The reason for preference may vary
such, as the user might feel difficulties/discomfort in participating for a particular type of
tasks or the user might have privacy concerns due to the possibility of sensitive information
leakage. Since each built-in sensor can reveal certain personal information, for instance,
microphone and camera might compromise the confidentiality of not only participant but
also surrounding people [53, ]. As a result of these concerns, data acquisition might be
affected by user unwillingness to contribute [75].

In previous chapter, we formulated user willingness by criterion based community for-
mations. In this chapter, we move a step forward to make crowd-sensing comfortable to
the participants while ensuring the acceptable level of user utility. Having said that, we
model participants such that they can restrict access to the sensor in their device based
on their level of comfort. More specifically, users might not participate in data acquisition
for tasks that require specific sensory data. The purpose of this chapter is to gain user
comfort (reduce user discomfort) while maintaining the trustworthiness of data with the
presence of vulnerable participants in the sensing environment.
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4.2 Proposed Solution

In the direction of trustworthy data acquisition, we propose the Reputation and Comfort
Level Aware Participant Selection (RA-CLAPS) framework [20] that is built on top of
previously presented Non-Selective reputation based recruitment strategy (NSR). That
being said, RA-CLAPS do not authorize users to have the choice of forming communities
on the basis of reputation and/or income unlike selective data acquistion.

-
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* — Level of comfort Sensor configuration
L B =
\ Zero comfort level 11111
= Moderate comfort level | 11011
High comfort level 11010
[ o ® ]
CTAT-TLT-]  erafero [CTAC[L]M] G | Global Positioning System
A | Accelerometer
2 & @ C | Camera
[GTAT-TLTM] . o L | Light sensor
2 - g A‘ . M | Microphone
for '

Figure 4.1: A schematic representation of the reputation and comfort level-aware partic-
ipant recruitment scheme. Here co-operative and malicious participants co-exist. Two
malicious participants are coloured differently for illustrative purposes. While G,A,C,L,M
represents built-in sensors and 1 indicates ON, 0 indicates OFF for respective sensors.

In this chapter, we provide users with the freedom of modifying their sensor configura-
tion before entering into the data acquisition process. We introduce the term user comfort,
which increases with the switching of more sensors. We divide the complete set of partic-
ipants into groups based on their comfort levels. We formulate this user comfort in the
presence of malicious users, who maintains the complete set of sensors available all the
time to increase their chance of selecting among comfort hungry users. Our model stands
out among the other works because of the provision of user comfort with consideration
of the vulnerable environment and simultaneously achieving acceptable platform utility,
user utility. Fig 4.1 describes the scenario of users advertising their sensor configuration
and take part in the auction. We considered a sensor set that often exists with every
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smart device such as GPS, accelerometer, camera, Light sensor, Microphone. As we see
in the figure, malicious participants are collocated alongside others. Malicious users are
represented with dark colour, and it is clearly seen that all the attackers keep a complete
set of sensors as available. We assume participant is interested in providing data if the
corresponding sensor is kept ON, i.e. x] = 1, where T¢ represented the sensor associated
with the task T and C; denotes the sensor configuration set of user ¢ (refer to Eq 4.1).

( Start

b J

Users adjust their sensor
configuration o their
comfort

Ll
Ll
v

t<=end ime

h J Outlier is detected, then

Qoud platform Terminate platform updates_ reputation
publishes the tasks ( j of each winner
¢ F Y

N Presence inTange users Y Users enter reverse Maximum reputable
with available sensors auction with | users form winner set
respective bids (zee Eq. &)

Figure 4.2: Flow chart to describe the proposed RA-CLAPS

1, [Te CC;NRA—CLAPS scheme]

RT
KT — V[o[R] < [t] AN SRR scheme] (4.1)
V NSR scheme

0, Otherwise

As we see in the Fig 4.2 users adjust their sensor configuration at the start of the entire
process of crowd-sensing (i.e. when time/campaign index t=0). In order to avoid any false
payments, RA-CLAPS make sure that in-range participants having their required sensor
turned ON and also can only participate for the bidding process. The user recruitment
phase and rewarding phase is similar to the Non-selective reputation based recruitment
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Table 4.1: Notations and equations that they appear

NOTATION Equations DESCRIPTION

C; 4.1 Set of sensors corresponding to the comfort group
of user/smartphone i

Tc 4.1 Sensor associated task T

a; 4.2 Binary value that represents the availability of
Accelerometer in sensor set of user ¢

C; 4.2 Binary value that represents the availability of
Camera in sensor set of user i

l; 4.2 Binary value that represents the availability of
Lightsensor in sensor set of user ¢

m; 4.2 Binary value that represents the availability of

Microphone in sensor set of user ¢

Wq 4.2 weight of Accelerometer or sensitivity of data
that could be disclosed with use of it.

We 4.2 weight of Camera or sensitivity of data that could
be disclosed with use of it.

w; 4.2 weight of Lightsensor or sensitivity of data that
could be disclosed with use of it.

Wy, 4.2 weight of Microphone or sensitivity of data that

could be disclosed with use of it.

presented in the previous chapter. After sorting out the winner set, platform computes
their comfort level along with other performance metrics. Table 4.1 represent the notations
used in the rest of the thesis along with the equations that use these variables.

4.3 Performance Evaluation Metrics

The simulation environment is similar to the previously mentioned 1000m x 1000m terrain
with few changes in user bids as well as closeness margin as presented in Table 4.2. To
evaluate the impact of our proposed comfort level aware user selection scheme, we introduce
a new metric called 'userdiscom fort’ consider the following performance metrics such as
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Table 4.2: Simulation settings for implementing user comfort

PARAMETER VALUE

Size of terrain 1000 m x 1000 m
Total number of Users 1000

Range of task 30 m

Task Arrival Rates
Initial reputation of a participant

20; 40; 60; 80; 100/min
0.7

Closeness margin (o ) 0.7
Probability of malicious users 0.05
Probability of invalid reading submitted by a user 0.02,0.03
Weight factor § 0.6
Task Value {1,2,3,4,5}
Bid value/Sensing costs Varied according to sensitiv-
ity of data
Total number of sensing campaigns 30
Simulation Duration 30 min
Average walking speed(V) 2m/s
Mobility awareness False

Upper reputation threshold for malicious users to turn 0.8

on attacking

e User Discomfort level: Denotes the average weight of available sensors for all

participants per campaign as formulated in Eq. 4.2. Where a;, ¢;, l;, m; are binary
variables for user ¢ that takes zero if the corresponding sensor is unavailability in
the user sensor configuration. Weights of sensor correspond to the sensitivity of data
that can be disclosed through that particular sensor.

2> (w e+ i+ mi.wm>/|wt|)

t %

Discomfort = (4.2)

ttotal
Moreover, we consider maximum discomfort for all the participants under Non-
selective, selective recruitment schemes presented in chapter 3. According to the
mentioned formula, maximum discomfort level can be 10 and is obtained when all
the sensors are ON.
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Table 4.3: User bid arrangement based on the sensitivity of data

TASK-ASSOCIATED VALUE OF BID VvALUE WEIGHT OF
SENSOR THE TASK OF USER THE SENSOR
Camera 5 3,4 we =4
Microphone 4 2,3 Wy, = 3
Accelerometer 3 1,2 Wy = 2
Light sensor 1,2 1 w; =1

e Platform Utility: It is the difference of total reputable value obtained for the crowd-
sensed tasks and incentives allotted to the winners. Where ¢ denotes the index of
campaign and 1} denotes rewards for user ¢ in campaign ¢.

Upiatform = Z (UR(Wt) - Zl"z't>a (4.3)

7

Given that, vf(WW?*) denotes the total reputable value obtained from the winner set
W at ¢t time slot.

e Average user Utility: User Utility indicates the average profit gained by a user
per campaign. It denotes the average difference between total received rewards and
sensing costs of all selected participants normalized by the total number of sensing
campaigns (to1q1) as formulated in Eq. 4.4.

Sz

t
Uuser =

(4.4)

ttotal

Where 1t denotes the rewards obtained and b denotes the sensing cost for user i at
time t and/or campaign ¢.

e Dis-information ratio: The ratio of tasks affected by at least one malicious user
to the total number of tasks. Affected tasks can be stated as the tasks for which
malicious users’ are recruited.

e Rewards to malicious: It is the total payments given to the malicious in entire
simulation period.
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e Total Energy consumption: It is the total sum of energy consumption values for
sensors that are associated with the tasks which are bid by total selected users in

entire 30min.
TE=Y Y > (g;{t.ﬁm + G.P.S) (4.5)
t T g

We do not consider any stand-by energy drain for built-in sensors. So it is clear that
in order to save residual energy of their device, users need to avoid sensing energy
hunger tasks by switching off the respective sensor. The energy values used in this
chapter, are derived from the power values presented in [11].

e Average Energy Consumption: The ratio of total energy consumption by the
selected users to the number of selected. the table 4.4 represents the energy con-
sumption values for 50sec usage of that particular sensor except for GPS which is
assumed to be used only for 10sec.

3N (m?ﬂpc + G.P.S)
ot T

AE
Totalselected(|W |total)

Table 4.4: Energy consumption values

SENSOR ENERCY  CONSUMPTION
VALUE (JOULE)

Global Positioning System 4.0

Accelerometer 0.25
Camera 3.8

Microphone 1.25
LightSensor 0.15

4.4 Simulation Results

Average User Utility

Fig 4.3, 4.4 presents the average benefit gained by the selected users that is calculated
from Eq 4.4 under each scheme. The illustration shows that the proposed comfort aware
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RA-CLAPS has maintained almost equal or negligibly lesser user utility than the baseline
NSR under every task arrival rate. With enabling selectiveness for users has diminished the
chance of electing a participant for multiple tasks, thereby reducing average user utility.
While in the case of CLAPS, malicious users have every chance of seizing the opportunities
of legitimate users.

Platform Utility

Fig 4.5 represents the utility obtained by the platform under two non-comfort aware (NSR,
SRR) and two comfort ware (RA-CLAPS, CLAPS) recruitment schemes. The motivation
behind comparing the proposed scheme with reputation un-aware approach (CLAPS) is
to exhibit the sustainability of trustworthiness with user comfort. As seen in fig, NSR
remains as the top performer in fetching utility for the platform, whereas RA-CLAPS
shows improvement than SRR under 100 tasks/min. This phenomenon is because of the
fact that NSR, SRR does not allow users to turn-off sensors; as a result, availability of
acceptable users is comparatively more. That being said, the chance of finding incomplete
tasks is high with comfort aware user recruitment. Moreover, it is possible to see the high
reputation users not willing to perform the task resulting in a reduction of the level of
reliable data. In addition to that, mobility of participants might cause when users move
out of the sensing rang before completing the task.
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While under 7% malicious probability, RA-CLAPS has shown better performance com-
pared to community selectiveness strategy. The reason for the decrease of utility under
SRR is this simulation settings users bid according to sensor associated with the task as
shown in Table 4.3. Since users are modelled to choose arbitrary bid out of very limited
options, it turns out to be quite challenging for the platform to differentiate the most
reliable user. This phenomenon affects for SRR due to the fact that users with similar
reliability score form a community thus producing similar output for vZ(W) — ¢;/R; (see
Eq 3.7).

Rewards to Malicious and Disinformation Ratio

Total payments made to illegitimate users is illustrated in Fig 4.7. As one would expect the
reputation unawareness has shown the highest payments for malicious users, whereas Non-
selective reputation aware data acquisition (NSR) is successful in minimizing payments to
malicious users. It is noticeable that RA-CLAPS mitigated the possibility of malicious
users receiving payments from the platform. This slight increase compared to NSR is due
to the fact that malicious users present in zero comfort zone in order to leverage their
possibility of being selected. As we discussed before community selectiveness has failed to
restrict unreliable users due to the degree of similarity in terms of trust score. This effect
is highly perceivable with the increase of malicious probability, as seen in fig 4.8.
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Synchronously, disinformation ratio shows a similar impact as seen in fig 4.9, 4.10.
Rewards for malicious users increases with the increase in tasks arrival rate since the
total number of selected illegitimate participants is more. Results show that RA-CLAPS
performed remained consistent performer for higher task requests irrespective of malicious
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percentage. While under lower task arrival rate RA-CLAPS experienced challenges to find
high reputable user within the range of task and having the required sensor available.

Total Energy Consumption and Average Energy Consumption

Total energy consumption is defined as total energy usage by all the selected participants
for their contribution to data acquisition. We do not consider energy during transmission
of data in our simulations. It is certainly true that the total number of selected users
presented in Fig 4.17, 4.18 has direct impact on total energy consumption presented in Fig
4.13, 4.14. As we observe, reputation unaware (CLAPS) recruitment scheme selects more
users which is evident in Fig 4.17. While SRR has selected just more than NSR, which
supports the statement of users not being assigned multiple tasks due to selectiveness.
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Figure 4.11: Average energy Figure 4.12: Average energy
consumption under RA-CLAPS, consumption under RA-CLAPS,
CLAPS, SRR and NSR with 5% CLAPS, SRR and NSR with 7%
malicious probability malicious probability

Likewise, average energy consumption presented in fig 4.11, 4.12 depends on the prob-
ability of user being bid for multiple tasks (directly proportional). Besides that, it also
depends on the type of tasks the selected users perform as energy consumption values vary
for different sensors. Since the G.P.S consumes a higher portion of energy the difference of
average energy consumption observed is very less. Since the proposed scheme deliberately
allows users to turn-off some sensors to participate with comfort, it is important to show
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Number of selected users

the percentage of tasks (77,) that are bid by at least one user (see Eq 3.3). Fig 4.15, 4.16
represents the total percentage of tasks that are surrounded by no less than one user.
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Average Comfort Gain of Selected Participants

Tables 4.5, 4.6 denotes the average gain of user comfort for the selected participants under
RA-CLAPS. Since we consider zero comfort for the users under previously presented Non-
selective and selective data acquisition schemes, we assume average comfort of each user
is zero. However, comfort aware data solicitation gain user comfort based on the weight of
sensitive information that they restrict to contribute. Despite the poor performance due to
reputation unaware, CLAPS has been productive in providing user comfort as illustrated
in tab 4.7. When requested tasks are less the impact of selecting a high comfort users
make huge difference to overall comfort gain that makes the normalized percentage error

comparatively high.

Table 4.5: Achieved improvement in Average user comfort under RA-CLAPS (70-20-10)

w.r.t Non-comfort aware schemes with 5% malicious probability

Tasks/min

Comfort gain

20
40
60
80
100

(6.08 = 0.89) %
(6.1 + 0.57) %

(5.84 + 0.51) %
(6.08 & 0.43) %
(6.40 £ 0.20)%
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Table 4.6: Achieved improvement in Average user comfort under RA-CLAPS (70-20-10)
w.r.t Non-comfort aware schemes with 7% malicious probability

Tasks/min | Comfort gain
20 (5.53 £ 0.81) %
40 (5.33 + 0.46) %
60 (6.2 £ 0.52) %
(
(

80 5.87 & 0.59) %
100 5.78 £ 0.22)%

Table 4.7: Achieved improvement in Average user comfort under CLAPS (70-20-10) w.r.t
Non-comfort aware schemes with 5% malicious probability

Tasks/min | Comfort gain
20 (5.5 £ 0.82) %
40 (5.61 % 0.47) %
60 ( 5.54 + 0.40) %
80 (5.96 + 0.33) %
100 (6.06 + 0.22)%

4.5 Summary

In this chapter, we commence introducing comfort aware mobile crowd sensing in order to
provide significance for user preference/constraints to take part in data acquisition. We
consider different malicious user probabilities who do not turn-off sensors at any point
in time through the simulations so as to leverage their attack opportunities. In order to
enrich the discussion, we compare the proposed Reputation and comfort aware participant
selection scheme (RA-CLAPS) with the previously presented Selective and Non-selective
user recruitment methodologies (NSR, SRR) and also with reputation unaware version of
the comfort-aware framework. A thorough simulation study has shown that under these
simulation settings RA-CLAPS has improved user comfort by at most 6.4% with the loss of
7%- 10% platform utility under 5% malicious probability. While under higher vulnerable
scenario (7% malicious) proposed scheme has shown comparatively lower platform utility.
It is worth noting that RA-CLAPS is successful in keeping the negligible difference in user
utility, the ratio of attacked tasks compared to benchmark NSR. Moreover, simulation
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results for CLAPS have clearly shown the impact of reputation based recruitment. In
the next chapter, we aim to reduce the loss of platform utility while authorizing users to
dynamically change the pre-defined available sensor set. Moreover, we consider different
combinations of comfort level settings to attain a better overall outcome. Since the increase
of malicious probability has a decrease in obtained user comfort, we continue with 5%
malicious probability for the further research study.
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Chapter 5

An adaptive approach to
Trustworthiness and Comfort-Aware
Participant Recruitment in Mobile
Crowd-Sensing

5.1 Introduction

In the previous feasibility studies, we considered users with selectiveness as well as with
the opportunity to switch off the sensors that might collect sensitive data. In the earlier
chapters, we formulated RA-CLAPS that assume 70% of zero comfort level: partici-
pants provides access to all the available sensors, 20% of moderate level: denies access
to most sensitive data collection sensor such as camera and 10% of high comfort level:
participants allow access to only sensors that would not reveal any personal identifiers(e.g.
accelerometer, light sensor). Simulation results have shown that 6% comfort gain costs
almost 10% loss in platform utility. However, users are assumed to modify their sensor set
before registering for crowd-sensing. In this chapter, we aim to reduce the loss of platform
utility and simultaneously gain user comfort with maintaining the reliability of data. More-
over, we propose Adaptive Reputation and Comfort-Aware Participant Selection strategy
(Adaptive-RA-CLAPS) that allows users to modify their available sensor set in between
the transition of sensing campaigns. During this process, we attempt to investigate the
behaviour of RA-CLAPS under varying comfort level settings.

The decision of users adaptive modification of sensor set is based on their reputation.
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The motivation behind choosing the reputation of the user as the criterion for authorizing
adaptive modification of sensor set is to emphasize the prominence of high reputation score
which indeed can improve the trustworthiness of data obtained from the crowd-sensing
participants.

5.2 System Overview

We propose an Adaptive Reputation and Comfort-Aware Participant Selection scheme
to dynamically revise their sensor configuration set in the course of involvement in data
acquisition. Our focus to the proposal of Adaptive RA-CLAPS is to improve the flexibility
and comfort of the participants and decrease the loss in platform utility. It is also essential
to mention that the simulation results of RA-CLAPS showed the loss of platform utility
for allowing users to turn-off the access to some of the built-in sensors. Moreover, it is
not idealistic to make participants to choose their sensor set only at the beginning of the
process of data collection. As mentioned in [(7], users may be uncomfortable to share
certain information from specific locations which may lead to participants unwillingness
for that sensor associated tasks for the entire duration of data solicitation. That could
eventually effect platform due to unavailability of reliable participants.

In addition to three phases (i.e. Comfort level adjustment, user recruitment, rewarding
phase) presented in previous chapters, the proposed model includes the sensor adjustment
phase succeeding rewarding phase as seen in the flowchart 5.4. Since the previous work has
considered only one set of variation in comfort level, in this chapter we simulate multiple
variations for the proposed three comfort zones. After the selection of appropriate combi-
nation, then we proceed build an adaptive phase for that particular set of arrangement.

5.2.1 Simulation Study
We considered 80 tasks/min as the standard arrival rate which is a moderate load level to

draw a conclusion. We use the same performance metrics as well as simulation settings
that are detailed in the previous chapter (see section 4.3).

Platform utility

The fig 5.1 illustrates the performance of RA-CLAPS under various combinations of com-
fort levels. The simulation results show that the higher the percentage of zero comfort
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participants, lower the loss of utility for the platform. This phenomenon is because of
the unavailability of higher reputable users around the sensing task in many instances. It
is intuitive to see the decrease but we attempt to quantify the relation between comfort
level and platform utility. It is worth noting that with the appropriate setting of comfort
level platform utility is well maintained comparatively as it is evident in the case of 90-
5-5, 80-15-5, 70-2-10, 70-25-5, 70-15-15, 60-30-10 combinations (where x-y-z: x indicated
percentage of zero comfort participants, y indicates moderate, z indicated high comfort
participants). Moreover, it is visible to the considerable decrease of utility when percent-
age of high comfort users is more than medium comfort participants. Since the results
have shown almost 30% decrease in platform utility for combinations with 60% of zero
comfort participants, we consider not to further decrease the percentage of zero comfort.
In addition to that, it is evident that platform utility has exhibited an inverse relationship
with the high comfort levels.
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Figure 5.1: Platform utility under static RA-CLAPS for 80 tasks/min.

Average User Utility

Fig 5.2 represents the average user utility for various combinations of comfort levels under
80 tasks/min. It represents the average user utility for the selected participants. As we
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can see user utility has shown increment when the portion of higher comfort users is more
comparative to medium comfort participants such as 80-0-20, 80-5-25, 70-0-30, 70-10-20,
70-5-25, 60-0-40. This effect is exactly opposite to the behaviour shown with platform
utility. The reason for this performance is explained as, with the effect of sensor turn-off,
platform settles with the available truthful user most probably from zero comfort group,
since they participate in comparatively more tasks than moderate, high comfort users.
Thus eventually improve their income and indeed user utility.

Case Study on Average User Discomfort

Fig 5.3 provides the overview of average discomfort level of users under various combina-
tions (maximum possible discomfort level is 10). It is computed for the selected users as we
do in case of other performance metrics. It can be clearly visualized that, comparatively
higher proportion of medium comfort participants has maintained a considerable level of
user discomfort. One would expect to see more comfort gain with a greater percentage of
high comfort users, but results have shown the other. This phenomenon can be justified
as the proportion of selected participants are more from the other two comfort groups (i.e.
zero and moderate). This statement also strengthens the argument that, users from zero
comfort group tend to be selected more often than high comfort level users.
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Figure 5.3: Average User Discomfort under static RA-CLAPS for 80 tasks/min.

The thorough investigation has shown the relationship among user comfort, utility and
platform utility that authorizing more participants to turn off both camera and microphone
(High comfort level users) have shown an extreme decrease in utility of the platform due
to the presence of more unsensed. Though considering large number of high comfort users
improves the average user comfort of participants and user utility by miniature, platform
loss is comparatively large. To this end, we conclude by choosing the appropriate pre-
setting as 90% zero comfort, 5% medium comfort and 5% high comfort users. The reason
for choosing out of other better performances is, it enables users to be in all three comfort
zones alongside reaching better platform utility and user comfort with substantial user
utility.

5.2.2 Sensor Adjustment Phase

While stated in [67], user constraints may vary from location to location; we move forward
to initiate sensor adjustment phase after certain period. With the completion of reverse
auction winner set W is announced. We model the modification step for completion of
every three campaigns or 3 min. The justification behind this assumption is that every
user has mobility with an average speed of 2 m/s. Considering that fact user travels a

62



considerable distance away from the previous location in 3min, we insist users to keep the
complete set of sensors ON after completion every 3min.

As we mentioned previously, sensor adjustment in the midst of 30min simulation time
is enabled based on users reputation. That being said, we breakdown the reputation levels
into four levels and each level offer certain levels of comfort. They are as follows.

o High reliability level : Ry, > Thyig,

e Moderate reliability level : T'haroderate < R < Thiign

e Naive reliability level : Thygive < Ruw < Tharoderate

e Low reliability level : R, < Thyaive

where R, represents the reputation of winner w € W.

In accordance with the considered system model, we add sensor modification step as
a choice to the users, which is represented by the probability P(C,). Moreover, we as-
sume users always aim to increase their comfort levels as they increase their reputation
score/reliability level. To do so, each user intends to turn-on comparatively more sensors
that increase the probability of being selected for multiple tasks. We impose this behaviour
in the algorithm as participants in the low-reliability level exhibit all the available set as
ON in order to get notified by the platform. While with the intention to provide choice
of comfort-based participation, we allow 25% of users (who belong to winner set) to re-
strict their contribution for microphone associated task. Simultaneously, 33% of moderate
comfort users aim at deliberately reject to perform camera related tasks. In addition to
that, 50% of high-reliability users tend to restrict their contribution to less sensitive infor-
mation collection. However, other users remain with their previous sensor configuration
and the above-mentioned modification lasts until the system suggests them to turn ON
the complete sensor set (after every n).
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Figure 5.4: Flow chart to describe the proposed RA-CLAPS
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5.3 Additional Simulation Setting for Implementing
Adaptive RA-CLAPS

We evaluate the performance of the Adaptive RA-CLAPS under the performance metrics,
simulation settings mentioned in 4.3. Additional settings implemented in this chapter are
presents in Tab 5.1.

Table 5.1: Simulation settings

PARAMETER VALUE
Thiign 0.95
ThModerate 08
ThNaive 07

n 3

Additional Performance Metrics

Overall Efficiency is the difference in percentage of gain in user comfort to the average
loss percentage in user and platform utilities when compared with benchmark scheme NSR
as shown in Eq. 5.1, 5.2, 5.3. The justification behind the consideration of overall efficiency
is to evaluate the impact of user comfort over the utilities of user, platform as determined
by Eq. 5.4. Positive overall efficiency indicates the improvement of the user comfort level
is more than the average loss occurred in user and platform utilities.

(URA—C’LAPS . UNSR) % 100
EU’ILSE”‘ =

[SH (5.1)
(vfzsars - v <100
EUplatfo'rm - UNSR (52)
platform
(ctaremars - e <100
Ecuse'r' (53)

NSR
Cuser
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Platform Utility

As illustrated in Fig 5.5 the proposed adaptive RA-CLAPS has shown the considerable
improvement in the utility of platform compared to previous proposed RA-CLAPS [20].
In addition to that, under lower task request rate both adaptive and static approaches
performed similar to benchmark scheme NSR. However, the reason for the considerable
decrease exhibited by comfort aware schemes is due to the unavailability of participants
around the task as discussed before. Compared to benchmark adaptive comfort aware
scheme has reduced platform utility by 0.7% - 3.2%, whereas compared with RA-CLAPS
there is an increase up to 2.2% under different task arrival rates.

Average User Utility

Comparison of the difference between total rewards gained to the total bids under NSR,
RA-CLAPS, Adaptive RA-CLAPS can be seen in Fig 5.6. Amongst the three recruit-
ment strategies, the previously proposed RA-CLAPS scheme under the chosen comfort
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level combination has shown the best average user utility figures. Contrary to that, under
Adaptive version average user utility is dropped by 3.6% in accordance with the bench-
mark NSR and 4.2% compared to RA-CLAPS. This behaviour is because of the reset of
sensor configuration (all sensors ON) after every certain period of time / certain number
of campaigns. This helps every participant to get equal opportunity to bid for reverse auc-
tion, hence increasing the chance of recruiting the new participant. As a result, it reduces
the average utility of participant but in turn, increases the total number of participants
recruited, as shown in Fig 5.11.

Rewards to Malicious and Disinformation ratio

As we mentioned in performance metrics, Rewards to malicious denotes the total payments
received by malicious users or total false payments made by the cloud platform. In Fig 5.7
total false payments under NSR, RA-CLAPS, Adaptive RA-CLAPS are illustrated with
varying task arrival rate. Since Non-selective reputation-based recruitment strategy do
not favour users with comfort-aware sensing, it shows the least payments for malicious
users. However, adaptive version of RA-CLAPS has shown the comparative deduction
in payments to adversaries under 100 tasks/min, which is reflected in terms of gain in
platform utility.

In addition to the rewards to illegitimate users, another metric that is related to the
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number of selected adversaries is Disinformation ratio. It denotes the ratio of misinformed
tasks in the overall 30min crowd-sensing. Fig 5.8 shows the negligible difference among the
three discussed recruitment schemes. Since the number of attacked tasks is the same in
three schemes, the trustworthiness of data is successfully sustained by comfort-ware user
selection frameworks (RA-CLAPS, Adaptive RA-CLAPS) in a vulnerable environment.

Total Energy Consumption and Average Energy Consumption

Average energy consumption value of user has shown a gradual decrease with the increase
in the number of tasks/min as plotted in Fig 5.9. It depends on the multiple tasks that
are bid by the selected participant and the energy value associated with that task. Fig
5.10 represents the total energy consumption of selected participants. That being said it
depends on the total number of selected participants that is presented in Fig 5.11 . Having
said that it is essential to present the total selected participants in the entire simulation
time( see Fig 5.12).
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Average User Discomfort

The most essential metric in order to show the effect of the proposed comfort-aware scheme
is average user discomfort, as presented in Table 5.2,5.3. Since the adaptive RA-CLAPS
authorize users to switch-off sensors in between sensing campaigns based on the reliability
level of users, as explained in flowchart 5.4, user discomfort has shown a considerable
decrease. In other words, user comfort has increased due to the process of turning off their
respective inconvenient sensors. The percentage gain in user comfort is represented along
with the normalized percentage error to validate the obtained results.

Table 5.2: Achieved improvement in Average user comfort under Static RA-CLAPS (90-
5-5) w.r.t Non-comfort aware schemes with 5% malicious probability

Tasks/min | Comfort gain
20 (0.06 £ 0.002) %
40 (0.08 =+ 0.002) %
60 (2.14 + 0.001) %
(
(

80 2.29 + 0.0004) %
100 2.67 & 0.0009)%
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Table 5.3: Achieved improvement in Average user comfort under Adaptive RA-CLAPS
(90-5-5) w.r.t Non-comfort aware schemes with 5% malicious probability

Efficiency

Tasks/min

Comfort gain

20
40
60
80
100

(2.26 + 0.0008) %
(3.29 + 0.0006) %
(3.53 + 0.0005) %
(4.41 + 0.0007) %
(5.03 + 0.001)%

Overall efficiency of the system is presented in table 5.4 that is calculated based on the Eq.
5.4. Tt is the compared efficiency improvement in both static and adaptive RA-CLAPS
with benchmark approach. Simulation results proved that overall efficiency of system
has improved under adaptive approach compared to static RA-CLAPS, indeed supporting
adaptive sensor modification.

Table 5.4: Percentage difference in various parameters under Static RA-CLAPS (90-5-5),
Adaptive RA-CLAPS (90-5-5) w.r.t Non-Selective Reputation-aware scheme under same

settings.
Tasks/min Static RA-CLAPS Adaptive RA-CLAPS
Eveer | EUptastorm | ECuser Eoverau Eveer | EUptarorm | ECuser Eoveratl
20 -0.04% | -0.05% | 0.06% 0.01% -1.70% | -0.74% | 2.26% 1.03%
40 -0.02% | -0.30% | 0.08% -0.05% -3.00% | -1.40% | 3.30% 1.14%
60 -0.04% | -4.50% | 2.14% -0.12% -2.90% | -3.4% | 3.50% 0.38%
80 0.70% | -3.40% | 2.30% 0.92% -3.86% | -2.44% | 4.40% 1.26%
100 | 0.70% | -5.20% | 2.70% 0.42% -3.6% | -3.20% | 5.03% 1.66%
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5.4 Summary

The objective behind the adaptive sensor set modification is to allow users the flexibility
and comfort during the process of data collection. In order to simultaneously facilitate the
trustworthiness of data and gain user comfort, we proposed Adaptive RA-CLAPS. More-
over, with the intention to decrease the loss of platform utility obtained under RA-CLAPS,
we choose the proper combination of comfort level groups and then applied adaptive mod-
ification phase on top of that. The simulation results have shown the improvement of
platform utility by almost 2.5% and average user comfort by 1.4%- 3.2% compared to
previous presented RA-CLAPS. However, there is a considerable decrease in user utility
by 1.7%- 4.2% due to the increase in total selected users by at most 2.8%. In addition
to that, compared to benchmark NSR, it showed the gain in average user comfort by 5%
at the cost of 3.1% loss in platform utility and a 3.5% loss in user utility, however overall
efficiency is high than the predecessors.

The proposed adaptive RA-CLAPS has facilitated platform utility, whereas the RA-
CLAPS (non-adaptive) has promoted user utility, user comfort. To this end, we state that
the comfort aware approach could achieve considerable platform utility in an environment
where sensors could be limited than expected.
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Chapter 6

Conclusion and Future Directions

Advancements in mobile technology has facilitated data acquisition through non-dedicated
sensors. That being said, Mobile Crowd-Sensing can be a viable tool for the collection of
enormous, heterogeneous data that could be requested of a variety of IoT applications.Due
to the fact of anonymous participants being the primary source of information, data trust-
worthiness is one of the major challenges faced by MCS. There may be participants who
accidentally send in-appropriate data due to misplacing of the sensor while collection of
data, sensor malfunction or adversaries that deliberately send false data. In addition to
that, the developed crowd-sensing system should be attracting/ motivating and sustaining
a large number of participants in order to uphold the process of data collection. Many user-
centric incentive mechanisms, context specific solutions have been proposed for motivating
participants and to address user drop-off problems.

We have investigated the impact of users intention to improve their income by forming
groups based on the comparison of income with the average group income. We imple-
ment this in the presence of 5% population of adversaries to study the robustness of the
system. Simulations results have shown that promoting income based selectiveness could
degrade the platform utility as well as user utility by a considerably higher margin. With
this in mind, we formulated reputation-based community formations under two malicious
probability settings( 5%, 7%). Through simulations results, it is evident that authoriz-
ing community formation w.r.t reputation scores can facilitate platform but obstruct the
improvement of user utility [21]

With the motive to investigate the consequences of participants turning off some of the
available built-in sensors that could cause privacy breach, we introduced reputation and
comfort-aware participant selection scheme(RA-CLAPS) [20]. This allows users to modify
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their sensor set according to their level of comfort. We arbitrarily chose the combination
of three comfort levels as 70% zero comfort level users, 20% moderate comfort level users
and 10% users in high comfort level. Thorough simulation results have shown that the
proposed model could entirely favour users with the loss of platform utility by almost 10%
while achieving at most 6.4% gain in user comfort.

Since RA-CLAPS has considered only one combination of comfort levels, we contin-
ued with other possible combinations to better understand the behaviour of the proposed
model. We then introduced an adaptive version of RA-CLAPS that facilitated users to dy-
namically modify sensor set in between switching to a new task. Our study has shown that
adaptive version of reputation and comfort-aware scheme attempted to decrease the loss
in platform utility for the gain of user comfort, however it led to decrease in considerable
average user utility and increase in the total number of users profited.

The aforementioned milestones are obtained by simultaneously considering user and
platform utilities, and mobility of users. In addition to that, the trustworthiness of data
is never compromised while considering malicious users collocated with rational users.
In addition to the that overall efficiency of the system is improved compared to other
considered models. Moreover, one of the considerable limitation of this work includes that
if the density of users in the considered terrain decreases, there is a possibility that proposed
selective, comfort aware recruitment schemes might not show positive impact over platform
and user utilities due to the unavailability of participants. Besides, we assume each user
can perform unlimited number of tasks in entire simulation period which may be unfeasible
in practice.

Furthermore, implementing reputation and comfort-aware recruitment scheme for tack-
ling user drop-off problem could be another interesting part of future work. We considered
Random-way point mobility model with mobility unawareness, which can be extended with
other mobility models such as social mobility and also successful estimation of next loca-
tion of users might decrease the loss in platform utility. User location privacy is considered
only for specific period during the entire process, since we have considered user location as
reference while accepting the data. However, implementation of user location anonymizing
could be a possible future study. This thesis work is confined to user recruitment and
data collection process, besides challenges and issues during the data transmission would
be a considerable extension to this work. Consideration of multiple cloud servers along-
side untrusted servers that cause security breaches could be another challenging aspect.
Studying the impact of the proposed user recruitment strategies in a budget constrained
environment is a way forward to extend this work. Applying game theory on interactions
among users, between users and platform would be an interesting, challenging work.
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APPENDICES

Through out the thesis, we run each simulation setting under 10 seeds and we ensure the
reliability of results by calculating marginal error at 95% confidence interval as shown in
6.1 where ¥ is mean and S D denotes standard deviation and N denotes number of samples.

txSD
VN

We acknowledge that entire results presented in the thesis are influenced by random
number generators that are used to choose the location of user, tasks and also other initial
conditions which we tried to reduce the impact of randomness by choosing 10 different
seeds. Since the total sample size is less than 30, t distribution table is used instead
of z-table. We plotted the marginal error bars for crucial metrics that determine the
efficiency of overall system such as platform utility, user utility and user comfort. Th
remaining performance metrics support and justify the obtained overall efficiency of system
and trustworthiness which are related to the user, platform utility and user comfort.

error = I +

(6.1)
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