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Abstract

Internet of Things (IoT) has weaknesses due to the vulnerabilities in the wireless medium
and massively interconnected nodes that form an extensive attack surface for adversaries.
It is essential to ensure security including IoT networks and applications. The thesis focus
on three streams in IoT scenario, including fake task attack detection in Mobile Crowd-
sensing (MCS), blockchain technique-integrated system security and privacy protection in
MCS, and network intrusion detection in IoT. In this thesis, to begin, in order to detect
fake tasks in MCS with promising performance, a detailed analysis is provided by modeling
a deep belief network (DBN) when the available sensory data is scarce for analysis. With
oversampling to cope with the class imbalance challenge, a Principal Component Analysis
(PCA) module is implemented prior to the DBN and weights of various features of sensing
tasks are analyzed under varying inputs. Additionally, an ensemble learning-based solution
is proposed for MCS platforms to mitigate illegitimate tasks. Meanwhile, a k-means-based
classification is integrated with the proposed ensemble method to extract region-specific
features as input to the machine learning-based fake task detection. A novel approach that
is based on horizontal Federated Learning (FL) is proposed to identify fake tasks that con-
tain a number of independent detection devices and an aggregation entity. Moreover, the
submitted tasks are collected and managed conventionally by a centralized MCS platform.
A centralized MCS platform is not safe enough to protect and prevent tampering sensing
tasks since it confronts the single point of failure which reduces the effectiveness and ro-
bustness of MCS system. In order to address the centralized issue and identify fake tasks,
a blockchain-based decentralized MCS is designed. Integration of blockchain into MCS
enables a decentralized framework. The distributed nature of a blockchain chain prevents
sensing tasks from being tampered. The blockchain network uses a Practical Byzantine
Fault Tolerance (PBFT) consensus that can tolerate 1/3 faulty nodes, making the imple-
mented MCS system robust and sturdy. Lastly, Machine Learning (ML)-based frameworks
are widely investigated to identity attacks in [oT networks, namely Network Intrusion De-
tection System (NIDS). ML models perform divergent detection performance in each class,
so it is challenging to select one ML model applicable to all classes prediction. With this
in mind, an innovative ensemble learning framework is proposed, two ensemble learning
approaches, including All Predict Wisest Decides (APWD) and Predictor Of the Lowest
Cost (POLC), are proposed based on the training of numerous ML models. According to
the individual model outcomes, a wise model performing the best detection performance
(e.g., F1 score) or contributing the lowest cost is determined. Moreover, an innovated
ML-based framework is introduced, combining NIDS and host-based intrusion detection
system (HIDS). The presented framework eliminates NIDS restrictions via observing the
entire traffic information in host resources (e.g., logs, files, folders).
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Chapter 1

Introduction

In recent times, new technologies have enabled connection across diverse devices simpler
than ever before, thanks to considerable improvements in networking devices and computer
systems. Roughly more than 25 billion devices are predicted to be linked to the Internet,

according to different estimates [156]. As a result, the founded notion of the Internet of
Things (IoT) has emerged [156]. The 10T is a network of devices equipped with sensing,
communicating, and unique identifiable characteristics [108]. The widespread adoption

of connected services that utilize IoT devices and networks has enabled IoT applications’
advancement. IoT networks offer smarter environments and services than earlier networks
by leveraging and integrating sensed data from various sensors [108]. Embedded sensors in
[oT devices communicate with peer nodes through wireless networks such as the standards
developed by the 3rd Generation Partnership Project (3GPP), IEEE 802.11ah, Bluetooth
Low Energy (BLE), and Z-Wave protocols [1]. Additional benefits include transparency
and ease of access to information while reducing human interventions. In respect to ap-
plications, IoT networks have been integrated with various domains such as smart city
[209], industrial processes [189] and intelligent transport systems [269] and e-health [25].
Due to a number of advantages of IoT, such as improved customer engagement, reduction
of waste, enhanced data collection, and technology optimization, IoT technology is being
integrated into the various system (e.g., industrial control systems, modern vehicles, and
critical infrastructure) [204]. For instance, the integration of loT systems with critical in-
frastructures such as facilities, power distribution networks, and critical assets is emergent
[23]. One such example is the use of IoT systems to monitor and manage critical infras-
tructures in the smart city context [231]. Such networks’ objective is to improve efficiency
in management, production, and services of a city to make the city more livable.

However, it is widely recognized that [oT technologies and applications are still in their



infancy [51]. Several challenges restrain the development and application of IoT, including
technical limitations, lack of standardization, and limited security and privacy components
[140]. The acceptance and ubiquity of new IoT technologies and services largely depend on
the status of data security and privacy protection, which are two challenging issues for [oT
because of its deployment, mobility, and complexity [55]. Machine learning (ML)-based
approaches are widely deployed to secure IoT systems. In this work, we aim to identify net-
work intrusions in [oT systems via ML-based methods. IoT has been an emerging paradigm
to interconnect a plethora of sensors and uniquely addressable devices to exchange data di-
rectly without human intervention [117, 19]. The essential purpose of 0T is to contribute a
network framework with general protocols and software to enable connecting and incorpo-
rating of all connected nodes in the network[s, 55]. For instance, an IoT-based smart home
consists of many devices (e.g., smart appliances, smart locks, smart hubs) to collect and
monitor various data types in our daily life [221]. Due to their large-scale deployment and
ubiquity, [oT systems confront critical cybersecurity threats, among which network intru-
sion appears to be one of the top vulnerabilities as a massive number of connected devices
lead to a giant attack surface in IoT systems [116]. In order to address network intrusion,
network intrusion detection systems (NIDS) are typically deployed in IoT systems. A NIDS
is used to detect potential perspective attacks (e.g., malicious operations, various attacks)
and notify the appropriate persons based on detection results. ML-integrated approaches
are widely deployed and proven the effectiveness to identify attacks in IoT networks. For
instance, the study in [210] introduces Gaussian Mixture clustering with Random Forest
Classifiers as well as using K-means clustering with Random Forest Classifiers in order to
detect intrusions. The authors report that this proposed hybrid approach decreased the
false alarm rate to 0.04%. Although ML algorithms are widely deployed against network
intrusion, their performance on identifying each intrusion type varies. Thus, under the
same test dataset, it is possible to observe an ML model (e.g., model_1) perform better for
an attack-type (e.g., class_1), and another model (e.g., model 2) outperform the former for
other classes (e.g., class_2 and class_3). It is not straightforward to use one ML model as
a one-size-fits-all approach. An ML model demonstrates expertise in predicting a specific
set of classes. Detection performance could be boosted if taking advantages from various
ML models as a result to contributing a more wiser prediction value. Based on this moti-
vation, we propose an innovative ensemble framework, namely All Predict Wisest Decides
(APWD) method and Prediction of the Lowest Cost (POLC), that are general methods
that can be used as benchmark methodology to integrate various ML models. Moreover,
host features are utilising for intrusion detection, that is helpful to identify intrusions [165]
[202]. Network intrusion detection is discussed in detail in Chapter 5.

Meanwhile, as an integral part of IoT, Mobile Crowdsensing (MCS) via smart embedded



devices has recently gained significant attention for being effective in a wide range of
applications and services, particularly in smart environments. MCS is a new research
tendency in the IoT that connects consumers with smart mobile devices. MCS is growing
rapidly as a decentralized concept that lies at the crossroads of IoT and contributing sensing
data voluntarily / limited profits. MCS invents a new way of seeing the world in order
to considerably expand the IoT service and investigate a new generation of networks that
link device to device, user to user, and device to user [111].

MCS is a technique where a large group of users utilising smart devices such as smart
phones, wearables, tablets and in-vehicle sensing devices equipped with various sensors to
share sensory data from surroundings [37]. With the motivation of potential benefits to
collect data without additional costs, MCS is extensively researched by scholars and has
various applications such as vehicles Crowdsensing paradigm [!28], noise monitoring [95],
extreme driving behaviors detecting [32] and so on. However, MCS development confronts
several challenges such as privacy and security, data quality, participant recruitment and
so on [17]. Thanks to the studies that ensure differential privacy in the recruitment of
participants in MCS campaigns [276], there has been significant progress in MCS security
from the standpoint of participant privacy. Since MCS platforms have no control over
the recruited participants, truth discovery in the presence of data poisoning attacks have
been other security measures that have been being investigated to secure the MCS systems
[95, |. Indeed, the threats introduced by data poisoning attacks also require sustaining
the MCS platforms by eliminating participants that are not trustworthy or dependable

[109, 196, 197].

A grand challenge in MCS is not only the participation of untrusted parties but the vul-
nerable nature of this distributed sensing system due to openness for any type of task and
sensory data submissions without prior knowledge about the submitter. Thus, identifying
and eliminating fake sensed data and fake sensing tasks is of paramount importance for the
performance of MCS platforms. The literature includes game theoretic solutions against
fake sensed data [197, 250]. Meanwhile, especially energy limitation is another major chal-
lenges. MCS activities consume smart devices resources which are qualified in terms of
energy, bandwidth and computation capability [73]. To tackle this issue, [253] presents
an innovative MCS framework to reduce energy consumption. In addition, cloud-assisted
collaborative sensing methodology is applied to decrease devices’ power consumption in
MCS activities [213]. The study in [125] introduces a novel system Piggyback crowdsens-
ing system to collect sensing data from smart phones under awareness of reducing energy
consumption. Besides normal energy consumption in MCS platforms, attackers may in-
ject malicious tasks to MCS servers with the aim of consuming more resources including
power from users’ devices. These are also addressed by different artificial intelligent-based



methods so to detect and mitigate illegitimate tasks [272, , , O1]. It is worth to
note that fake sensing task submissions pose security threats for both the MCS platforms
by clogging sensing servers and participating devices by draining their batteries and other
resources for invalid tasks / requests. Most recently in [215], a feasibility study of deep
learning networks have been presented for the detection of fake task submissions.

MCS activities are initiated by task requesters who submit sensing tasks to the MCS
platform. A sensing task consists of distribution location, time, battery requirement, and
other sensitive data which cybercriminals could steal to speculate requesters’ personal infor-
mation. Therefore, preventing sensing task information from being stolen aims to improve
the adoption of MCS applications. Furthermore, sensing tasks could be modified uninten-
tionally by an authorized person or malicious users. It is critical to ensure tamper-proof
sensing tasks in MCS systems. Meanwhile, malicious requesters attack the MCS platform
by submitting fake sensing tasks to clog MCS platforms and drain more energy from par-
ticipants’ devices [272]. We should pay attention to protecting sensing task information
and eliminating malicious tasks before distributing tasks to participants.

Blockchain is intensively deployed in the MCS system to preserve participants’ privacy
and security [277, |. Thanks to its decentralized, immutable, and traceable properties,
blockchain protects users’ data, and information [17]. An MCS platform is responsible for
collecting sensing tasks and distributing them to potential participants, generally designed
as a centralized entity. However, a centralized MCS platform confronts several challenges
such as the single point of failure problem, reliability in workers’ recruitment, unbiased
evaluation for awards distribution, and possible breach of users’ sensitive information[104].
Blockchain is a powerful technique to implement a decentralized MCS platform, avoid
sensing tasks tampering, and against requesters’ privacy breach in MCS [71]. The study in
[17] surveys blockchain-enabled MCS framework which encourages participation, preserves
security and privacy, ensures data quality.

A consensus protocol is the backbone of a blockchain network that guarantees all trans-
actions verified and secure to be added without a centralized authority. Proof of Work
(PoW) is a widely known consensus protocol that has been adopted in the context of cryp-
tocurrencies. However, it suffers from extremely high computational resource demands and
overlong latencies (e.g., approximate 10 minutes in Bitcoin and 15 seconds in Ethereum)
[132]. Proof of Stake (PoS) is another renowned consensus protocol that aims to reduce the
computational overhead. Despite this motivation, PoS requires an overwhelming amount
of resources, which may prolong the transaction approval delay up to 6 minutes as pointed
out in a PoS-based protocol, Chains-of-Activities [27]. Recently, Practical Byzantine Fault
Tolerance (PBFT) consensus protocol gained people’s attention [131]. PBEFT protocol can
tolerate up to 1/3 faulty nodes to reach consensus. Moreover, PBFT is a lightweight con-
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sensus mechanism that does not require many measuring resources for reaching consensus.
Therefore, PBFT is convenient for an IoT system consisting of many resource-constrained
devices. PBFT decreases implementation complexity, resulting in less effort applying it
in a blockchain. Furthermore, PBFT has less energy consumption during the consensus
process than prominent consensus approaches, PoW and PoS [32]. The study in [31] intro-
duces the prevailing consensus protocols and shows ideas to revisit traditional Byzantine
consensus in the context of blockchain.

A blockchain using PBFT consensus protocol is designed to implement a distributed
decentralized MCS system in this work which prevents the single point of failure and avoids
sensing task tampering. PBFT-powered blockchain is applicable for MCS systems depend-
ing on resource-constrained devices (e.g., smartphones, wearable equipment) to submit
sensing data [132]. Meanwhile, with the motivation to identify fake task attacks [272],
ML algorithms are deployed in several blocks in the blockchain. An ensemble learning
comprises these ML models in blocks and a center server entity, Aggregator. ML models
in blocks train and predict independently and prediction results are not shared with other
ML models. The Aggregator model collects individual ML algorithm prediction results
and makes a final decision following majority vote rule. Since the aggregator is a central-
ized entity, it introduces a single point of failure issue in fake task detection. Thus, if the
Aggregator fails, elimination of illegitimate tasks gets disabled. However, this issue can be
addressed via survivability design of the proposed architecture. According to a survivable
design, a robust replication mechanism can ensure resiliency of the system in the case of the
failure of the aggregator. The aggregator entity is part of an ensemble learning which aims
to boost fake task detection performance. Therefore, an optimization model to ensure sur-
vivable design of the proposed system against possible failure of the aggregator is essential
to maintain the decentralized nature while boosting the fake task elimination performance.
We leave the development of such optimization model to our immediate future work. The
proposed MCS framework consists of the requester, blockchain network-based MCS plat-
form with an Aggregator, and participants. The blockchain-integrated MCS platform is
the core entity in this framework which ensures a decentralized MCS platform, secures the
MCS system against fake tasks, and prevents sensing task tampering.

1.1 Problem Statement

According to previous introduction of IoT systems, there are still several challenges and
problems that need pay attentions.



e In MCS scenario, the previous studies assumed high availability of sensed data but
did not consider the challenges, that limits MCS-based application development.
Specifically, in current research, it rarely discusses sensing data under the conditions
of data scarcity and sensitive of illegitimate tasks submission regions. It is neces-
sary to address these issues to boost attack detection performance further to secure
systems.

e Traditional MCS platform consists of a centralized platform, that leads vulnerabilities
for in MCS system such as the single point of failure and potential data breach. It
is important to build a decentralized MCS system instead of conventional one and
prevent data tempering and breaching in MCS activities.

e [0T devices generate large volumes of data, which makes it difficult to analyze and
detect anomalies that may indicate an intrusion. ML-based NIDS is widely used
to observer and analyze high volume data generated in IoT networks due to ML
automatically learn patterns and relationships from the data without being explicitly
programmed and finally identifying intrusions. However, ML-based NIDS becomes
difficult to achieve promising performance. On one hand, it is problematic to select a
suitable ML model applicable to all classes prediction due to ML models performing
divergent detection performance in each class. On the other hand, NIDS identify
intrusion via observing real network traffic and analyzing suspicious activities. It
results in limitations to detect specific types of attacks, such as Advanced Persistent

Threats (APT).

1.2 Contributions

The thesis aims to bridge these challenges in IoT-related streams, including fake task
detection in MCS and network intrusion detection in IoT, so the contribution of this thesis
includes:

¢ Boosting fake task detection performance: Several mechanisms are introduced
to boost fake tasks detection performance, including addressing fake tasks scarcity
via several oversampling techniques, extracting more features via unsupervised ML
algorithms, and designing FL-based decentralized systems.

¢ Blockchain-integrated MCS to protect data: A blockchain-driven MCS frame-
work is proposed to address the centralized MCS system vulnerabilities such as the



single point of failure and sensing task data tampering. Moreover, the blockchain
network combines Practical Byzantine Fault Tolerance (PBFT) consensus algorithm
that provides a robust MCS framework tolerating faulty nodes, making the MCS
system robust and vigorous.

NIDS and HIDS to detect network intrusions: In [oT systems, it is critical
to identify network intrusions to prevent these attacks and secure entire system. We
firstly introduce a generic ensemble-based NIDS systems to detect intrusive traffic
in IoT networks which takes advantages (e.g., detection performance or cost) from
different ML algorithms to make decision. The proposed approach improves at-
tack detection performance critically when compared with conventional approaches.
Meanwhile, NIDS and HIDS hybrid framework is proposed to improve intrusion de-
tection performance and accuracy.



Chapter 2

Related Work

[oT confronts several challenges restrain the development and application and security is
one of the most critical issues [110]. As an important part of IoT, MCS system security
has been investigated in recent literature including privacy protection, fake sensing data,
and fake sensing tasks. Meanwhile, several techniques and mechanisms are studied that
are essential parts of ML-based approaches (e.g., oversampling techniques, feature extrac-
tion methods, and decentralized MCS systems). Meanwhile, network intrusion detection
has become a paradigm and various papers have demonstrated their ideas and approaches
in recent years. ML-based and deep learning-based methods have been proposed in cur-
rent literature to deploy network intrusion detection system, especially ensemble learning-
integrated approaches, which demonstrate promising detection performance. Therefore,
this chapter introduces the state-of-arts to address issues in MCS scenarios (e.g., generating
extra samples for minority classes, extracting more features in original dataset, deploying
decentralized systems) to ensure MCS system security, intelligent attacks generating by
ML-based mechanisms, and network intrusion detection via ML-integrated approaches.

2.1 MCS System Security

MCS is invested extensively in the context of security preservation. Non-dedicated prop-
erty of MCS platform results in security and privacy issues, such as false data submissions,
fake task attacks, user location leaking and eavesdropping [17]. Artificial Intelligence (AI)
methods including Deep learning and ML methods have been shown to be the most ef-
fective method to detect and mitigate intrusion in digital systems. In traditional MCS
campaigns, an MCS platform requires exact location information of participants to assign



tasks optimally, raising privacy concerns from participants’ side [31]. In order to eliminate
location privacy vulnerability to adopt MCS-based services widely, there are numerous
approaches introduced. The study in [242] proposes an e-difference privacy policy used
in a sparse MCS system. This approach provides a theoretical guarantee for protecting
participants’ location privacy without considering the opponent’s prior knowledge. The
methodology builds on three procedures: 1) applying a small change for crowd-sensed
data to map original data to new data with an obfuscated location, 2) based on linear
programming, determining the optimal position fuzzy function under the objective to min-
imize the confusion of data modification, 3) enhancing interpretation accuracy of obscure
data by an uncertain perceptual fuzzy formula. In [262], the authors aim to authorize
anonymously authenticated blind signature, allowing mobile users to register at particular
times. Based on the concept of blind signature, the authors demonstrate an analogical
approach of anonymous credit for mobile users. Therefore, the MCS platform refers to an
anonymous reputation when assigning tasks to workers. Meanwhile, in variance with the
quality of crowd-sensed data submitted by participants, the MCS platform adjusts to data
contributors’ anonymous reputations. A framework for MCS task selection is proposed
in [258] on the premise of ensuring location privacy, reducing resource consumption, and
assuring task profitability. The framework describes how participants can customize their
privacy requirements to prevent exposure of precise location. In [257], based on ensuring
location privacy, the authors conduct task bidding and distribution under two task selec-
tion targets: 1) decreasing the total cost to lowest, and 2) decreasing the average cost to
lowest. A participant submits the cost of fuzzy processing by applying a differential pri-
vacy method. The MCS platform determines the winner claiming low cost and determines
the winner’s reward according to a probabilistic personal rational approach. The study in
[212] introduces a privacy-preserving task distribution system that aims to optimize task
acceptance rate and preserves participants’ location information replying on edge nodes.
Edge nodes are used to replace a user’s accurate location data with an obfuscated location
to protect private data. It means edge nodes are agents for task allocation that avoid a
crowdsensing server without authorities to access a participant’s location data.

MCS is vulnerable to fake sensing data and data poisoning attacks. Fake sensing
data means a number of malicious participants either cooperate or act individually to
submit false information resulting in disinformation on an MCS platform. For example,
a group of selfish users upload fake crowd-sensed data to MCS servers to reduce sensing
costs and protect their sensitive information. Meanwhile, an MCS system is exposed
to data poisoning attacks, similar to fake sensing data attacks. Data poisoning attacks
are performed by malicious participants to submit false sensing data that decreases the
effectiveness of the MCS scheme [130]. Data poisoning leads to inaccurate results of data



analysis via injecting incorrect data. Fake sensing data and data poisoning attacks mean
participants upload incorrect or false data to the MCS platform. It is different from sensing
tasks being affected, which shows requesters submitting malicious tasks to the platform.
With the current availability to use truth discovery algorithms, data poisoning attacks are

mitigated significantly [278]. However, data poisoning attacks influence the TruthFinder’s
framework effectiveness, especially when the malicious users have illegal authority to view
MCS information. In [130], data poisoning attacks are investigated in MCS, and attackers

only have local information authority level. However, malicious users have developed the
capability to inject poisoning data that reduces the effectiveness of TruthFinder-based
MCS platforms. The authors in [159] study the availability of data poisoning attacks
and mitigation approaches in MCS through authorizing a truth determination mechanism.
They implement an optimal attack system where malicious users can maximize attacks
and pretend to be regular participants, thus requiring a robust cybersecurity response. In
[281], a novel framework is presented to enhance MCS data’s credibility by the mitigation
of collusion threats, which means several malicious users cooperatively submit incorrect
data to misguide the MCS system. The platform measures remote crowd-sensed data’s
spatial correlation and determines the correlation between remote crowd-sensed data and
local sensing data. The framework boosts the accuracy of error detection and the overall
data trustworthiness. The authors in [252] show a game-based approach to identify faked
sensing attacks. Specifically, an MCS server deploys a deep reinforcement learning-based
identification approach to evaluate crowd-sensed data accuracy and predict participants’
effort for sensing data collection. The MCS platform penalizes participants who contribute
to incorrect data to prevent fake sensing data uploading. The authors in [96] introduce
an approach to detect data poisoning attacks via estimating resource consumption and
filtering data before aggregation.

Due to the openness of MCS platforms, it is challenging to deploy effective assessment
mechanisms to prevent malicious requesters from submitting illegitimate tasks to MCS
platform. Hence, an MCS platform is vulnerable to attackers aiming to decrease the plat-
form’s effectiveness and suppress users’ willingness to participate in MCS tasks. In this
thesis, fake task attacks are investigated extensively since they are harmful for MCS plat-
form and participants. Fakes task attack are one of the most critical issues in an MCS
system. Machine learning-based approaches are investigated for fake task mitigation in
recently years. For instance, the studies in [273] describe illegitimate tasks aiming to drain
more energy from users’ equipment and/or clog the sensing servers. On the one hand, com-
pleting crowdsensing tasks consume batteries, bandwidth, and storage from participants’
devices; therefore, smart devices’ resource limitations lead to MCS systems vulnerabili-
ties that can be roadblocks in achieving high participation MCS campaigns [38]. On the
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other hand, distributed denial of service (DDoS) attacks in MCS’s context declines service
capability. It reduces participation by injecting illegitimate energy-oriented and location-
oriented tasks into the MCS platform. To tackle the significant security issue affecting
both participants and the platform, the authors in [273] apply an artificial intelligence-
based approach. They deploy machine learning-based methods in an MCS platform server
to detect fake tasks before publishing them to participants. The authors in [270] design
a self-organizing feature map-based attack model to block an MCS server that is used to
affect most participants considering the location of attack zones. The zones are determined
through classifying 2-D coordinates of all potential participants and identifying any other

smart devices in the area. In [217], several deep learning-based methods for fake task mit-
igation are investigated, such as deep autoencoder, Restricted Boltzmann machine, and
Deep belief network. In [21], it was reported that smart spaces could be protected against

intrusive patterns by bridging ML with intelligence driven by data. Indeed, MCS exhibits
its unique vulnerabilities due to leveraging ubiquity, heterogeneity and participation of
mobile smart devices in sensing tasks [112]. As an example, the authors in [160] study
ML-based design of data poisoning attacks in MCS platforms. Furthermore, the study in
[80] proposes to use ensemble classification algorithms to overcome ML-driven attacks that
aim to extract contextual information. In [272], Zhang and Kantarci, and later in [271]
Zhang et al., proposed to use ML against fake task submissions in MCS. Moreover, state
of the art techniques (e.g., blockchain) are applied in order to protect MCS platforms. For
instance, the study in [1&] proposes a Blockchain-based framework to detect and prevent
fake sensing activities in MCS. The study in [133] presents an innovated MCS framework to
avoid eavesdropping by integrating friendly jammers to MCS system. Indeed, AT methods
are proven to be effective approaches to address MCS security and privacy issues. For in-
stance, the authors in [24] present ML to protect smart spaces against intrusive patterns.
The study in [160] proposes to prevent poisoning attacks by a ML-based methodology
in MCS platforms. Furthermore, the study in [20] demonstrates ensemble learning-based
methods to tackle privacy issue with motivation to extract contextual information in MCS.
The authors in [272, ] propose an ensemble learning-based classification method to de-
tect fake tasks in MCS. As for the studies that leverage deep learning to secure MCS
platforms, the works in [249, ] are the example works that investigate the possibility of
deep learning networks.

Although ML-based approaches are introduced in various literature, some specific issues
in MCS system security research have not been investigated yet, such as limited samples
in dataset, without enough features, and issues from centralized MCS systems. Imbal-
anced dataset is common in real world problems such as failure diagnosis, spam detection,
anomaly detection, fraud detection and medical diagnosis, which affects the quality of deep
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learning and machine learning. Therefore, to tackle imbalanced dataset problem, authors in
[264] propose DBN based re-sampling support vector machine ensemble learning paradigm
to solve the imbalanced data problem. As well as cost-sensitive Deep Belief Networks is
demonstrated for imbalanced classification problems [266]. Besides the scarcity of the data
regarding sensing task submissions, the scarce data is also imbalanced. There are two direc-
tions to balance the dataset: enlarge the minority dataset through over-sampling; reduce
the majority data through under-sampling. Since we consider the condition of scarcity of
sensing task submissions in the MCS platform, it is viable to proceed with oversampling.
The Synthetic Minority Over-sampling Technique (SMOTE) [152], Borderline SMOTE
[31], Random over-sampling [161] and Adaptive Synthetic over-sampling (ADASYN) [33]
are the widely known and common over-sampling methods , which are adopted and tested
in our proposal. All of these oversampling methods differ from each other with their in-
sertion methods. The SMOTE aims to find the nearest neighbors for each minority class
data followed by the generation of random points to the nearest neighbors of the sample.
ADASYN can be considered a similar scheme to SMOTE with minor improvements as
it adds a small random value to the data points. Borderline SMOTE is a variant of the
SMOTE algorithm where a minority class borderline aims to be detected and considered
to generate new synthetic samples. Lastly, the Random over-sampling method enlarges
the minority class by picking samples of minority classes and reusing them multiple times.
It is indeed essential to choose the most suitable over-sampling method for the highest
possible performance of the DBN. Meanwhile, Generative adversarial networks (GANs)
[11] provide a more intelligent way to augment data samples other than the traditional
oversampling methods (e.g., random sampling [167], synthetic minority oversampling tech-
nique (SMOTE) [13]). A GAN’s objective is to create synthetic samples which are as
comparable to original samples as possible using neural networks.

Data preprocessing is to process features of data so that algorithms can explain it
simply. As stated in [98], preprocessing data by extracting features from the original
dataset boosts neural network-based classifier performance. In this paper, we extract an
additional region feature upon an attack zone by k-means algorithm [118] and deploy
prevalent and standard preprocessing approaches including Principle Component Analysis
(PCA) [58] for dimensionality reduction, Borderline SMOTE over-sampling method [35]
to tackle imbalanced dataset problem and standardization. These preprocesing methods
are common and widely used. Authors in paper [191] compare several data preprocessing
methods including resizing, face detection, cropping, adding noises, and data normalization
consists of local normalization, global contrast normalization and histogram equalization
and show the influences of its in CNN performance.

It is normal to observe that MCS systems are centralized. It leads to a centralized de-
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fense system to prevent attacks in MCS system. However, a centralized system contributes
several disadvantages such as privacy information leakage, low data quality, and low par-
ticipation rates [17]. The authors in [119] demonstrate a framework to prevent potential
leakage of mobile users’ sensitive information using a cloud proxy. The location privacy
methodology blurs the participants’ location, which encourages participants to involve sens-
ing tasks. A quadtree generated by the cloud agent enables a direct connection between the
requester and participants in MCS. Compared to centralized mechanisms, this approach
claims decentralized storage and maintenance of quadtree structures. The authors in [33]
develop a participatory sensing system targeting mobile phones with the Android system.
Meanwhile, they show a powerful and convenient privacy protection approach since par-
ticipants need not provide sensitive information. The method is essentially based on the
assumption of a smartphone generating and storing data by itself rather than submitting
data to a centralized management entity. While data is traceable and immutable in a
blockchain-based MCS platform, blockchain-based MCS systems overcome various vulner-
abilities and improve MCS platform in various ways such as improving worker reliability,
introducing a fair evaluation of the rewarding procedure, preserving sensitive information,
and reducing deployment costs [93, 70]. FL-based approaches are introduced to address
issues in MCS settings as FL is a promising Al technique that trains an algorithm across
multiple decentralized edge devices or servers holding local data samples, without exchang-
ing them [260]. The studies in [106, 245] aim to determine trusted and respectable users in
FL tasks according to reputation metrics. The authors in [169] demonstrate a FL-backed
approach to identify jamming attacks in flying ad-hoc networks and achieve a promising
detection performance. A FL-based approach is introduced in [265] to have edge units
contribute to the train of the models. Meanwhile, the study in [237] relies on Convolu-
tional neural network (CNN) model with the motivation of improving the detecting rate
and precision of detection against malware attacks.

2.2 Blockchain integrated MCS

Blockchain emerges as a decentralized system with traceability and tampering resistance
manners, overcoming IoT systems vulnerabilities. Many recent works combine blockchain
with IoT systems. The survey [66] identifies the adoption of blockchain into IoT-based
applications in engineering. The authors in [126] presented a private blockchain-based
framework aiming to protect and trustworthy industrialized activities, which was used to
manage to access to paramount sensors and the collecting data. Researchers have paid sig-
nificant attention to adopting blockchain techniques in MCS schemes in recent years. The
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study in [256] presents a decentralized MCS system integrating blockchain that includes
an incentive mechanism Utility-Oriented Role-Centric Incentive Mechanism (URIM), to
boost participants’ utility. It reduces computing requirements and ensures single entity
rationale and reliability. The study in [191] proposes a blockchain technique in an MCS
framework to preserve participants’ privacy by implementing a distributed MCS system.
The studies in [94, , , 71] introduced a blockchain-based MCS to address the single
point of failure issue in the conventional centralized MCS systems. Specifically, the authors
in [94] relied on miners in blockchain for data quality verification, and they implemented
a scheme to detect suspicious sensing data and eliminate it to ensure data quality. The
study in [277] presented an MCS framework integrating blockchain and edge computing
to guarantee reliability and effectiveness, which protects user privacy via managing their
reputation. Meanwhile, the authors developed a prototype system for evaluation that
demonstrated a higher utility and more secure in detecting malicious participants. In [93],
blockchain was applied in the MCS framework to preserve privacy and security in both
submission procedures of sensing data and participants’ incentive procedure.

The authors in [228] introduce ChainSensing, a decentralized MCS architecture that
leverages blockchain. In ChainSensing, mobile users connect with the blockchain via smart
contracts to carry out their activities, such as posting sensing tasks and reporting ac-
quired data. Alongside this, a heuristic approach is designed to address the path planning
problem via computational prophets and embedded into users’ smart equipment. The
study in [74] presents TrustWorker, a worker recruitment strategy for blockchain-based
crowdsensing to improve reliability and participant privacy. The TrustWorker inherits the
benefits of blockchains (i.e., decentralization, transparency, and immutability) with the
aim of improving the reliability of the participant recruitment procedure. To safeguard the
reputation information of each participant, the authors encrypt reputation values with a
deterministic encryption process and then choose the top participants using a confidential
least representative approach. In [243], on the basis of the dual blockchain network, the
authors provide an anonymous reputation monitoring system in which reputation values
are hidden. Specifically, one blockchain is utilized to maintain and refresh reputation rat-
ings, while another blockchain publishes sensing tasks and logs task information. In smart
contracts, a type of ring signature and Pedersen commitment is used to exchange and val-
idate reputation ratings ina confidential manner without compromising their uses in the
data processing stage.

Researchers have worked on the integration of blockchain to identify attacks, in order to
preserve sensitive data and identify threats; ensemble learning-integrated framework could
assist in the detection of complicated harmful events while also ensuring data privacy; ad-
ditionally, these approaches could be utilized for extra protection guarantees in the cloud,
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as well as to safeguard IoT networks [13]. An ensemble learning model provides a solution
that involves coordinating many mobile devices to train a standard weak learner indepen-
dently [282]. The study in jia2020anti demonstrates a decentralized system integrating
ensemble learning with blockchain to detect DDoS attacks. The proposed system leverages
Adaboost, RF and several lightweight ML models (e.g., CART, ID3) in the ensemble algo-
rithm. The authors in [100] introduce the detection method in the blockchain environment
has significantly improved generality, and universality, allowing it to reliably recognize the
onslaught aspects of DDoS attacks in peer to peer networks. In [261], a novel framework
is built combining blockchain and ensemble learning for characterization of anomalies in
wireless sensor networks (WSNs). By establishing an appropriate framework and consensus
method, the overall classification method may be updated repeatedly to improve detec-
tion accuracy. Moreover, the blockchain ensures trustworthiness of networks, enabling the
identification system immune to internal threats. Lastly, the evaluation results show that
the proposed method outperforms other comparable systems in terms of performance and
cost. The study in [142] demonstrates a framework to integrate blockchain and an ensemble
learning for network intrusion detection with vehicular edge computing, and tackles the
challenges of conventional intrusion detection systems that require advanced computing
resources to train ML algorithms. Blockchain is designed to store and share the training
model, which secures the aggregation procedure in the ensemble algorithm. The authors in
[39] propose a cloud-based intrusion detection technique that combines blockchain and en-
semble model that transfers the IoT intrusion alarm in local devices to a cloud platform for
global prediction. Moreover, the local model training process information and behavioral
data are stored in the blockchain.

Four entities comprise a blockchain-integrated MCS system, namely miner, agent, re-
quester, and worker. Miners, who also can be requesters or workers, are responsible for
deciding if a new transaction is acceptable and, if so, saves it in a global ledger. Since
miners provide computing resources, they typically are paid a transaction fee. A requester
initiates and submits a task approved by a worker to acquire certain information. Agents
are associate miners between public blockchains and private blockchains. An agent is re-
sponsible for transferring tasks in the public blockchain network to a private blockchain
network. Participants who are willing to participate and authorization could then take
part in sensing tasks downloaded from private blockchain networks. This approach limits
transactions to the private blockchain network to prevent privacy leakage. Because an
agent provides services, participants are required to pay a service fee. Smart contracts
ensure traceable, immutable, and transparent transactions record on the distribute ledger
[143]. Smart contracts contribute to ensuring data quality and quantity of crowd-sensed
data in blockchain-based MCS. Workers make decisions to engage in sensing tasks down-
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loaded from either a public or private blockchain. Participants who complete sensing tasks
and submit high-quality data to the MCS server would obtain rewards.

To tackle current location attacks, the authors in [259] propose a method for task
distribution based on reward. This mechanism introduces tasks allocated to anonymous
participants through the blockchain network to protect sensitive information. Because
participants are anonymous in the MCS campaign, their identity information is protected
obviously. The authors propose a blockchain-based MCS framework to address users’ lo-
cation privacy thread. The framework introduces an innovation task allocation mechanism
that users’ precise location information is not indispensable during the MCS campaign’s
worker selection procedure. Therefore, the current location is invisible to the MCS platform
to avoid to be disclosed. The same study [259] also addresses the threat of a participant’s
future location. Instead of task allocation by the requester or centralized MCS platform in
traditional MCS activities, several sensing tasks are provided for participants to determine
which they are willing to take. Besides, a blockchain-based MCS system hides workers’
identity information by default since they are anonymous. The proposed approach here
comprises private blockchain networks and a public blockchain network, which is used to
protect participants against re-identity attacks. A private blockchain assigns authority to
particular users rather than all users, ensuring security in a private blockchain network. In
a blockchain-based MCS system, participants can register themselves in different private
blockchain networks that results in their location information being disclosed in particular
private blockchain networks rather than a public blockchain network.

To address the location and identity privacy issue, the study in [11] proposes an ap-
proach that integrates both blockchain and smart contracts technology into an MCS plat-
form to prevent leakage of MCS entities’ (e.g., requester, participants) location and identity
information. Smart contracts organize trust between different entities (e.g., requesters, par-
ticipants, and an MCS platform). participants should upload their sensitive information
(e.g., location and identity information) to a centralized MCS platform during participants
registration and task allocation typically. In the proposed framework, smart contracts are
deployed to save all interaction records in MCS activities. Moreover, transaction records
do not link creators’ identity information, which eradicates the possibility of user iden-
tity leakage. Smart contracts are utilized to obtain authority from the MCS platform.
They prevent private information leaks from mobile users, run auctions, assign awards to
participants, and charge service fees from MCS platforms.

Location privacy protection is studied in [283], which introduces CrowdBLPS, a blockchain
-based MCS system, to ensure user location privacy. Based on cryptography technology in
the proposed system, trustworthiness is built with the following intentions: 1) addressing
intentionally altered information in the pre-registration stage, and 2) preventing location
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leakage in the recruitment stage. The study in [283] presents a decentralized system model
CrowdBLPS consisting of service requesters, staff, and verifiers entities. Service requesters
and workers have the same responsibility as in the traditional MCS systems. A verifier
participates both in verification and negotiation procedure. A verifier is a miner node
selected for executing the POW process. The proposed system ensures workers’ location
security through a cloaked area mechanism instead of the exact location in the worker re-
cruitment stage in the MCS campaign. Without precise location information, the cloaked
area mechanism makes it difficult to determine the worker’s distance and the task. The
study demonstrates a method to estimate the distance between them. Given the tremen-
dous number of potential location points uniformly distributed in the cloaked area, all
points’ geometric centroid is approximated to be the worker’s predicted location to esti-
mate its distance to the target. CrowdBLPS considers further insights to calculate the
expected distance, which utilizes the probability that the worker could access a subarea
target. Therefore, the cloaked zone becomes smaller and closer to the proper location than
the initial approximation.

To address these misbehaving entities in MCS system, [104] evaluate three entities of
an MCS system, i.e., requesters, participants, and a centralized MCS platform, may misbe-
have. Participants’ misbehaviour means that recruited workers submit false sensing data or
multiple solutions using different accounts for one task. As a result, these malicious users
un-fairly increase their rewards. Misbehaving requesters initiate and upload a number of
tasks during a short time interval to clog an MCS server providing service for other re-
questers. Such malicious requester affects MCS campaigns since requesters are supposed to
be honest and trustworthy entities. A misbehaving MCS platform can intentionally modify
the participant database to increase or decrease the reputation scores of particular partici-
pants. To do so, a mishehaving MCS platform manipulates participants’ reputation scores
directly, unlike indirect manipulation through injecting false readings or data poisoning
to adjust participants’ reputation scores over time. Thus, such incorrect and unauthenti-
cated data impact participant recruitment in MCS. Besides, a misbehaving platform could
modify assessment rules resulting in reduced award payment for workers. For instance,
users deserve full awards upon the completion of a task and submission of high-quality
sensing data to the MCS platform. However, a misbehaving platform modifies the eval-
uation rules to decline the assessment result, which leads to payment reduction in that
task. The authors in [101] implements a decentralized MCS platform called SenseChain
by integrating smart contracts in terms of user managed contracts (UMC), task managed
contracts (TMC), and task detailed contract (TDC). All entities (e.g., requesters, work-
ers, UMC, TMC, and TDC) are assigned a particular Ethereum address and communicate
with each other. Requesters, who should register themselves in UMC, are responsible for
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initiating and publishing sensing tasks. Meanwhile, the requesters communicate with the
TMC by sending a task request containing the budget for the workers’ payment after the
task completing and a corresponding TDC for the task. Workers also need to register in
UMC, who can help to inquire with TMC to obtain the consistent TDC for a specific task.
Transactions during sensing activities are recorded and stored on the blockchain. UMC
is responsible for storing requesters and participants’ information. TMC handles tasks
management. Especially, TMC is a bridging component between pending tasks and task
objects. Task detail information is saved in TDC, which is transferred to TMC.

Moreover, the study in [136] proposes a blockchain-integrated quality control model
for MCS. The authors present a verifier selection mechanism and a two-times consistency
policy to build system credibility and integrity. On this basis, they implement a method
to evaluate data quality according to the data value. The evaluation approach integrates
fuzzy logic theory for remote sensing data and circuit breaking technology for protect-
ing evaluation criteria. CrowdBC [129] is a blockchain-based decentralized crowdsourcing
framework that addresses DDoS and Sybil attacks [175] due to malicious workers partici-
pating in a traditionally centralized MCS platform. CrowdBC contains the four types of
actors: requester, worker, miner, and CrowdBC client. The CrowdBC client is dependent
but is not dominated by third parties, like Bitcoin Core. Therefore, users can execute
the CrowdBC client on their computing device. Miners provide services (e.g., adding a
transaction into a block), so they charge a fee for such MCS activities. The authors then
present three threat models targeting a malicious requester, a malicious worker, and a ma-
licious miner, respectively. A false attack report stands for a malicious requester who aims
to collect useful sensing data without sending awards to participants. Hitchhiking attacks
refer to malicious workers who seek to be paid a reward without submitting high-quality
crowd-sensed data. Finally, to obtain many more payments, malicious miners disturb rou-
tine procedures on the blockchain by branching off the chain or entering into some intrigue
with requesters or workers. The authors in [18] propose a hybrid architecture that builds
on blockchain solutions to identify and mitigate fake sensing activities in MCS. The plat-
form is designed to address several types of attacks, for example, a contamination attack,
which means adjusting sensors in the smart device resulting in collecting incorrect sens-
ing data and sending false data to the MCS server. The authors in [151] proposed an
anonymous blockchain-based decentralized crowdsourcing approach called ZebralLancer to
address data and identity leakage during MCS activities. However, blockchain is trans-
parent, so all nodes typically have the authority to access transactions in the chain. On
the other hand, malicious users utilize the property to obtain sensitive information by
observing workers’ previous completed sensing tasks. Besides, malicious participants can
register multiple accounts in the blockchain to continuously harvest rewards. In response,
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ZebraLancer proposed an approach to an anonymous authentication and subtle linkability.

2.3 Network Intrusion Detection in IoT

IoT confronts several challenges restrain the development and application and security is

one of the most critical issues [18, |. With more access points, attack surfaces be-
come widespread [04], leading to more vulnerable targets against cyber-attacks even if
defense mechanisms are in place [I71]. There are various approaches to ensure network
system security, including but not limited to firewalls, antivirus software, access control,
and anti-malware [ 15, , 48, |. Configuration and path analysis to protect a critical
infrastructure such as a smart-grid network can be named as to name one out of many
examples for firewall use case [77]. In another context, the study in [7] introduces neural

network-based classification using firewall logs to ensure system security.

Recently, NIDS have been widely used to detect intrusions, especially machine learning
algorithms resulting in promising detection performance. ML-based intrusion detection
has been investigated by various studies in IoT networks [21, 184, 186]. ML-based NIDS
has been proven to enable NIDS to detect popular attacks and zero-day attacks which has
also been widely investigated in the context of defensive and proactive / adversarial ML
[116]. An example of a ML-driven NIDS is an XGBoost-DNN integrated NIDS [59], which
has been shown to demonstrate decent performance.

The study in [211] presents a neural network-based framework to identify abnormal
actions in the system so to safeguard against attacks. The authors in [115] demonstrate
a NIDS framework to detect specific attacks integrating supervised (e.g., XGBoost) and
unsupervised (e.g., expectation-maximization) ML algorithms whereas the authors in [185]
analyze the feasibility of adopting deep learning models in NIDS. The study in [205]
presents an intrusion detection system to prevent routing attacks such as sinkhole and
selective forwarding attacks in IoT networks. The studies in [19, 182] demonstrate ensem-
ble learning-based NIDS taking advantages from various individual ML models to make
wise estimations. The study in [201] introduces an IDS based on the Adaboost model for
DoS attack detection. The work applies a public [oT dataset MQTTset for evaluation
that achieved up to 95.84% overall accuracy. Meanwhile, the authors in [230] present a
framework with Adaboost for Low-Rate One-Class DoS (LRDoS) attack detection, that is
more difficult to identify when compared to conventional DoS attack. Moreover, the pro-
posed approach is adjusted according to sample weights, which tackles imbalanced dataset
issues. Under NS2 simulation-based test environment, the presented method performs
97.06% detection rate for the LRDoS attack. Typically, there are various types of attack
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patterns; hence, ML-integrated attack detection can be categorized into binary classifica-
tion and multi-class classification. The former label all attack points as one class, whereas
the latter treats each type of attack data separately. The authors in [111] propose an
approach combining random tree and NBTree models for intrusion detection, which pre-
sented a better performance than individual ML algorithm under NSL-KDD. The study in
[65] demonstrates a hybrid framework using Random Forest (RF) and K-means algorithms.
Specifically, RF is trained via a collected dataset for misuse detection, and K-means is valid
for novel attack mitigation. In [182], an adaptive approach is proposed to switch between
a competent model on known attacks and another model that can detect unknown attacks
better. The authors in [181] demonstrate a reinforcement learning-integrated approach for
network intrusion detection in a wireless sensor network (WSN) and obtained remarkably
high detection performance. Moreover, RF and an enhanced DBSCAN models are also
deployed to address false negative intruder decisions in WSNs [183].

As for deep learning-integrated approaches, Researchers apply Deep AutoEncoder (DAE)
in various fields such as dimension reduction, anomaly detection, and noise filtering [113].
A DAE consists of two symmetric multilayer feedforward networks (e.g., encoder and de-
coder). DAE is used to reproduce the input at the output layer via the encoder and
decoder. The number of neurons in the output layer is the same as the number of neurons
in the input layer [268]. The study in [153] demonstrates a neural network with three
layers for intrusion detection that integrates DAE and some other ML algorithms. The
authors utilize an improved dataset based on NSL-KDD via extracting samples in different
layers (e.g., application layer, network layer, transport layer, and full layer). The highest
accuracy is up to 97.83% with the proposed framework that can reduce detection load
and improve detection performance. Moreover, a lightweight DAE is introduced in [124]
that achieves a high accuracy up to 99% under an IoT specific dataset N-BaloT. Fully
connected neural network algorithms have proven effective at network intrusion detection
with promising performance under different network types. A DNN model consists of one
input layer, two hidden layers, and one output layer. The three layers are fully connected,
which means neurons in each layer have connections to all active neurons in the previous
layer. Assuming that there are m neurons in layer [ — 1. Fully connected neural network
algorithms are extensively researched to detect network attacks [56, 67]. Specifically, the
study in [30] proposes a DNN-based approach for intrusion detection in a smart home IoT
network. The study in [190] demonstrates a use case on a smart factory deploying a DNN-
based intrusion detection approach that is a context-sensitive based system. The authors
collect data and utilize it for a ML model to train and test. The approach is applied into
a real company for a test that has been proven to be a cost-effectiveness IDS. Meanwhile,
the dataset is private which is difficult for other researchers to access. The authors in
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[O6]present a two-stage IDS BotChase targeting bot attack which integrates unsupervised
ML algorithm K-means in the first stage and supervised algorithms (e.g., LR, DT, SVM,
FNN) in the second stage. The Botchase can identify bots relying on various protocols,
which achieves a robustness system to detect unseen attacks. However, the Botchase takes
long time to converge. In [110], feed-forward deep neural networks are proposed to boost
the detection accuracy of traditional ML algorithms (e.g., KNN, DT, Naive Bayes) for
binary classification and multi-class scenarios.

Ensemble learning approaches have been shown to improve performance via integrating
several ML techniques. Ensemble learning enables better predictive performance compared
to an individual model [61, |. Recently, ensemble learning models attract attention to
construct network intrusion system. Adaboost stands for Adaptive boosting, the first
practical boosting algorithm, which is an ensemble learning used in various application to
secure 10T networks [207, 234]. The study in [201] introduces an IDS based on the Ad-
aboost model for DoS attack detection. The work applies a public IoT dataset MQTTset
for evaluation that achieved up to 95.84% overall accuracy. Meanwhile, the authors in
[230] present a framework with Adaboost for Low-Rate One-Class DoS (LRDoS) attack
detection, that is more difficult to identify when compared to conventional DoS attack.
Moreover, the proposed approach is adjusted according to sample weights, which tackles
imbalanced dataset issues. Under NS2 simulation-based test environment, the presented
method performs 97.06% detection rate for the LRDoS attack. RF is an ensemble ML
algorithm that consists of a number of decision trees [198]. Each decision tree gives a
prediction result and an overall result via voting on by all decision trees. For instance,
it is assumed that three decision trees are applied in RF for binary classification, class A
and class B. Two of the trees give prediction results at a point belonging to class A, while
one of three trees estimates the sample belongs in class B. Then RF considers the data
as part of class A since the majority of members voted for class A. Multiple class classifi-
cation follows in the same manner as binary classification. The RF algorithm is deployed
to detect network attacks in Ethernet IoT and self-designed networks [88, ]. The study
in [16] demonstrates a two-stage detection framework for blackhole and DoS attacks in
mobile IoT systems. The authors collect data in a designed network and feed the data into
RF and other ML models. The numeric results show an F1 score in the range of 93% to
99.36% in identifying the two attacks. In [176], IoT botnet attack mitigation is investigated
integrating feature selection and post-hoc local analysis stages in RF and some other ML
algorithms working procedures. XGBoost is one of the most popular ensemble ML algo-
rithms, which is based on decision trees that uses a gradient enhancement framework [15].
The study [231] report on an XGBoost-based classification method to mitigate network
attacks with a detection performance of 97%. The authors combine XGBoost and LSTM
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together to construct a novel framework in order to ensure IoT devices security [244]. It
is worth noting that a real IoT system is established for performance evaluation. The
proposed approach achieves promising performance for vulnerability exploiting, malware
infection, abnormal operation, and memory leak. Moreover, the paper in [75] presents a
vote-integrated ensemble learning approach that combines on base ML models such as DT,
RF, KNN, and DNN to boost performance.

Ensemble learning can be implemented in either homogeneous or heterogeneous manner
[210]. A homogeneous ensemble is composed of a single type of base classifiers that employs
the same feature selection technique on a variety of training samples and allocates the
dataset across multiple nodes [227]. RF is a type of homogeneous ensemble learning which
contains several decision trees as base-classifiers. Meanwhile, Adaboost and XGBoost are
kinds of homogeneous ensemble learning which contains homogeneous weaker learners. On
the other hand, a heterogeneous ensemble contains different classification algorithms and
uses the same training dataset for base-classifiers [15]. A heterogeneous ensemble has been
reported to be robust, precise, and generalized techniques to solve pattern recognition
problems [230]. The authors in [211] demonstrate that different base classifiers contribute
diverse classification hypotheses in feature space which is crucial to building a reliable,
robust, and generalized ensemble method. Therefore, we focus on heterogeneous ensemble
models in this thesis to address multi-class attack detection problems so to obtain a higher
detection accuracy or lower prediction costs. Ensemble learning provides an opportunity
to tackle the one-fits-all-sizes issue by integrating several MLs and taking advantage of
forming different MLs. The study in [62] demonstrates an intrusion detection model based
on CNN in comparison to the traditional ML models (e.g., RF, SVM, DBN, and LSTM).
The authors illustrate numerical results using multi-class classification to detect attacks
in the NSL-KDD dataset. The implemented ML models reveal diverse false positive rates
(FPR) and detection rates (DR) even under the same dataset.

Related work discusses empowering host-based intrusion detection (HIDS) to detect
particular attacks that are challenging for an NIDS. Moreover, HIDS eliminates monitor-
ing of the entire network traffic by leveraging host resource analysis, which makes HIDS
appealing to researchers. For instance, the study in [70] proposes a host-based system to
detect network intrusion, which integrates user space and kernel space data in intelligent
equipment and extracts data into numerical arrays for training ML models. Moreover, in
[87], the authors investigate observing information from system logs which are host-based
features, and show that such systems could classify suspicious activities with high accuracy.
Furthermore, the authors in [202] utilize host-based information to develop a detection sys-
tem via organizing statistical data and ML models. However, hybrid network-based and
host-based intrusion methods are limited, such as the study in [148].
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2.4 Conclusion

ML-based approaches have been previously introduced to detect fake tasks in MCS sys-
tems for enhanced security. However, achieving high performance in fake task detection is
challenging due to specific vulnerabilities like limited dataset samples, insufficient features,
and concerns with centralized MCS systems. Additionally, the issues related to centralized
architecture in MCS are crucial. The advent of blockchain technology offers a decentralized
solution, making it worthwhile to explore its integration into MCS systems for decentralized
functionality. Moreover, intrusion detection has emerged as a significant concern in IoT
systems. Identifying network intrusions is vital to prevent attacks and ensure the overall
security of IoT systems. However, there is limited research on leveraging ML algorithms
to make informed decisions for improved detection performance. Furthermore, there is a
lack of literature on hybrid network and host data for intrusion detection in IoT networks,
making it important to focus on these two issues. In this thesis, the aforementioned issues
will be thoroughly examined and addressed through proposed approaches.
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Chapter 3

Machine Learning-based Approaches
to Secure MCS In IoT

MCS platforms are vulnerable to various attacks as they build on non-dedicated and ubiq-
uitous properties. Especially, submission of fake tasks with the aim of clogging participants
device resources as well as MCS servers is a crucial threat to MCS platforms. An MCS
model has two participant modes: requesters and workers/devices [246]. Typically, an MCS
campaign starts with a requester prepare tasks and send them to the MCS platform. A
requester normally uses smart devices to create MCS sensing tasks. As introduced in [39],
MCS system typically can be designed with layered architecture, including sensing layer,
communication layer, data layer, and application layer. Participants use smart devices
with various sensors to collect sensing data in sensing layer. The collected sensing data is
transferred via participants using mobile devices in communication layer. Mobile devices
commonly come with multiple radio interfaces, such as cellular, WiFi, and Bluetooth to
transfer data. After that, data layer is responsible for storage, analysis, and processing,
that includes collected sensing data, sensing task information and other information. Ap-
plication layer includes considerations of task-related and user-related factors to plan and
structure a MCS campaign. As illustrated in Fig. 3.1, an MCS campaign works as fol-
lowing steps: (1) requesters prepare tasks and send them to the MCS platform; (2) MCS
platform collects tasks from requesters; (3) platform recruits users and distribute tasks to
participants; (4) data is collected and uploaded by recruited participants; (5) MCS plat-
form assembles uploaded sensing data, analyze data, and process data; (6) MCS platform
generates a report for requester. However, malicious attackers publish illegitimate tasks
to MCS platform so MCS campaign can not work smoothly as expected steps. Fig. 3.1
demonstrates attackers sending fake tasks to MCS server with the motivation of draining
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Figure 3.1: Fake task attack on an MCS server.

more energy from users’ devices and clogging MCS server. Section 3.1 demonstrates tasks
characteristics comprehensively, including fake tasks and legitimate tasks. ML-based ap-
proaches are widely investigated to build attack detection systems for fake tasks detection
and ensure MCS systems security. However, obtaining a promising fake task detection
performance is challenging. Specifically, in order to hide fake tasks and avoid detecting,
cyber criminals typically inject limited attack samples (e.g., fake tasks). Typically, a lim-
ited sample of a specific attack can be problematic because it may not represent the full
range of behaviors, variations, or consequences associated with that attack. Meanwhile, Al
algorithms encounter difficulties when attempting to learn from small datasets due to a
variety of factors, including overfitting, noise, outliers, and sampling bias. These challenges
can lead to a model that lacks effectiveness [240)].

In order to identify fake tasks in MCS activities, an intelligent attack scenario is de-
signed in Section 3.2 based on the Self-Organizing Feature Map-based fake task attacks
where the task submissions are scarce, which is a degrading factor for the performance
of an analytical platform, alongside the roadblock of class imbalance. To cope with the
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imbalance between illegitimate and legitimate tasks, repetitive oversampling is applied on
scarce data of sensing task submissions to a MCS platform (generated via CrowdSensim
using realistic physical features of a small city in Canada), implement a Principal Compo-
nent Analysis (PCA) module, and model a Deep Belief Network (DBN) with various design
parameters to filter our fake task requests submitted to the MCS platform. Meanwhile,
imbalanced dataset is common in real world problems such as failure diagnosis, spam detec-
tion, anomaly detection, fraud detection and medical diagnosis, which affects the quality
of deep learning and machine learning. Therefore, to tackle imbalanced dataset problem,
authors in [264] propose DBN based re-sampling support vector machine ensemble learn-
ing paradigm to solve the imbalanced data problem. As well as cost-sensitive Deep Belief
Networks is demonstrated for imbalanced classification problems [266].

Meanwhile, the second fake task detection method is proposed in Section 3.3 that
utilises K-means-based feature extraction integrating ensemble and deep learning algo-
rithms. ML-based method to tackle malicious task attacks in MCS. The proposed system
can predict the legitimacy of a task in order to avoid fake tasks consuming battery power
from users’ devices. Fake task attack is designed focusing on specific locations where ille-
gitimate tasks inject into the MCS system. To address this issue, two artificial intelligence
(AI)-driven algorithms are deployed: a Deep Belief Network (DBN) and an ensemble learn-
ing method (i.e., Bagging). Moreover, k-means-based unsupervised classification is utilised
to provide region-specific inputs to the classification models. With the extracted feature,
it is helpful to train DBN and Bagging better and make more precise prediction for fake
tasks.

Lastly, a novel approach, based on horizontal Federated Learning (FL), is discussed in
Section 3.4 to identify fake tasks that contain a number of independent detection devices
and an aggregation entity. Detection devices are deployed to operate in parallel with each
device equipped with a ML module, and an associated training dataset. Furthermore, the
aggregation module collects the prediction results from individual devices and determines
the final decision with the objective of minimizing the prediction loss. Loss measurement
considers the lost task values with respect to misclassification, where the final decision
utilizes a risk-aware approach where the risk is formulated as a function of the utility loss.
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3.1 Characteristics of Sensing Tasks Submitted to the
MCS platform

3.1.1 Sensing Task Introduction

A MCS task is a specific request or job assigned to participants in a crowdsensing network.
These tasks typically involve collecting data or performing actions using mobile devices,
such as smartphones or wearables, in a distributed and collaborative manner [173, 241].
A MCS task introduces particular requirements to MCS platform, such as data quality,
task duration, incentive/rewards, task distribution, task evaluation and so on. There two
kinds of tasks, including legitimate task and fake task sent to MCS platform, as shown in
Fig. 3.1. Legitimate tasks are submitted by normal requesters who aim to collect specific
information in particular location. However, fake task objective is not to assemble data
using MCS system, that aims to consume more resources from participants’ equipment and
clog the MCS sensing server to prevent the MCS server from providing service to normal
users. Fake task are described firstly in [272], which is a critical threat that impacts an MCS
platform and sensing data providers. To prohibit legitimate tasks from being dominated,
the adversary intends to inundate the targets with extraneous duties, also known as fake
tasks. A crucial assumption for fake task definition is that fake tasks are more likely to
begin during peak hours of the day. The definition of peak hour here follows that of the
utilities. If the DoS assault persists for an extended period of time in the MCS system, the
platform will begin to lose users’ desire to engage in MCS campaigns. In order to preserve
the integrity of the MCS system, fake tasks must be anticipated before to being given to
any participant. It is logical to presume that all fake tasks originate in particular areas of
the city. Henceforth, we will refer to them as the attack zones or attack regions. Regarding
legitimate tasks, geographical location are chosen at random; consequently, legitimate tasks
may be distributed in attack zone which will be illustrated in Fig. 3.2.

The objective of fake tasks is two-fold: 1) draining batteries of user devices and clogging
their sensing, memory and processing resources 2) clogging the sensing servers in the MCS
platform. Therefore, fake tasks are important threats to an MCS platform and user devices.
To achieve these aims with maximum possible impact, the features of fake tasks have been
designed to cover longer duration, aggregation during the peak hours when communication
channels are utilized more as suggested in [272]. In addition, a Self Organizing Feature
Map (SOFM) is applied to model a smarter fake task injection in the recent work by Zhang
et al. [275]. six coordinates of the aggregated population in a city are extracted according
to users’ routine data of six days.
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As introduced in [272], a task contains several features {’ID’, ’latitude’, 'longitude’,
'day’, 'hour’, 'minute’, ’duration’, 'remaining time’, ’battery requirement %’, ’Coverage’,
legitimacy’, 'GridNumber’, ’OnpeakHour’}. In this thesis, several machine learning or
deep learning algorithms are trained by using these features. 'ID’ is a unique number for
a task. The combination of 'latitude’ and ’longitude’ indicates task distribution position.
‘GridNumber’ is extracted via sensing area map splitting, which also stands for position
information. 'GridNumber’ has been introduced to provide a quantitative representation
of coordinates. This is achieved by dividing a map into small rectangular partitions,
based on the minimum and maximum latitude as well as the minimum and maximum
longitude of the city map. Each of these partitions forms a grid, with an approximate
length of around 600 meters [10]. Feature ’day’, 'hour,” and 'minute’ describe a time of
task distribution. Meanwhile, ’OnPeakHour’ stands a task running during peak hours or
not. The ’OnPeakHour’ attribute stands for if a task is distributed from 7 am to 11 am,
defined as busy communication time. ’Duration’ shows the time required for completing
a task. ’Remaining time’ represents the rest time to complete a sensing task. ’'Battery
requirement’ outlines the consumption of batteries in intelligent devices to finish a task.
‘Coverage’ means a task advertising distance from a published location. A task is labeled
as either legitimate or fake to feature ’legitimacy’. Fake task and legitimate task consist
of various properties for these features. The parameters as shown in Table 3.1 are built on
fake tasks and legitimate tasks properties and rationality analysis. The parameters in Table
3.1 demonstrate the core difference between fake tasks and legitimate tasks. Specifically,
fake tasks are generally distributed during peak hours (e.g., 7 am to 11 am) to allure more
victims. Thus, "Hour’ parameter is configured as 80% fake tasks distributed over the time
interval from 7 am to 11 am. On the other hand, the distribution hour of most legitimate
tasks (92%) is randomly distributed in the daytime from 6 am to 11 pm since most normal
service requesters submit legitimate tasks in their daily working time. Meanwhile, fake
tasks aim to drain more energy, so fake tasks last a longer duration and higher percentage
of battery consumption. Therefore, 'Duration’ attribute of fake tasks is set up as 70%
by taking 40 to 60 minutes and 30% lasting 10 to 30 minutes while the duration time of
legitimate ones is uniformly distributed in 10 to 60 minutes. 'Battery’ parameter follows
a similar rule as 'Duration’ for fake and legitimate tasks. The CrowdSenSim tool [72] is
utilized to simulate MCS activities and generate sensing tasks, including fake tasks and
legitimate tasks. The CrowdSenSim tool allows a maximum six-day simulation, so 'Day’
attribute is among 1 to 6.
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Figure 3.2: Task distribution regarding longitude and latitude features in Timmins dataset
and CR dataset. Black dots denote legitimate tasks and red dots represent fake tasks.
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Table 3.1: Class-specific simulation settings

[llegitimate Tasks ‘ Legitimate Tasks
Day Uniformly distributed in [1, 6]
Hour (task) 80% : T7am to llam; | 8%: Opm to bHam;

20%: 12pm to 5pm 92%: 6am to 23pm
Duration (task) | 70% in {40, 50, 60} | Uniformly distributed
[minutes]; 30% in {10, | over {10, 20, 30, 40,

20, 30} [minutes] 50, 60} mins
Battery usage of | 80% in  {7%-10%}; | Uniformly distributed
smartphone for a | 20% in {1% -6%} in {1%-10%}

whole task

3.1.2 Dataset Generation

The class-specific simulation settings is adopted from [271] as shown in Table 3.1 and use
the coordinates obtained from SOFM modeling as the centers of fake task submission zones
(also called attack areas/regions). The dataset with sensing tasks is created via the Crowd-
SenSim tool, and simulation configuration is introduced in Table 3.1. According to task
characteristics, the CrowdSenSim tool generates tasks by using Timmins and Clearance-
Rockland (CR) geography to form dataset in this chapter. Timmins is a small town in
Canada, while CR represents a big city in Canada. The two datasets are imbalanced,
with the majority of legitimate tasks and minority of fake tasks. In order to demonstrate
the difference of the two kinds of task, Fig. 3.2 shows legitimate tasks and fake tasks
distribution regarding geographical location (e.g., longitude and latitude features) under
the Timmins dataset and CR dataset. In the Fig. 3.2, on the one hand, legitimate tasks
are represented by black dots, which show a random distribution characteristic; on the
other hand, there are 10 attack zones for fake tasks distribution as denoted via red dots
Fig. 3.2. Specifically, in the Timmins dataset, there are three attack zones and zones are
close to each other, While in the CR dataset, there are multiple attack zones far away from
each other. Attack zone is one of the most significant properties and assumptions for fake
tasks. Based on task definition and class-specific simulation setting in 3.1, CrowdSenSim
simulation tool is applied to generate 1,000 tasks in Timmins, with 903 legitimate tasks
and 97 fake tasks. In CR, total 14,484 tasks are generated by Crowdsensim tool with
12, 587 legitimate tasks and 1,897 fake tasks respectively, which is a typically imbalanced
dataset. Table 3.2 presents the two datasets fake task and legitimate task distribution. In
this thesis, only CR and Timmis datasets are used in MCS fake task detection. One of
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Table 3.2: Timmins and CR dataset distribution

Fake Legitmate
Timmins 97 1897
CR 903 12587
Total 1000 14484

our future works is to apply additional datasets to verify generalization of the following
proposed approaches.

3.2 Deep Belief Network-based Fake Task Mitigation
for MCS under Data Scarcity

In order to draw the motivation for this study, Fig 3.3 illustrates the distribution of illegit-
imate and legitimate sensing tasks on an 3-dimensional space whereas Fig. 3.4 illustrates
the prediction of legitimate and illegitimate tasks when the proposed PCA-preceded and
DBN-based framework for the detection of fake sensing tasks has been applied. DBN is
selected since it demonstrates advantages through a two-phase training process involving
pre-training and fine-tuning. During the unsupervised pre-training phase, each layer is
trained in a greedy, layer-wise manner, which frequently results in improved convergence
and generalization during the subsequent supervised fine-tuning phase. This is especially
beneficial when dealing with limited datasets. Additionally, the DBN model mitigates
the risk of overfitting by leveraging a small amount of labeled data during the fine-tuning
process[91]. The DBN model is deployed to detect illegitimate tasks from legitimate tasks
which can be considered as binary classification problem. Currently, DBN is widely used
in image and audio classification [2] [3] and exhibits promising. Originally proposed by G.
Hinton [90, 79], DBN can be considered as stacking version of multiple Restricted Boltzman
Machines (RBMs).

3.2.1 Deep Learning-based Detection of Fake Sensing Tasks

The focuses on the DBN model to detect malicious tasks and Fig. 3.5 represents its building
blocks. DBN were created as a response to the issues experienced while training classic
neural networks in deep layered networks, such as training slowly and demanding a large
number of samples to train neural networks. DBN is the result of a trade-off between the
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Figure 3.3: Legitimate and illegitimate sensing tasks in terms of latitude, longitude and
minute features in the test set.

modelling capacity and computational complexity of ML models for graphic application
scenarios, and many modern Al algorithm are the neural equivalents of historical linear
models [239]. DBN is robust in classification and productive in its use of hidden layers
when compared with Multilayer Perceptron (MLP) [105]. Moreover, DBN is proven to
boost performance in handwriting classification when compared with feedforward neural
networks [92]. Furthermore, DBN is easy to be applied in to new problem in the future so
DNB is valuable to be investigated in MCS systems. System architecture in the detection of
illegitimate tasks is adopted from [274] where the authors presented integration of machine
learning with MCS to recognize illegitimate tasks. The MCS simulator generates original
tasks with m features. Following upon the generation of m features, PCA analyzes original
tasks and reduces dimensions to n features. The n feature dataset is split into two parts:
training and test datasets. The following step is to over-sample the training dataset, and
then apply it to the DBN model for training. The next step is to test the sensing task
data on the DBN model to predict whether a sensing task is legitimate or not. If the
DBN prediction result is lower than expected, the DBN parameters could be updated and
adjusted.

It is worth to note that this work investigates performance improvement of DBN-
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Figure 3.4: Legitimate and illegitimate sensing tasks prediction results after applying PCA
and DBN in terms of latitude, longitude and minute features.
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based fake sensing task detection under the scarcity of the data regarding sensing task
submissions. Malicious requesters seek to conceal their identity, which often results in a
restriction on the number of fake tasks they submit to the MCS platform. This restriction,
in turn, causes a shortage of fake tasks. Therefore, the dataset generated by the MCS
simulator has only 1000 tasks, which is a low volume dataset for a deep learning network
especially when compared to [218] where dataset with 14, 484 tasks is applied as described
in Table 3.2. Another challenge is the data imbalance problem as legitimate tasks form
an overwhelming portion of the entire sensing task submissions, i.e. the proportion of
legitimate to illegitimate tasks is 89%:11%. To cope with this, over-sampling methods are
applied to fix the imbalance problem. Meanwhile, PCA is used to analyze the feature set
and reduce dimensions to speed up the learning process significantly [170]. Furthermore,
it is common to see that datasets contain noise or irrelevant information in the form of
features with low variance. PCA identifies these low-variance directions as less informative
and thus reduces their impact on the model. This can lead to a cleaner and more robust
representation of the data [155]. Moreover, fewer features mean simpler models. Simplified
models are less prone to overfitting, as there are fewer parameters to estimate. This helps
models generalize better to unseen data. Thus, PCA is deployed for MCS dataset in this
thesis to eliminate irrelevant information, address the overfitting issue and speed up the
training procedure.

Principal Component Analysis (PCA)

The rationale behind integrating PCA is to reduce the number of inputs to the ML model
in the dataset so to speed up the training process on the deep network [170]. Princi-
pal Component Analysis (PCA) was invented by Karl Pearson in 1901 which is a linear
dimensional reduction. It is widely used and becomes popular in the area of extracting fea-
tures which reduces high-dimensional inputs to low-dimensional ones. It claims one of the
best methods in regard to dimension reduction [170]. PCA assists in identifying a smaller
amount of characteristics that describe original datasets in a condensed manner, preserv-
ing up to a specific proportion of its variance based on the number of new features. This
transformation is specified such that the first principal component has the most possible
variance and each subsequent component has the greatest possible variance.

Traditional PCA is linear dimensionality reduction using Singular Value Decomposition
(SVD) to reduce the data’s dimensionality and project it into a lower dimensional envi-
ronment. Before performing the SVD, the input data is centred but not scaled for each
feature. There are variable PCA algorithms such as Kernel Principal component analysis
(KPCA) [208], Sparse Principal Components Analysis (SparsePCA) [103], and Incremental
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principal components analysis (IPCA) [203]. Specifically, KPCA utilizes kernels to accom-
plish non-linear dimensionality reduction which is different than classical PCA. Moreover,
SparsePCA enhances the traditional approach of PCA for dimensionality reduction by in-
cluding sparsity patterns into the input variables. The fact that conventional PCA are
often linear composites of all input variables is a major drawback. This issue is solved
by sparse PCA, which finds linear combinations including only a few input variables. If
a dataset to be decomposed is too vast to store in memory, IPCA is generally utilised in
place of PCA. IPCA creates a low-rank estimate for the input data using a memory size
that is independent of the number of samples in the input data. Memory utilisation may
be controlled by adjusting the batch size, which is based on the input data characteristics.

The conventional PCA is employed in this work to analyze the sensing task data to
generate new dimensional dataset which first Principal component contains the largest
possible variance and the variance of the following components degrades gradually. In this
work, the key advantage of PCA is to increase the efficiency of the DBN model through
smaller-dimensional inputs [206]. More specifically, a larger learning rate and a smaller
number of epochs for the modeled DBN can be used with the help of PCA to degrade the
time for model training eventually. As reported in the next section, the PCA is applied to
analyze tasks with 6, 7 and 11 input features so to reduce to the most suitable dimensions
respectively. Therefore, a performance test is presented with the new dimensions of the
DBN model in Section 3.2.2.

Oversampling Methods

In the considered scenario, besides the scarcity of the data regarding sensing task submis-
sions, the scarce data is also imbalanced. There are two directions to balance the dataset:
enlarge the minority dataset through over-sampling; reduce the majority data through
under-sampling. Since the condition of scarcity of sensing task submissions is considered
in the MCS platform, it is viable to proceed with oversampling. When dealing with over-
sampling techniques in the context of imbalanced datasets, it is crucial to carefully consider
the boundaries or limits of oversampling to strike a balance between addressing class im-
balance and avoiding potential issues [238]. In this thesis, the oversampling boundary
specifies equal composition of minority and majority classes. Specifically, oversampling
techniques aim to enlarge the minority class samples until it reaches the same size of the
majority class. The Synthetic Minority Over-sampling Technique (SMOTE) [152], Bor-
derline SMOTE [%4], Random over-sampling [164] and Adaptive Synthetic over-sampling
(ADASYN) [83] are the widely known and common over-sampling methods , which are
adopted and tested in our proposal. All of these oversampling methods differ from each
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other with their insertion methods. The SMOTE aims to find the nearest neighbors for
each minority class data followed by the generation of random points to the nearest neigh-
bors of the sample. ADASYN can be considered a similar scheme to SMOTE with minor
improvements as it adds a small random value to the data points. Borderline SMOTE is a
variant of the SMOTE algorithm where a minority class borderline aims to be detected and
considered to generate new synthetic samples. Lastly, the Random over-sampling method
enlarges the minority class by picking samples of minority classes and reusing them multiple
times. It is indeed essential to choose the most suitable over-sampling method for the high-
est possible performance of the DBN. To this end, Section 3.2.2 presents the performance
comparison under DBN with different over-sampling methods.

3.2.2 Performance Evaluation
DBN model settings under the MCS Dataset

In this evaluation section, the DBN model on the MCS dataset with 1000 tasks and 80%
of them are used for training process and 20% of them are used for the test to demonstrate
the ML performance. The main parameters that affect the performance of DBN in the
detection of fake sensing tasks are the number of inputs, hidden layers and neurons. More
specifically, 2, 4 and 6 hidden layers with 32, 64 and 128 neurons are evaluated respectively.
To simplify the hidden layer structure, all layers contain the same number of neurons to
satisfy similar conditions for performance evaluation. For example, if 32 neurons are used
in 2 hidden layers for a test, then each layer contains 32 neurons. Since the DBN model
consists of multiple RBMs as stated earlier, RBM parameters are the key factors in order
to improve the prediction performance of the DBN. Without PCA, setting the learning
rate and number of epochs at 0.0006 and 40, respectively, can make a compromise between
the training time and prediction performance. On the other hand, if PCA is applied, the
RBM learning rate is set at 0.01 and the number of epochs is set at 20. With the help of
PCA, stability of each run is increased so the use of the larger learning rate and smaller
epochs can be possible during the training. Thus, PCA is applied in this thesis to reduce
training time by using a large learning rate.

Fake sensing task detection by DBN with Different Over-sampling methods
In this section, DBN accuracy in the detection of fake sensing tasks is analyzed by apply-

ing Borderline SMOTE, SMOTE, ADASYN and Random over-sampling methods respec-
tively. The DBN is designed with two hidden layers, 32 neurons in each and other model
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Table 3.3: PCA analysis (variance) results for various inputs.  LAT:Latitude,
LOT:Longitude, H:Hour, DUR:Duration, OPH:OnPeakHours = RES:Resources,
RTime:RemainingTime, GNum:GridNumber, COV:Coverage

Input LAT LOT H DUR OPH GNum RES Day Min RTime COV

6 0526 0213 0.135 0.127 0 0 N/A N/A N/A N/A NJ/A
7 0431 0.182 0.173 0.11 0.103 0 0 N/A N/A N/A N/A
11 027 0217 0.151 012 0.1 0.069 0.064 0 0 0 0

Table 3.4: Overall results of 10 runs and structural details with and without PCA. The
structure column indicates the number of hidden layers and the number of neurons in the
each hidden layer. Most important 7 inputs are used for without PCA and after applying
PCA, these 7 inputs are reduced to 5.

Structure Pre RC F1 Acc Pre RC F1 Acc
With PCA or Not No No No No Yes Yes Yes Yes
32-32 0.93 0.881 0.881 0.881 | 0.943 0.921 0.927 0.921
64-64 0.929 0.879 0.893 0.879 | 0.942 0.923 0.928 0.923
128-128 0.931 0.888 0.90 0.899 | 0.936 0.918 0.922 0.918
32-32-32-32 0.92 0.851 0.872 0.851 | 0.943 0.915 0.921 0.915
64-64-64-64 0.913 0.840 0.82 0.841 | 0.933 0.916 0.919 0.916
128-128-128-128 0.907 0.829 0.851 0.829 | 0.931 0.91 0.914 0.91
32-32-32-32-32-32 0.929 0.858 0.879 0.858 | 0.941 0.913 0.922 0.913
64-64-64-64-64-64 0.92 0.805 0.837 0.804 | 0.933 0.898 0.908 0.898
128-128-128-128-128-128 | 0.919 0.785 0.822 0.786 | 0.932 0.892 0.901 0.892

parameters are set up as Section 4.2.2 introduced. As seen in Fig. 3.6, the Borderline
SMOTE outperforms the other oversampling methods whereas SMOTE demonstrates the
worst performance. ADASYN and Borderline SMOTE are variants of SMOTE with minor
improvements. Therefore, ADASYN and Borderline SMOTE improves the detection ac-
curacy under SMOTE. On the other hand, DBN is not preceded by PCA in the detection
of fake sensing tasks, as shown in Fig. 3.6, Borderline SMOTE demonstrates the best
accuracy. However, the performance of ADASYN and SMOTE are almost similar, which
is different from applying PCA. In any case, the detection of fake sensing tasks in the
MCS platform by DBN can be improved with the PCA-integrated design. The study in
[841] presents the details of Borderline SMOTE algorithm and shows Borderline SMOTE
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out perform SMOTE and random over-sampling methods [31]. That is the reason that
Borderline SMOTE outweighs others in Fig. 3.6.

PCA Analysis Performance

In this section, PCA is integrated to analyze input features and determine the most suitable
features after applying dimension reduction. More specifically, PCA analysis is applied to
6, 7 and 11 features respectively. The first row in Table 3.3 implies that 4 dimensions are
feasible within small amount of data loss. The 7 and 11 inputs analyses follow the same
guidelines with PCA to reduce the number of dimensions to 5 and 7, respectively, referring
to the second and third rows of Table 3.3. PCA captures the variance in the data, and this
variance is a key factor in determining the importance of each component. For instance, if
original dataset has six inputs, the importance of the last two components is almost 0 in
3.3. Hence, PCA transforms a six-input dataset into a four-input dataset. Simultaneously,
it converts a seven-input dataset into a five-input dataset and an eleven-input dataset
into a seven-input dataset. Fig.3.7 illustrates the performance of 6, 7 and 11 original
inputs reducing to 4, 5 and 7 dimensions respectively in 2 hidden layers with 32 neurons.
The dataset with 7 original inputs outperforms the others. Therefore, the conclusion
is that the 7 inputs (Latitude, Longitude, Hour, Duration, OnPeakHour, GridNumber
and Resouces) represent comprehensive characteristics of sensing task submissions, and
keep tight correlations between the inputs and outputs. Although the MCS dataset is not
complex with limited number of features such as 6, 7, or 11, PCA raises fake task detection
performance as shown in Table 3.4. The reason is PCA remove some noise information
and keep the majority information in the original dataset. It is helpful for ML algorithms
to prediction so a better performance achieves.

The impact of PCA module on the detection of fake sensing tasks

Results in this section are based on the 7-input dataset without PCA, and 5 reduced
inputs when PCA precedes the DBN. It is worth to note that Borderline SMOTE over-
sampling method is used to cope with the imbalance between legitimate and fake sensing
tasks submitted to the MCS platform. Fig.3.8 illustrates accuracy comparison without
applying PCA for 2, 4 and 6 hidden layers with 32, 64 and 128 neurons. In 2 hidden
layers with 128 neurons achieves the peak accuracy of 0.888. In Fig.3.8, increasing hidden
layers lowers performance as accuracy under 2 hidden layers out-weights 4 and 6 hidden.
Besides these, larger neurons degrade accuracy especially in 4 and 6 layers. For instance,
Fig.3.8¢c demonstrates 6 hidden layers without PCA accuracy which drops from 0.858 with
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32 neurons to 0.786 with 128 neurons. It is worth to note that 0.786 is the minimal average
accuracy in Fig. 3.8.

Fig.3.9 shows a DBN performance of 2, 4 and 6 hidden layers with different neurons
numbers in each layer and accompanying the PCA method. The best average performance
is achieved in 64-64 with 0.923. In Fig.3.9a, the values of average accuracy, with 0.918, 0.923
and 0.922 for 32, 64 and 128 neurons respectively are close to each other and outperforms
the performance under 4 and 6 hidden layers. Fig3.9 demonstrates increasing the number
of hidden layers decreases performance gradually. More specifically, with 128 neurons, the
average accuracy degrades from 0.918 in 2 layers to 0.91 in 4 layers and finally 0.892 in 6
layers. Besides, smaller number of neurons perform better accuracy; especially in 4 and 6
hidden layers, 32 neurons outperform the detection performance with 64 and 128 neurons.
The lowest value (0.892) is experienced in 6 layers with 128 neurons.

In order to illustrate different number of neurons impacting performance clearly, Fig.
3.8 and Fig. 3.9 apply different scales. Meanwhile, PCA impacts performance obviously
so the same exact scale is not used in Fig. 3.8 and Fig. 3.9 to maintain readability. When
Fig. 3.8 and Fig. 3.9 are compared, PCA appears to smooth fluctuations and improves
performance. Fluctuation is expected and cannot be eliminated in a deep neural network.
Fig. 3.8 and Fig.3.9 present 10 individual runs for detection. With PCA, total runs exhibit
an accuracy of 0.94 to 0.85. As shown in the Fig. 3.8, PCA-preceded DBN does not only
increase the average accuracy but also momentary accuracy. The average values which are
obtained under 10 runs of DBN are summarized in Table 3.4 which indicates that DBN
with PCA produces outperforms the architecture without PCA.

Result analysis

Numerical results show that, data scarcity and imbalance of legitimate and illegitimate
classes can be overcome by Synthetic Minority Oversampling, and the training performance
can be improved by introducing a PCA module prior to the DBN network. The results
verify that PCA applied DBN structure having 2 hidden layers with 64 neurons provide the
better accuracy than others. The proposed frameworks can achieve up to 92.3% accuracy,
94.2% precision, and 92.8% F1 score outperforming the DBN implementation without
dimensionality consideration and even under the conditions of highly available sensing
task submission data.
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Figure 3.10: K-means-integrated system overview.

3.3 K-means-based Feature Extraction Integrating Bag-
ging and Deep Learning-based Fake Task Detec-
tion in MCS Platforms

3.3.1 System Overview

Al-based fake task detection methods are proposed on an MCS server to mitigate fake
tasks before assigning them to participants. MCS platform performance depends on Al-
based detection method so energy consumption, recruits and participants are evaluated
in the MCS system. Based on the analysis, the system is presented in Fig. 3.10 which
demonstrates MCS platform generating tasks including fake tasks and legitimate tasks
based on specific input parameters. The generated tasks make up the dataset to be used
for training of the machine/deep learning models. Furthermore, preprocessing is applied
since it is an essential step for Al algorithms to obtain the target performance. After dataset
preprocessing, Al method trains itself using the training dataset and predicts legitimacy of
each task in the test dataset. Al-driven techniques protect the MCS platform by predicting
and excluding fake tasks. It means prediction of legitimate tasks are sent to the participants
rather than all tasks as presented in the system overview in Fig. 3.10.
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3.3.2 Data Preprocessing and introducing region-awareness

Data preprocessing is to process features of data so that algorithms can explain it simply.
As stated in [98], preprocessing data by extracting features from the original dataset boosts
neural network-based classifier performance. An additional region feature is extracted upon
an attack zone by k-means algorithm [1 18] and deploy prevalent and standard preprocessing
approaches including Principal Component Analysis (PCA) [58] for dimensionality reduc-
tion, Borderline SMOTE over-sampling method [35] to tackle imbalanced dataset problem
and standardization. These preprocesing methods are common and widely used.

Fake tasks concentrate on specific zones as mentioned before. Hence, one hypothe-
size is that the attack region is a significant feature. Here, k-means is applied to clas-
sify tasks based on ’latitude’ and ’longitude’ features as formally presented by Algorithm
1. K-means is easy to understand and implement. It’s a straightforward and intu-
itive clustering algorithm. Meanwhile, k-means is computationally efficient [97]. Thus
k-means algorithm is selected in this thesis. According to the algorithm, fake tasks are ini-
tially clustered by the k-means algorithm. Following upon that, centroids of fake tasks
are considered as the initial centroids for the next step. This is the most important
step to adapt k-means to our setting so to extract the attacked region information. Fi-
nally, the whole dataset is clustered by the k-means algorithm. Fig.3.11 demonstrates
the classification result that shows each cluster contains only one attack zone. There
are eight attack zones determined based on two task attributes: ’latitude’ and ’longi-
tude’. In the numerical evaluation, the number of clusters (k) in Algorithm 1 is set
at eight, that is based on analyzing the original dataset characteristics. The original
dataset consists of eight attack zones. Therefore, k is set as eight. Cluster results with
specific numbers are marked as the extra features to be fed into the training models.
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Algorithm 1: K-means-based task clustering regarding task attributes ’latitude’
and ’longitude’.

Input:
k (the number of clusters);
D = DF + DL (D:set of total tasks, DF: set of fake tasks, DL: set of legitimate
tasks);
Output: a set of k clusters
Cluster fake tasks by k-means:
arbitrarily choose k objects from DF as the initial centroids;
repeat
(re)assign each object in DF to the cluster to which the object is the most
similar, based on the mean value of the objects in the cluster;
update the cluster centroids;

B W N =

until convergence criteria is met or maximum number of iterations reached,

Cluster all tasks by k-means:

get the centroids of fake tasks clusters as initial centroids;

repeat

10 (re)assign each object in D to the cluster to which the object is the most
similar, based on the mean value of the objects in the cluster;

11 update the cluster centroids

12 until convergence criteria is met or mazximum number of iterations reached;

© 00 N O W

3.3.3 Al methods for fake task detection

In our previous work [51], DBN demonstrated encouraging performance in binary classi-
fication so it is worthwhile to continue investigating it. In addition, the study in [272]
presents two ensemble learning-based approaches: random forest and gradient boosting
to mitigate illegitimate tasks and obtain promising performance. Besides these, Bagging
is an efficient machine learning method under the ensemble approaches [222] which often
considers homogeneous weak learner, learns them independently from each other in parallel
and combines them to determine the averaging process. However Bagging is rarely utilized
to identity fake tasks in MCS systems. As an ensemble method, Bagging has potential to
result in improved performance [272]. Therefore, in this thesis Bagging are deployed in
an MCS server to detect malicious tasks in the system with motivation to boost detection
performance. Meanwhile, DBN is built to compare with Ensemble learning performance
as illustrated in Fig. 3.10. Furthermore, the features of the dataset impact DBN/Bagging
training and test performance remarkably. Thus, DBN/Bagging-based task classification

46



performance depends on region feature to some extent. Therefore, experiments and nu-
merical results demonstrate how region-awareness affects Al-based fake tasks mitigation
in Section 3.3.4.

3.3.4 Performance Evaluation

In this evaluation section, DBN and Bagging algorithms are used to evaluate performances
of mitigating illegitimate tasks. Hereafter, numerical results of MCS platform in terms
of user recruitment, energy consumption and participants are presented. Moreover, it is
impossible to reach 100% precision of the AI method while its side effect to the MCS
platform is also present in the end.

CR dataset is used which is generated by CrowdSenSim as introduced in 3.1.2. In
the recruitment scenario, 10,000 users with smart phones walk around the city Clarence-
Rockland randomly. In addition, the probability of the battery level of a mobile device
to be between 20% to 100% is 80% whereas with a probability of 20%, the initial battery
level of a mobile phone is lower than 20%.

Table 3.5: DBN training accuracy comparison under different configuration. Proposed
configuration with 32 neurons, 0.05 learning rate (LR), 1000 epoch. Acc:Accuracy.
Conf:Configuration

Conf | Proposed | Neurons 16 | LR 0.02 | LR 0.08 | Epoch 800 | Epoch 1200
Acc 0.985 0.954 0.956 0.975 0.967 0.984

Table 3.6: DBN and Bagging performance with/without region feature comparison.

DBN | DBN & region | Bagging | Bagging & region
Precision | 0.971 0.979 0.995 0.994
Recall 0.966 0.977 0.997 0.997
F1 0.966 0.977 0.996 0.996
Accuracy | 0.966 0.977 0.993 0.993
G-mean | 0.962 0.975 0.982 0.980
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Figure 3.12: Dataset visualization using t-SNE. Red points represent illegitimate tasks and
blue points for legitimate tasks.

Performance of DBN and Bagging Fake Tasks Detection

As presented earlier, k-means algorithm partitions the dataset into eight independent re-
gions and each region is denoted by an integer, and provided as an additional feature of
the dataset to the training model. It is worth to note that seven attributes are chosen in
the tests so format of a tested task is as follows = {’latitude’, ’longitude’, "hour’; 'dura-
tion’, ‘resource’, 'onpeakhour’, 'gridnum’}. The selection is based on previous studies in
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Figure 3.13: Epoch vs. data loss under DBN training process with configuration under 2
hidden layers, 32 neurons in each layer and 0.05 learning rate. Dataset without the region
feature.

[218, 51] that Al-based method obtains promising prediction performance. Dataset is split
into training (70%) and testing (30%) partitions. In order to visualize multi-dimensional
datasets, t-distributed stochastic neighbor embedding (t-SNE) has become widespread in
the field of machine learning [154, 192] . Briefly, t-SNE outputs two-dimensional “maps”
from data with multiple dimensions that can be even at the order of hundreds. Fig. 3.12
uses t-SNE to visualize the training and test datasets that consist of seven features. The
testing dataset consists of a total 4,346 tasks: 3,780 legitimate tasks and 566 fake tasks.
Parameters of the DBN model are as follows: (1) 2 hidden layers, (2) 32 neurons in each
layer, (3) learning rate: 0.05 and (4) epoch: 1000. In addition, DBN training accuracy
is compared under proposed configuration and others in Table.3.5 which shows that the
DBN training accuracy performs best under our selected parameters. Furthermore, Fig.
3.13 demonstrates DBN data loss reduce gradually and reach the minimum possible value
in the training process under this configuration. It means DBN converges gradually and
results in 0.985 training accuracy. Regarding the Bagging learning method, a Decision
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Tree is selected as the base estimator and 10 estimators in it. The average values which
are obtained under 10 runs of DBN and Bagging in terms of precision, recall, F1-score and
G-mean with and without the region feature are summarized in Table 3.6. As mentioned
in Sec 4.2.2, the dataset used is imbalanced so geometric mean (G-mean) [111] together
with other four measurements(precision, recall, F1 and accuracy) are evaluated. G-mean
score aims to maximize the accuracy of each of the classes while keeping these accuracy
levels balanced. As a result, it is usually utilized to evaluate machine learning algorithm
performance under imbalanced datasets. For binary classification, G-mean is formulated
as the square root of the product of the sensitivity and specificity as shown in Eq. (3.1).

G — mean = +/sensitivity * specificity (3.1)
,wWhere
bivity — TP
sensitivity = oo
| Ficit TN
specificity = ———————
b YZFP+TN

TP, TN, FP and FN stand for true positive, true negative, false positive and false negative.

Table 3.6 demonstrates that Bagging produces improved prediction results when com-
pared to DBN in both with and without region feature. However, region feature reduces
Bagging performance marginally, in terms of G-mean from 0.982 to 0.980 and in terms of
precision from 0.995 to 0.994. On the other hand, area feature improves the DBN perfor-
mance slightly in terms of precision from 0.971 to 0.979, in terms of recall/F1/accuracy
from 0.966 to 0.977 and in terms of G-mean from 0.962 to 0.975. Although the region fea-
ture causes a very slight reduction on Bagging-based classification performance, it proves
to be an effective feature by boosting DBN performance.

Impact of fake task mitigation

Performance of DBN and Bagging varies under region-aware and region-unaware settings.
Here, the region-aware bagging and DBN approach is used to evaluate the impact of fake
task mitigation on the MCS platform. The simulation results illustrate energy consumption
under the region-aware DBN and region-aware Bagging in comparison to a baseline scheme
where no mitigation strategy is introduced (see Fig. 3.14). Energy consumption indicates
the sum of battery unit percentage of all recruits drained for the total recruitment. For
example, if a fake task needs 7% battery level and another fake one requires 8%, then the
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Al-based Prevention of Battery-oriented Illegitimate Task Injection in MCS consumption
of these two tasks will save 15% battery energy. Meanwhile, tasks without participants
are excluded from the energy statistics calculation since they do not drain resources for
the MCS campaign. Fig.3.14 illustrates fake tasks’ energy consumption and cut slices
demonstrate energy (i.e. battery lifetime) saving when Bagging/DBN is applied. Thus,
Bagging saves 12.18% of the battery energy, which is slightly higher than DBN with a
saving of 11.81%.

Besides, Al-based mitigation of fake tasks protects the majority of MCS players from
the battery-oriented illegitimate task submissions. The impacted recruits and participants
are formulated in Eq. (3.2) and Eq. (3.3), respectively.

FT recruits

impacted,eeryits = (3.2)

Total recruits

Participants in F'T

(3.3)

impactedparticipants = Total participants

FT stands for the set of fake tasks in Eq. (3.2) and Eq. (3.3). It is possible to have
FP prediction results which means illegitimate tasks are predicted as legitimate tasks,
and thus, those illegitimate tasks are allowed to recruit participants in MCS activities.
Table 3.7 and Table 3.8 reports the average of ten run test results by comparing the
DBN and Bagging-based results to a task assignment scenario where there exists no fake
task detection mechanism (i.e., denoted W/N Al in the tables). Table 3.7 reports that the
number of fake task recruits reduces sharply to 1 and 2.8 when Bagging and DBN applying
respectively. In addition, it demonstrates the impacted recruits drop sharply, from 10.56%
to 0.25% when Bagging is applied. While DBN remedies fake tasks recruits from 10.56%
to 0.71%. Moreover, the proposed methods results in participants in fake tasks declining
dramatically from 342.7 to 9.9 when Bagging utilised and to 25.6 if DBN applied in Table
3.8. Moreover, the numerical results report that Bagging and DBN help to decrease the
impacted participants dramatically to 0.35% and 0.91% respectively, in comparison to
10.94% under the "W /N AT’ task assignment as presented in Table 3.8. Thus, Bagging-
based methodology secures 10.59% of the participant population while DBN secures 10.03%
of the participant population from malicious sensing tasks.

Legitimate task completion rate

False negatives are inevitable. Therefore, AI methods’ prediction accuracy can not be 100%
regularly. It means Bagging and DBN methods may misclassify some legitimate tasks into
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Figure 3.14: Energy savings under Bagging and DBN.
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Table 3.7: Recruits for fake tasks and total of fake task versus legitimate tasks comparison

(FT = fake task).

FTs recruits Total recruits Impacted recruits
W/N Al 46.5 440.4 10.56%
Bagging 1 393.1 0.25%
DBN 2.8 392.9 0.71%

Table 3.8: Participants in fake tasks and in total of fake tasks and legitimate tasks com-

parison (FT = fake task).

Participants in Total Impacted
FTs participants participants
W/N Al 342.7 3133.3 10.94%
Bagging 9.9 2825.8 0.35%
DBN 25.6 2819.6 0.91%
Table 3.9: Task completion rate (TCR).
W/N Al Bagging DBN
TCR TCR | Influence rate | TCR | Influence rate
10.43% | 10.37% 0.57% 10.32% 1.05%

the fake task cluster that are discarded by our proposed system in Fig. 3.10. Therefore,
DBN and Bagging may result in some legitimate tasks unaccomplished. The legitimate
tasks completion rate (TCR) is investigated, which is formulated in Eq.(3.4).

TCR — Totalrecruits — FTsrecruits

Numoflegtasks (3:4)

, where Totalrecruits denotes number of recruits, and F'T'srecruits stands for number of
fake task recruits. Both of these appear in Table 3.7, and Numoflegtasks denotes number of
legitimate tasks, which is 3,780 as mentioned earlier. Table 3.9 compares the legitimate task
completion without Al (i.e. baseline), to Bagging and DBN. The results show that Bagging
and DBN reduces TCR marginally, from 10.43% to 10.37% and 10.32% respectively. The
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paper [274] shows the influence rate calculation formulation in Eq. (3.5)

TCRw/oAI — TCRwithAI
TCRw/oAI

(3.5)

Influencerate =

Influence rate for Bagging and DBN is calculated as 0.51% and 1.05%, respectively by
using Eq. 3.5 based on the obtained numerical TCR results. Thus, Bagging and DBN
result in 0.51% and 1.05% legitimate tasks unfinished, which is a significantly low side
effect in MCS campaigns.

3.3.5 Result analysis

Incorporation of region-awareness into DBN has improved the overall accuracy from 0.966
to 0.977 and G-mean from 0.962 to 0.975. Both DBN and Bagging demonstrates com-
petitive performance on binary identification of legitimate and illegitimate tasks. More
specifically, Bagging performs up to 0.995 precision, 0.997 recall, 0.996 F1, 0.993 accuracy
and 0.982 G-mean. Thus, majority of the fake tasks have been detected and eliminated
before being assigned to MCS participants. As a result, Bagging leads to 12.19% energy
saving for the participants and reduces impacted recruits dramatically to 0.25%, when
compared to 10.56% under a baseline approach with no intelligent strategy for fake task
mitigation. Furthermore, Bagging decreases the ratio of participants impacted by fake
tasks from 10.94% to 0.35%.

3.4 Federated Learning-Based Decentralized System
to Mitigate Fake Task Impacts on Crowdsensing
Platforms

3.4.1 System Overview

An alternative to a centralized approach to detect the fake submissions is to decentral-
ize the decision and offload detection to the participating devices, which yields FL. This
approach also mitigates the concerns about privacy in data provisioning to the central-
ized servers’ ML models. FL is a methodology integrating a distributed ML paradigm that
trains a shared and dispensed artificial intelligence (AI) model using local training datasets
on distributed devices [255]. Research on the application of FL to fake task detection is
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Figure 3.15: Federated learning based fake task detection system

limited. Motivated by the state of the art in fake task detection and the merit of FL tech-
niques, to the best of our knowledge, for the first time, a FL-based framework is proposed
to identify and mitigate illegitimate tasks in MCS platforms. A novel horizontal FL-backed
framework is introduced to identify malicious tasks in MCS systems. The proposed system
is comprised of various detection devices and a risk/loss-aware! aggregation module. The
aggregation module can be deployed in an MCS platform in the cloud. A detection device
runs a local ML model that may vary from one device to another (e.g., Bagging, Adaboost
and Extreme Gradient Boosting (XGBoost)) and a local dataset. The ML model is trained
by the local dataset in the device and delivers prediction results independently. The aggre-
gation module is responsible for gathering decisions from devices and making a concluding
decision. Bayesian decision theory suggests making statistic-driven decisions with the ob-
jective of maximizing the expected utility over a model posterior [122]. With this in mind,
an aggregation module is designed that makes decisions subject to the minimum utility loss
over the actions regarding the classes of incoming MCS tasks. The FL-based framework
demonstrates not only benefits of illegitimate tasks detection, but also promising detection
performance.

'We use risk-aware and risk/loss-aware interchangeably as risk is the cost of utility losses due to
misclassifying a task under the wrong legitimacy class and losing a legitimate task value or incurring the
cost of an illegitimate task.
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Rather than current features for a task as introduced in Section 3.1.1, a new feature is
added, namely 'TaskValue’, for tasks assigned an integer value uniformly from the range
1 to 10. 'TaskValue’ is used for calculating loss rather than training ML models. As
"TaskValue’ is a feature of a sample point, it can be obtained by task 'ID’.

Reputation-aware Federated Learning Model

The proposed FL-based detection system deploys several distributed devices with a local
dataset and a ML model, as illustrated in Fig. 3.15. Each device aggregates sensing tasks
upfront and stores the dataset locally. The ML model in each device is trained using a local
dataset before receiving a new sensing task. The MCS platform then distributes tasks sub-
mitted from end-users to all detection devices. The trained ML models in devices estimate
a task label. In an aggregation module, a risk-aware method is utilized to quantify the
loss of all possible actions in the decision-making stage. Before introducing risk-awareness,
the initial aggregated legitimacy decision for task; (S;) is calculated as S; = 2?21 DS?
where the decision of device; for task; (DSij ) is weighted by the reputation of the device
at the end of the previous aggregated decision for task;_; as in (3.6) where ES? stands for
the local ML model-based prediction value of device;, and R, is device; reputation after
task;_ 1. Fake tasks and legitimate tasks are labeled with the 0 and 1, respectively. Based
on (3.6), the initial aggregated legitimacy can be re-formulated as in (3.7).

DS’ = ES/R!_| (3.6)

k
S;=> ES/R, (3.7)

j=1
Device reputation is updated upon every aggregated decision on task legitimacy. Reputa-
tion of device; after task; is calculated as in (3.8) where CP/ and C'D! are used to adjust
the reputation of device;. The two parameters start with 0 so devices are assigned an
initial reputation of 0.5. If the local ML model of device; outputs the same result as the
aggregation module, both CPZ-j and CDZJ are incremented by one. Otherwise, the value
of CP/ remains while C D! is incremented. Increasing C'P/ will favor the reputation of
device;, whereas an increase in C’D{ could drag reputation down. In an ideal situation,

the decision of device; always matches the aggregated decision, and after N task decisions,
the values of CP}; and C'P}; reach N — 1.
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Ri— Joecn] '2E | (3.8)
0.5 i=1,CP/=CD] =0

When Rg and e denote the reputation of device; after predicting task; legitimacy and a

small value for device reputation calculation, respectively, according to (3.8), reputation is
calculated as follows for an always correct device:

e+ (N-1)
C2xe+(N-1)
where N is total number of sensing tasks. Since € is a negligibly small value, the limit of
(3.9) approaches 1 as expressed in (3.10).

R, (3.9)

. ' . e+ (N -1)
1 =1 =1 1
R = (Vo ) (310)
Thus, reputation values for all devices should be less than 1 due to the limitation of total
task number N and almost impossible 100% matching with aggregation module. According
to (3.7) and (3.8), the reputation-aware aggregation values can be formulated by (3.11)
where k denotes total number of detection devices.

k j e+CP/ .
S; = {zjl ESZ?2XE+CZD{ 122 (3.11)
1k ES i=1

Equation (3.11) defines the aggregation results of task; that relies on the ML-based esti-
mation value ES? and the device reputation. As introduced before, ES? is either 0 or 1
representing malicious tasks and legitimate tasks, respectively. If device; estimates task; as
fake, ESg is set to 0. In this case, devices predicting task; as illegitimate do not contribute
in updating S;. Accordingly, (3.11) formulates a summary of legitimate prediction for
task;. Based on these analyses, the overall probability of task prediction to be legitimate
is formulated by (3.12).

S;
k
P(l|T;) represents probability of prediction task; as legitimate, and P(f|T;) denotes the
probability of predicting task; as fake. Meanwhile, P(I|T;) and P(f|7;) should satisfy the
condition: P(I|T;) + P(f|T;) = 1. According to this condition and (3.12), probability of
predicting task; as fake is obtained in (3.13).

PUIT) = (3.12)

P(f|T;) =1~ % (3.13)
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Table 3.10: Utility loss description

True Legitimate True Fake
Predict Legitimate 0 A1
Predict Fake Ao 0

Table 3.10 presents the utility loss due to classification decisions. Specifically, the ML
model predicting a fake task as fake or predicting a legitimate task as legitimate impacts
the MCS platform’s utility. On the other hand, incorrect estimation results in a loss. Thus,
A1 is the loss due to classifying a fake task as legitimate whereas A, is the loss incurred due
to classifying a legitimate task as fake. Therefore, each decision action entails a certain
risk, and the risks of legitimate and fake predictions are formulated respectively as follows:

RT; = P(f|T}) x A, x TV; (3.14)

RFE, = P(|T}) x Ay x TV, (3.15)

Given that RT; and RF; stand for the risk of predicting task; as legitimate and fake,
respectively whereas T'V; denotes value of task;, (3.14) defines the risk of predicting task; as
legitimate and Equation (3.15) formulates the risk of predicting task; as fake. Aggregation
module determines the legitimacy of a task according to a risk value. Specifically, risk
is a function of utility loss due to a taken action as formulated in (3.16) where F'D(T;)
denotes the final aggregated decision for task;. Thus, the final decision chooses the least
risky action.

Fpmy = {1 Blis BE (3.16)
Y10 RT,> RE, ‘

Vote based federated learning system

With the concept of static reputation value for devices, a vote-based aggregation approach
is designed in the FL platform as an alternative to the reputation-based approach. Thus,
R{ is set to a constant value of o that remains the same for all tasks. Then aggregation
value in (3.7) can be re-formulated as follows:

k
S;=> ES! xa (3.17)

j=1
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As introduced in Section 3.4.1, a device’s reputation should not exceed 1. As a result, «
should be in the range of 0 to 1. The device’s decision is eliminated by the aggregation
module setting o = 0, whereas a = 1 stands for completely accepting the device’s decision
based upon (3.17). Meanwhile, devices are partially trusted when « is less than 1. To
reduce the computational complexity, « is chosen as 1. Probability of predicting task; as
legitimate is formulated as shown in (3.18):

PUIT) = =

(3.18)

According to (3.13) and (3.18), P(f|T;) is deduced. Loss calculation and aggregation
decision rules are the same as reputation-aware FL model showing (3.14), (3.15) and (3.16),
respectively.

3.4.2 Performance Evaluation

Based on the design of tasks, the CrowdSenSim tool generates the dataset using real
physical features (e.g., using Timmins, a small city in Canada as the simulated setting
[72]. It is an imbalanced dataset with 89% legitimate tasks and 11% fake tasks. The
dataset is composed of 1,000 MCS tasks in total, as noted in our prior work [50]. In [50],
800 tasks are used for training a DBN model and 200 tasks are used for testing. DT 0 is a
training dataset the same as in [50]. DT'0 is uniformly split into two small datasets DT'_1
and DT'_2 under constraints: 1) size of DT_1 and DT -2 are both half the size of DT'_0; 2)
DT 0= DT 1UDT2;2) DT_1 N DT_2 = (). Here, the same test dataset is applied to
make fair comparisons to the previous results.

Comprehensive experiments are executed to verify performance of mitigating illegiti-
mate tasks based on different configurations including 1) reputation (e.g., dynamic and
static), 2) loss metric (e.g., A and Ag), and 3) the size of the local dataset saved in devices
(e.g., 800 tasks and 400 tasks). Meanwhile, the proposed FL outperforms the centralized
system detection results performed by one ML model. Considering system complexity, the
number of detection devices k£ should not be a large value. k is set up as 5. Meanwhile, €
is set as (1.0e — 5).

Centralized test platform performance

The study in [50] demonstrated a Deep Belief Network (DBN)-based fake task detection
system in MCS. Several ensemble algorithms such as XGBoost [15], AdaBoost[207] and
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Figure 3.16: Centralized performance
Table 3.11: Performance by centralized system
Device | Precision | Recall F1 G-mean | Accuracy

1 0.9848 | 0.9850 | 0.9848 | 0.9511 0.9850
2 0.9900 | 0.9900 | 0.9900 | 0.9743 0.9900
3 0.9901 | 0.9901 | 0.9898 | 0.9539 0.9900
4 0.9852 | 0.9850 | 0.9845 | 0.9303 0.9850
5

N

0.9900 | 0.9900 | 0.9900 | 0.9743 0.9900
[50] | 0.9420 | 0.9230 | 0.9280 | 0.8697 0.9230

Bagging [34] are used to mitigate malicious tasks. In centralized case, the aggregation
module is disabled in the proposed system Fig. 3.15. The centralized test model config-
uration is shown in Table 3.12. The training dataset and test dataset are the same as in
[50]. Table 3.11 presents prediction results. DBN results is referred in [50]. According
to the results, all ensemble models boost detection performance dramatically than DBN
[50]. Fig.3.16 illustrates G-mean and accuracy comparison results. It shows XGBoost in
device 5 and Adaboost in device 2 demonstrate the highest G-mean achieving over 12%
improvement over DBN.

Federated learning-based system

Through deploying different machine learning models and different local datasets in devices,
two FL-based models are designed. FL. MODEL_1 configuration is the same as centralized
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system in Table 3.12. In this model, 800 samples are saved in all devices in advance. The
FL. MODEL_2 configuration shows in Table 3.13. In this model, only 400 data points
are distributed to devices. Loss parameters A\; and Ay in Table3.10 are configured three
different groups: (1)\=1, A2=2; (2)A\1=1, A2=1, and (3)A\;=1, \;=0.5. Furthermore, both
reputation aware and vote base approach with static reputation are considered. Table
3.14 presents MODEL_1 performance and average loss value. Table 3.14 shows the best
detection performance in group (3) (A;=1, Ay=0.5) for both dynamic and static reputation
cases with up to 0.99 accuracy. From increasing the value of Ay boosts platform performance
as well as marginally decreases average loss for both dynamic reputation and vote-based
cases. Specifically, Ay increasing from 0.5 to 2 in dynamic reputation case, gives G-mean
value improvement from 0.9303 to 0.9743 and loss per device decreases from 0.59 to 0.56. In
the vote based case, the trend of loss and performance is the same as the dynamic reputation
case. Raising Ay boosts detection accuracy and lowers loss. Fig.3.18 illustrates accuracy
and G-mean comparison with different Ay values and reputation determination rules (i.e.,
vote-based or dynamic assessment) when 800 samples are fed in detection devices.

Table 3.12: Centralized model and FL-based model (MODEL_1) configuration. Num of
BES denotes the number of base estimators.

Device ML Base estimator Num of BES | Dataset
1 Bagging Xgboost 100 DT.0
2 Adaboost | DecisionTreeRegressor 50 DT.0
3 Bagging DecisionTree 100 DT.0
4 Bagging RandomForest 100 DT.0
5 XGBoost N/A 50 DT.0

Results in Table 3.14 describe average loss in static is critically lower than dynamic.
The root cause is that the reputation is always less than "1’ based on (3.10) if N is set
to 200. It results in aggregation value S; for task; in (3.11) should be less than 5 even
if all devices predict this task as legitimate (5 devices model designed here). Therefore,
probability of prediction task as legitimate in (3.12) should be always less than 1 and
P(f|T;) always a positive value according to (3.13). It means prediction risk RT; and RF;
are always a positive value. On the other hand, vote based system with static reputation 1
avoids loss when five devices estimate task; as legitimate. In this case, aggregation S; is b
according to (3.17). P({|T;) is 1 in (3.18) and P(f|T;) is 0 in (3.13). With P(f|T;) 0, RT; in
(3.14) is 0. Fig.3.17 demonstrates loss of 200 test tasks with dynamic and static reputation
respectively based on different loss metric parameters. From Fig. 3.17, most tasks loss in
vote based MODEL_2 is 0 that contributes a smaller average loss than reputation aware
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Table 3.13: Federated learning MODEL_2

Device ML Base estimator Num of BES | Dataset
1 Adaboost | DecisionTreeRegressor 100 DT_1
2 Bagging DecisionTree 50 DT 1
3 Bagging DecisionTree 100 DT 2
4 XGBoost N/A 100 DT.1
5 XGBoost N/A 50 DT 2
MODEL_1.

Table 3.15 describes MODEL_2 performance and prediction loss. It shows the same
trend as in MODEL_1 in terms of suppressing rate of A\; over Ay resulting in a reduction
of loss and improvement of detection performance. In the case (A1, A2) = (1, 2), the results
are obtained inlcuind the least loss and 100% performance for both dynamic and static rep-
utation considered cases. Two factors contribute to 100% accuracy and precision. Firstly,
individual detection device performs encouraging detection accuracy showing in centralized
detection model in Table 3.11. Secondly, the FL-based method relies on horizontal device
decisions and gives different decisions via configuring loss metric parameters. Estimation
DSZJ of deployed five devices is 0, 0, 1, 1, 0 respectively. Aggregation result .S; is obtained
as 2. According to (3.18), probability of legitimate is calculated as 0.4. After that, loss
of predicting task as legitimate and loss is measured according to (3.14) and (3.15) using
different loss parameters A; and Ay. When \y=2 A, the aggregation module determines
task; legitimate that is incorrect decision comparing with task label. If A\;/ Ay is either to
1 or 2, FL-based model decides task; fake that is correct estimation. Therefore, adjusting
A1/ A2, aggregation makes different decision of a task.

Comparing results in MODEL_1 (Table 3.14) and MODEL_2 (Table 3.15), MODEL_2
shows marginal improvement than MODEL_1 when \; /A5 is chosen as 1 and 2. More specif-
ically, G-mean shows over 2.6% improvement from 0.9743 in MODEL_1 to 1 in MODEL_2
selecting A;/Aq as 2.

3.4.3 Result analysis

In the centralized system, experimental results show Adaboost and XGBoost perform
the highest G-mean 0.9743 and accuracy 0.9900. In the FL-based model with a large
dataset, the best performance is the same as a centralized system with G-mean 0.9743 and
accuracy 0.9900 in dynamic and vote based cases. Under smaller datasets, the federated
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Table 3.14: Performance in FL system MODEL_1

Config Prec. | Recall F1 G-mean | Acc. | loss
A1/A2=0.5 Dynamic | 0.9852 | 0.9850 | 0.9845 | 0.9303 | 0.9850 | 0.59
A1/A2=1 Dynamic | 0.9852 | 0.9850 | 0.9845 | 0.9303 | 0.9850 | 0.57
A1/A2=2 Dynamic | 0.9900 | 0.9900 | 0.9900 | 0.9743 | 0.9900 | 0.56
A1/A9=0.5 Vote 0.9852 | 0.985 | 0.9845 | 0.9303 | 0.985 | 0.04
A1/Ae=1 Vote 0.9900 | 0.9900 | 0.9900 | 0.9743 | 0.9900 | 0.03
A1/Ae=2 Vote 0.9900 | 0.9900 | 0.9900 | 0.9743 | 0.9900 | 0.01
Table 3.15: Performance in FL system MODEL_2

Config Prec. | Recall F1 G-mean | Acc | loss
A1/A2=0.5 Dynamic | 0.9757 | 0.9750 | 0.9736 | 0.8819 | 0.9750 | 0.63
A1/A2=1 Dynamic | 0.9950 | 0.9950 | 0.9949 | 0.9771 | 0.9950 | 0.59
A1/A2=2 Dynamic | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.56
A1/X2=0.5 Vote 0.9757 | 0.9750 | 0.9736 | 0.8819 | 0.9750 | 0.12
A1/A2=1 Vote 0.9950 | 0.9950 | 0.9949 | 0.9771 | 0.9950 | 0.08
A1/A2=2 Vote 1.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.05
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Figure 3.17: Task value loss under dynamic reputation and static reputation in MODEL_1

model ensures up to 100% overall accuracy in both dynamic and static reputation cases
with the loss incurred due to false prediction of legitimate and illegitimate tasks. Higher
detection performance also leads to lower average loss in terms of task values for dynamic
reputation and vote based federated models. The test results show that the key benefit of
the proposed horizontal FL architecture is to boost fake task detection performance and
reduce average loss.
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Figure 3.19: FL-based performance comparison in MODEL_2

3.5 Conclusion

MCS platforms are vulnerable to adversarial behavior such as data poisoning and illegiti-
mate task injections. The former have been widely investigated whereas the latter still calls
for effective solutions. Illegitimate task attack is one of the most essential threats that af-
fects the performance of MCS campaigns due to draining the battery, sensing, memory and
processing resources of participating devices and computing, communication and storage
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resources at the sensing servers in the MCS platforms. As discussed before, this section
introduces tasks characteristics (e.g., legitimate tasks and fake tasks) and tasks genera-
tion procedure firstly. After that, three methods for fake tasks detection are introduced,
addressing particular issues in deploying different kinds of MLs in MCS platforms.

Firstly, DBN-based approach is proposed which aims for prevention of Artificial Intel-
ligence driven fake (illegitimate) task submissions in MCS systems under the condition of
scarce sensing task submission data. Through realistic MCS data generated by Crowd-
sensing on a real city map, the analysis is that the performance of a DBN preceded by
a PCA module with various architectures. From numerical results, we can see oversam-
pling technique overcomes data scarcity and imbalance between legitimate and illegitimate
classes. The training performance can be enhanced by incorporating a PCA module prior
to the DBN network. The results demonstrate that PCA-applied DBN structures with two
hidden layers and 64 neurons give more precision than other structures. The suggested
frameworks may achieve up to 0.923 accuracy, 0.942 percent precision, and 0.928 percent
F1 score, exceeding the DBN implementation without dimensionality consideration and
even with highly accessible sensing task submission data.

Secondly, the Al-based and region-aware strategy is proposed that builds on Deep Belief
Network (DBN) and an ensemble machine learning algorithm (i.e., Bagging) against fake
task injections to MCS platforms. To this end, k-means algorithm is integrated to cluster
the task data so to extract region feature. The incorporation of region-awareness into
DBN has increased the overall precision from 0.966 to 0.977 and the G-mean from 0.962
to 0.975. Both DBN and Bagging exhibit competitive performance in identifying valid
and illegitimate activities in binary form. Bagging achieves a maximum precision of 0.995,
recall of 0.997, F1 of 0.996, accuracy of 0.993, and G-mean of 0.982. Consequently, the
bulk of fraudulent assignments have been identified and deleted before to their assignment
to MCS participants. As a consequence, Bagging results in a 12.19% energy savings for
participants and a drastic reduction of affected recruits to 0.25%, compared to a baseline
method with no intelligent technique for fake job mitigation that results in a 10.56% effect.
In addition, Bagging reduces the proportion of participants affected by bogus tasks from
10.94% to 0.35%.

Thirdly, regarding the FL-backed system for fake task detection in MCS, two FL-based
models are implemented with different ML algorithms and different local datasets in par-
ticipating devices where the aggregated decision leverages risk/loss-awareness with utilities
and losses with respect to task values. A traditional centralized platform with ensemble
ML algorithms (e.g., Adaboost, Bagging, and XGBoost) for detection is introduced to
compare with an FL-based system. In the centralised system, Adaboost and XGBoost
have the highest G-mean and accuracy, according to experimental data. In dynamic and
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vote-based instances, the FL-based model with a big dataset achieves the same perfor-
mance as a centralised system, with a G-mean of 0.9743 and an accuracy of 0.9900. With
smaller datasets, the federated model obtains 100% overall accuracy in both dynamic and
static reputation instances. For dynamic reputation and vote-based federated models, a
higher detection performance results in a smaller average loss in terms of task values.
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Chapter 4

On Blockchain Integration into MCS
via Smart Embedded Devices

Blockchain is a digital ledger technology that enables numerous parties to maintain a decen-
tralised, secure, and tamper-resistant record of transactions and data. This decentralised
system eliminates the need for a central authority or middleman to verify transactions
[280]. The fundamental concept beside blockchain is that each block of data is sequen-
tially connected to the previous block, forming a chain of blocks. Each block contains a
record of multiple transactions which are validated and inserted into the chain by a group
of individuals called nodes. Once a block is inserted into the chain, it’s unable to be re-
vised or removed, ensuring the immutability of the data on the blockchain. Due to its
potential to revolutionise numerous industries, including finance, healthcare, and supply
chain, blockchain technology has acquired popularity. It provides transparency, security,
and efficacy, allowing for quicker, less expensive transactions with a lower risk of fraud or
error [195]. This chapter introduces blockchain-based MCS via embedded devices.

4.1 Blockchain technology in MCS system

Integrating blockchain technology into a traditional MCS platform introduces a new paradigm
that adopts the merits of blockchain characteristics such as decentralization, traceability
and immutability. Blockchain technology paves the way for the design of a decentralized
MCS system. While data is traceable and immutable in a blockchain-based MCS platform,
blockchain-based MCS systems overcome various vulnerabilities and improve MCS plat-
form in various ways such as improving worker reliability, introducing a fair evaluation of
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the rewarding procedure, preserving sensitive information, and reducing deployment costs
[93, 70].

In a nutshell, a blockchain consists of a number of records, named blocks, linking based
on cryptographic techniques along with a timestamp and transaction information. It is a
type of decentralized and distributed database of records that can be executed and shared
between different participating groups. Blockchain is straightforward to deploy as a decen-
tralized system. It can ensure security, primarily because it is distributed and eliminates
the need for a central control entity (e.g., a bank in a financial transaction) and, thus,
gets rid of the vulnerability resulting from a single point of failure [1]. Furthermore, an
immutable ledger is one of the valuable elements of blockchain technology; thus, mak-
ing an interaction both unalterable and traceable. Therefore, blockchains offer potential
opportunities to tackle MCS security and privacy vulnerabilities [03, 30].

A blockchain can be shared publicly between users to create a certifiable transaction
record. Moreover, registered users are allowed to add new transactions into a blockchain,
which can be reviewed openly at any time; but not changed except in the case of a certain
level of authenticity and authorization required to modify data in the chain [5]. As a result,
a blockchain contains an unchangeable and complete record within a given network and
shares among network sections. A Collective Agreement among system participants needs
any update to the blockchain, which cannot be deleted or changed from its original entry.
Every transaction is in a public ledger and confirms by a group of participating nodes in
the network. Finally, a verifiable and permanent record of every single transaction saves
in the blockchain. A blockchain has three fundamental properties:

1) Decentralization: A centralized entity is not needed to validate the truth to other
users in the system. Participant in a blockchain-based network enables obtaining the
previous records of transaction or confirming a new transaction. It means people coordinate
individual transactions without relying on a trusted authority [217].

2) Simplicity: by adopting a decentralized system, a blockchain eliminates the re-
quirement for and complexity of centralized management. Most importantly, blockchain
technology removes the traditional need for third party participation. Third parties lead
to potential drawbacks such as cost, risk, information, and control [5]. A blockchain cre-
ates a distributed system that achieves data integrity based on consensus without any
intervention from a central control unit or node in the network.

3) Transparency: Every node in a blockchain has access to the same records spread
across an extensive network for all to audit and inspect in real-time, consequently enhancing
blockchain transparency. Therefore, the requirement of proof of trust is decreased because
the transparency property makes network activities and operations highly visible. As a
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result, according to all parties’ collective agreement, the system records could be modified
and updated by anyone in the network; however, accepting a new block into the blockchain
requires meeting certain conditions.

4) Immutable: In the context of a blockchain, this stands for the following: once any
information has been stored in the blockchain, it cannot be tampered with using the
available mechanisms for that (e.g., hash value and proof-of-work) [279]. Section 4.1.2
introduces tamper-proofing of a a blockchain.

4.1.1 Internal structure of a blockchain and smart contract

In addition to a timestamp, a block contains three parts: a transaction data, a hash of
the current block, and a hash of the previous block. The hash is calculated when a block
is created and forms uniquely identifiable properties. The hash of a block is analogous to
fingerprints in that the hash uniquely identifies a block and its associated data. Therefore,
modifying the contents of a block changes the hash of the block. Thus, hashes are effective
and appropriate tools to detect any modification of data in blocks.

As noted, the hash of the previous block in use is used as a connector to that block.
This mechanism is effective in adding blocks into a blockchain and ensure the security of
the entire blockchain. Fig. 4.1, demonstrates three blocks connected in a blockchain. As
illustrated, every block contains its hash and hash of the previous block. Thus, block n+ 2
points to block n + 1, and block n+1 points to block n. The n = 0 block is the only block
that cannot point to a previous block. Therefore, block 0 has no previous hash, and the
first block is named the genesis block.

n n+1 n+2

Hash: 12345 Hash: a1111¢ Hash: b1114] Hash: c1111

[— .
Previous Previous Previous Previous
hash:00000 hash: a2222 hash: a1111 hash: b1111

Figure 4.1: Blockchain example

Smart contracts serve for storing contracts in a distributed ledger structure as proposed
by Nick Szabofor the first time [178]. A smart contract is a small program designed for
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digital verification, facilitation or enforcement of negotiation of service or performance
without involving any other trusted party [162]. Due to the elimination of external parties,
smart contracts are strong candidates t be used with blockchains [29], and they inherit
immutability properties of blockchains alongside their distributed properties. That said,
it is impossible to have the contract release the funds or terms because other parties on
the network will spot this attempt and immediately invalidate it. In [162], the authors
list several smart contracts applications such as supply chain, IoT, healthcare system,
insurance and financial system. Smart contracts are programmed to hold all received
funds until a specific and predetermined goal is reached. Because smart contracts are
stored in a blockchain, all records and transactions are distributed thoroughly.

4.1.2 Tampering prevention of blockchains

If someone is tampering with block n + 1, the block hash updates immediately. Conse-
quently, it causes block n + 2 and all following connected blocks to become invalid since
the hash of the previous block is different in these blocks. It means modifying data in
one block will make all consequent blocks invalid. On the other hand, the availability
of high-performance computing platforms offers parallel use of multiple processors, often
using large numbers of Graphical Processing Units [168]. This last reference also has
pointed out that it is possible to exploit advanced data mining capabilities, particularly
in cryptographic processes [30], when working with blockchains. That said, the possibility
of re-calculating the hash for all subsequent invalid blocks with the intent to re-validate
them cannot rule out. Therefore, solely relying on re-evacuating relevant hash codes is not
enough to prevent tampering.

The notion of Proof-of-Work (PoW) [121], a consensus mechanism, is introduced to
the blockchain to mitigate the re-evaluate problem. PoW is a preliminary condition for a
block to be accepted by network participants. Miners, who undertake the computing tasks
in reaching consensus, should complete a PoW for a block regarding access to all data in
the block. The difficulty with PoW is adjusted to limit the rate of generating new blocks.
PoW is a procedure to validate the inbound and outbound data against security attacks
such as Denial of Service (DoS) or spamming. The essential enabling factor of spam
or DoS attacks is low cost for malicious users. PoW comprises a set of proposals (e.g.,
upfront payment prior to messages, requirement for resource-intensive computation, and
numerous memory operations) to boost both computation and monetary costs[!41]. The
study in [141] demonstrates that PoW can be integrated with per-email spam mitigation
and source reputation to mitigate spamming mails more effectively than the traditional
anti-spam system. In the scenario of combining PoW with stepwise reputation mechanism,
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the system achieves 99% detection accuracy and 1% of false positives. Furthermore, in
applying cryptocurrencies (e.g., bitcoin), on average, 10 minutes of processing time is
needed to compute the required PoW and insert a new block into the blockchain [53]. This
time-consuming approach makes it challenging to tamper with the blocks as it would be
necessary to re-calculate the PoW for all subsequent blocks.

Thus, the security and robustness of the blockchain build on hash and the PoW mech-
anisms across blocks. Besides, blockchains also can be secured by deploying a peer-to-peer
network that allows new blocks to join it with the verification process. For instance, as
illustrated in Fig. 4.2, a new block n + 3 is to be added into the blockchain that contains
n + 2 blocks. The new block is verified by all blockchain users to assure that it has not
been altered or tampered. Once the block passes the verification, it is added by all users
into their blockchain.

Nodes in the same network reach consensus by agreeing on the validity of the blocks.
As a result, in order to tamper with a blockchain, an adversary needs to: 1) tamper all
blocks on the same chain, 2) re-compute a PoW for all blocks, and 3) reach an agreement
with more than 50% of the miners to rewrite the ledger, in order to reach consensus. If
the above three conditions hold, every node will accept the tampered block. However, the
probability of these three conditions lining up is considered negligible showing in tutorial
video in [57]; but not impossible in non-deterministic polynomial-complete time given mas-
sive computing resources coupled with collusion among a large percentage of miners. This
video [57] introduces blockchain technology briefly, including blockchain working procedure
and solving problems. In [57], the difficulty of tempering a blockchain is illustrated due to
PoW and consensus techniques.

4.1.3 Blockchain applications

Blockchains can be used in various areas. For example, based on attribute signcryption,
a blockchain-based clouding data sharing environment is designed to secure the data and
boost the efficiency [68]. The study in [10] demonstrates a blockchain-based certificateless
public-key signature system that uses bilinear pairing with the aim of supporting con-
ditional privacy-ensuring authentication during the message exchanges between vehicles
and infrastructures. This designed scheme minimizes the computation cost of generat-
ing signatures and verifying signatures and speeds up the verification process via batch
signature verification and aggregated verification. Blockchain technology is deployed in
WBANS using certificateless authenticated vital agreement [172]. In [102], the authors
present an UTXO-based blockchain that results in 2.9 to 4.5 times memory storage reduc-
tion. The study in [213] introduces a blockchain implementing using Hyperledger Fabric in
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Figure 4.2: Example of a new block adding into blockchain with four users

a crowdsourced energy system, where crowdsourcing is leveraged in the generation of small-
scale energy, as well as energy trading. It is worth to note that energy is crowdsourced
from sources like distributed energy providers or electric vehicles. Furthermore, financial
transactions can be remodelled using blockchain technology. The study in [235] outlines
an implementation of blockchain using Ethereum, a decentralized software platform that
enables smart contracts and distributed applications, one of which is a cryptocurrency.
Moreover, cryptocurrencies support funding and monetary system features. People can
use their cryptocurrency to trade with others for business purposes [232].

A benefit of blockchains can be found in the following bitcoin use case. A sender
transfers funds to a geographically located recipient in a foreign jurisdiction. Under the
traditional business model, the fund transfer requires a third party for the transfer. Remov-
ing this third party layer by replacing it with blockchain technology reduces transaction
costs and time. Thus, blockchain-based cryptocurrencies are beneficial compared to tradi-
tional transaction models because they are distributed, transparent, timely and eliminate
overhead. In addition to cryptocurrencies, electronic voting and recommendation systems
can utilize blockchains [120, 180, 20]. The authors in [180] investigate the loopholes of the
existing voting systems and the idea of a blockchain-integrated electronic voting system.
Meanwhile, they demonstrate challenges and obstructions when deploying blockchains in
electronic voting systems. The study in [120] discusses a blockchain-based approach to
alleviate two critical weaknesses (e.g., voter fraud and voter access) in current voting
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systems. With blockchain-enabled voting and recommendation systems, voter fraud is de-
creased, and voter access is raised. Thus, eligible voters who have allocated tamper-proof
identities and encryption keys could vote anonymously through their electronic devices.
Consequently, blockchains create tamper-proof audit trails, which can be integrated with
e-voting and recommendation systems [120]. Moreover, as reported by the study in [20],
an innovative e-voting system is implemented by leveraging open-source blockchains. The
blockchain-based system can be utilized for both recommendation systems and elections
considering particular standards. The proposed system is safe, reliable, and anonymous,
contributing to raising on-line voting and increasing the number of voters who trust an
e-voting system. In [163], blockchain-based recommendation systems are introduced which
satisfy the requirement of various parties (e.g., government and companies) in terms of the
security level applied to specific information.

Blockchain can address various vulnerabilities, for instance, using smart contracts to
grant authority on access to IoT data. A survey paper [224] focuses on security issues in
IoT systems and lists blockchains-based solutions to IoT systems including 1)data trust-
worthiness [139], 2) information privacy [11], 3) fault tolerance [179], 4) elimination of third
party threats [22], 5) access management [187]. The study [78] demonstrates DoS attacks
mitigation in [oT system using blockchain techniques. Besides, some studies tackle the
decentralized data ownership issues in IoT [138]. Collection, storage, and validation are
the building blocks of a provenance system, and the introduction of a blockchain network
ensures tamper-resistance and accountability of the tasks across computing resources [12].
Furthermore, high volumes of [oT data saving and preservation can be made possible via
blockchain-based solutions [131]. Finally, the authors in [229] demonstrate a methodology
for designing IoT-cloud environments using blockchain. Blockchain technology introduces
opportunities to deploy a decentralized MCS platform quickly that would address several
vulnerabilities (e.g., personal information leakage in centralized server) in a centralized
MCS platform.

4.2 Practical Byzantine Fault Tolerance-based Robust-
ness for MCS

Based on the analysis of the benefits of blockchains listed earlier and perspective blockchain-
based applications, this thesis introduces blockchain integration into an MCS system, in
order to build a decentralzied MCS platform instead of a conventional centralized one. A
sensing task contains sensitive information (e.g., distribution location, distribution time,
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recruitment requirements, and awards) that could be modified and tampered with by at-
tackers. The malicious users aim to impact the recruitment process and data evaluation
procedure to improve the probability of being selected and getting more rewards. It is crit-
ical to store sensing tasks scrupulously to avoid task data tampering. However, most of the
related works do not discuss tampering with the sensing in MCS systems. To the best of
our knowledge, this work presents the first study to introduce the integration of blockchain
technology into an MCS system to prevent sensing task data from being tampered with.
Furthermore, based on the literature, blockchain offers a robust solution to overcome the
vulnerabilities of a centralized system such as the single point of failure and potential data
breach. A common issue with MCS is that an MCS system is generally designed and built
in a centralized manner. With the motivation to address the issues with the centralized
MCS system, a blockchain-enabled MCS framework is designed to build a decentralized
protection framework for an MCS system. As a consensus algorithm is the core entity of
a blockchain, this work selects the Practical Byzantine Fault Tolerance (PBFT) consensus
in blockchain because of its lightweight nature and suitability for resource-limited environ-
ments such as mobile phones. Lastly, to raise fake task detection accuracy, an ensemble
learning approach is implemented in the blockchain network that inherits the benefits of
multiple ML algorithms (i.e., base estimators) for precise decisions.

4.2.1 Thread model and the proposed system overview

There are three entities in a conventional MCS framework: requesters, a centralized MCS
platform, and participants. An MCS activity begins with a requester initiating sensing
tasks that are submitted to the MCS platform. In the next step, the MCS platform
collects tasks (task assemble and storage) and distributes to participants for recruitment
(i.e., task-participant matching). The Data Flow Diagram (DFD) in Fig.4.3 illustrates the
data flow for task submission, task collection and distribution. Meanwhile, trust bound-
aries are illustrated to demonstrate the elements that are confronted by security threats.
Threat modeling is a structured way of analyzing and solving problems to identify, quan-
tify, and respond to threats, using abstract approaches to anticipate potential risks. Fig.
4.4 presents threat identification via ST RIDFE thread model. STRIDE threat modeling
is a threat modeling method proposed by Microsoft to classify the threats under Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service (DoS), and Elevation of
data Privilege [35]. STRIDE threat model can almost cover most of the current security
problems. Traditional MCS systems are vulnerable to various threats. When STRIDFE
threat model is applied to analyze each element in DFD, the threats that are identified
can be summarized as shown in Fig. 4.4. Just to mention one, participants may temper
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and spoof collected data in order to maximize rewards. It is almost impossible to have
a single solution against all these threats in an MCS system; hence, this work focuses on
data tampering and DoS attacks via flood of fake tasks in MCS platforms and data storage
(with a red tick in Fig. 4.4).

An innovative blockchain-enabled MCS framework is proposed to address data tem-
pering and DoS threads as shown in Fig. 4.6. The proposed system consists of three
main components: requesters (e.g., malicious requester and regular requester), an a de-
centralized MCS platform, and participants. Requesters and participants show the same
responsibilities as in a conventional MCS framework. Fig. 4.5 illustrates data flow of the
proposed system. In the proposed system in Fig. 4.6, the malicious requester is malicious
entity in the system, who attacks MCS system via submitting fake tasks. A fake task
drains more energy from participants’ devices and clogs the MCS platform to prevent the
MCS platform from providing services to normal users, which is one of the most critical
threats in the MCS systems [272]. Fake task attack will clog MCS platform to make it
out-of-service for normal requesters so fake task attack is a kind of DoS attack.
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The role of the proposed MCS platform provides functions to collect submitted tasks
from the requester and distribute tasks to participants, which is the same as a conventional
MCS platform. Furthermore, it also contains a function to detect fake tasks via an ensemble
learning approach and save tasks into a blockchain network. On one hand, the ensemble
model prevents fake task to clog MCS platform so it is an effective approach to avoid
DoS attack. On the other hand, blockchain technique is born to prevent from sensing task
tampering. Sensing tasks, regardless of their legitimacy, are transactions of the blockchain-
based decentralized MCS platform. Data of fake tasks look similar to legitimate tasks
which does not bring security issues to blockchain until saving them in the MCS platform
or distributing them across participants. It means that blockchain taking either fake or
legitimate task data to calculate cryptographic hash will pass verification. The blockchain-
based MCS platform replaces a centralized MCS platform to communicate with requesters,
which prevents the single point of failure issue in a centralized MCS platform. In the
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designed MCS platform, there is no single party that has authority to control all such as
collecting sensing tasks or distributing task to participants. Meanwhile, there is no single
party that makes arbitrary changes to the blockchain’s data or rules. Decisions are typically
made through consensus by involving network participants. This makes the MCS platform
decentralized. As shown in Fig. 4.6; if a task is estimated as legitimate, the blockchain
provokes the PBFT protocol to determine whether the transaction/task can be added to
the blockchain. Meanwhile, the predicted legitimate tasks are distributed to participants
for recruitment and executing the subsequent procedures in MCS. On the other hand, a
task predicted as a fake is dropped, and the PBFT processes are not triggered. Since
PBFT tolerates inactive nodes to reach consensus, the proposed system is robust enough
to resist node faults.
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4.2.2 Problem definition

This work pays attention on three issues: 1) to design a fake task detection method appli-
cable for a decentralized MCS system in order to protect participants and MCS server, 2)
to save legitimate sensing tasks into a blockchain network to avoid task data tampering,
3) to tolerate faulty devices with motivation to build a robust and sturdy MCS system.
For defining the problem more precisely, we firstly introduce the parameters required for
problem formulation.

In this work, an ensemble learning approach is designed to estimate the legitimacy of
tasks. Prediction accuracy is a significant metric to evaluate the detection performance.
The number of fake tasks and legitimate tasks is denoted as T and T;, respectively. A
task may be estimated as a legitimate one that can be either accurate prediction or false
prediction, which necessitates the analysis of the number of fake and legitimate tasks.
Parameters w and v stand for the number of legitimate tasks under correct prediction and
the number of fake tasks under incorrect prediction, respectively.

To save sensing tasks into the blockchain, two evaluation metrics, namely Ratio of Fake
Tasks (RoFT) and Ratio of Legitimate Tasks (RoLT'), are used to evaluate blockchain’s
ability to save legitimate and fake tasks. RoF'T is the number of fake tasks saved success-
fully over total fake tasks. RoLT is the number of legitimate tasks saved successfully over
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total legitimate tasks. The objection of blockchain to store task data is to protect legiti-
mate task data from tampering rather than fake tasks. Therefore, Our purpose is to ensure
that the minimum fake and the maximum legitimate tasks are stored. Consequently, the
smaller RoF'T" and the higher RoLT are better performance indicators for the proposed
system. As presented in Fig.4.6, a task predicted as a legitimate one would be sent to the
blockchain network, triggering consensus procedures.

Meanwhile, a task would be stored in the blockchain if it obtains an agreement (consen-
sus) from the blockchain. Blockchain consensus procedures rely on the number of workable
blocks so N, k, and t are used to represent the total number of nodes, the number of faulty
nodes, and the number of workable nodes in the chain, respectively.

With a motivation to ensure MCS system robustness, PBFT consensus is applied,
which tolerates faulty nodes to reach an agreement in a blockchain. Individual nodes could
be inactive (e.g., unstable network during consensus procedures), namely faulty nodes.
PBFT resists several faulty nodes if the number of faulty nodes is less than 1/3 total
nodes. Therefore, k should be less than 1/3 to reach a consensus under PBFT. Meanwhile,
fault probability (p) for each node in a blockchain is considered. The probability that the
blockchain reaches an agreement for a task is denoted by the parameter ps. In order to
compare the proposed decentralized framework, the probability of a task saved successfully
in a centralized MCS system and non-fault tolerant (NFT) (without PBFT) MCS systems
are presented, represented by p. and p,,f, respectively. RoLT / RoFT is compared in three
scenarios as following:

e Under different task detection methods among ensemble learning and base ML algo-
rithms (e.g., SVM, Adaboost, KNN, Decision Tree)

e Under different system architectures such as centralized and decentralized systems

e Under PBFT-based Fault tolerance systems and N F'T" systems

Table 4.1 lists symbols and notation commonly used in the rest of Section 4.2.

Proposed MCS Framework

A decentralized MCS system is proposed integrating blockchain technique, which relies
on a PBFT protocol to achieve consensus for a single data value (a task submitted by
requester) among the distributed nodes in the blockchain. It means a task can be saved
in the MCS platform determined by the PBFT procedures. Indeed, PBFT consensus
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Table 4.1: Symbols and Notations

P Fault probability for each node in the blockchain
N Total number of nodes in the blockchain
k Number of faulty nodes tolerated by PBFT to reach consensus
t Number of active nodes in blockchain
Dt Probability for achieving consensus under PBFT
Dnf Probability for achieving consensus without fault tolerance
De Probability for a centralized system deciding a transaction if saving
w Number of legitimate tasks with correct prediction
v Number of fake tasks with incorrect prediction
Ty Number of fake tasks in test dataset
T, Number of legitimate tasks in test dataset
RoFT Ratio of Fake Tasks
RoLT Ratio of Legitimate Tasks
NFT System Non-fault tolerant MCS system
CL System Centralized (CL) MCS platform

needs time for calculation to achieve agreement; therefore, prompt elimination of fake task
submissions is not expected from the system. However, when MCS tasks are handled in
a participatory manner, task-participant matching is not necessarily done immediately.
More so, task-participant matching involves some computational overhead to determine
rewards and reach an equilibrium in terms of the (reward) utilities of the participants and
utility of the MCS platform. In other words, a sensing task seeks and reserves the resources
of an MCS system in a future time slot. Therefore, it can be anticipated that PBFT can be
applied between the task submission time and participant-task matching in parallel to the
game/incentive theory-based optimization models empowered to select the participants.
The proposed framework is designed to pledge for fake tasks detection using the ensemble
learning algorithm in the blockchain. The voting-based ensemble learning approach is
proposed for preventing malicious sensing tasks. In this work, four blocks are selected
randomly for arranging Adaboost, KNN, Decision Tree (DT), and SVM. The study in [99]
demonstrates energy consumption using a smart controller representing an edge device in
an [oT system that deploys a Random Neural Network (RNN). A Random NN algorithm to
estimate the occupancy and project mean vote-based setpoints for heater, conditioning, and
HVAC management is embedded into the smart controller. The author demonstrate 30.16
KWh in the smart controller with the Random NN. In this work, the types of the nodes in
the blockchain are not specified so it is difficult to obtain an accurate energy consumption.
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Nodes in the blockchain network are similar to devices in the referred system, that are
battery-powered edge equipment. Therefore, it can be expected that energy consumption
of the devices in blockchain network could be close to 30.16 KWh even when deploying
the machine learning algorithms. An Aggregator collects individual ML model prediction
results and makes a final decision based on the majority rule. If the Aggregator predicts a
task as legitimate, PBF'T consensus processes are triggered in blockchain to decide whether
this task can be added to the blockchain.

PBFT-based Blockchain-Driven MCS

PBEF'T is selected as the consensus protocol in the proposed blockchain. PBFT addresses
a fundamental problem that computing nodes in a distributed network agree on a decision
on whether some of the nodes fail or act dishonestly [135]. BFT is a property of a system
rather than an algorithm itself. PBFT reaches a consensus for transactions if less than
1/3 nodes in the blockchain are inactive/failed. Fig. 4.7a shows an example blockchain
with 5 nodes. Nodel is a leader/primary node in this chain, the only node communicating
with clients. The primary node is selected randomly or taking turns among all the nodes.
This means that the client communicating with all nodes in the blockchain shares the
same probability rather than communicating with one node. If Nodel does not work, a
new leader node will be selected randomly among the remaining 4 nodes and continues
communicating with the client in this example. Therefore, the failure of one node does not
affect the operation of the entire system. A client does not communicate with a fixed entity.
All entities can handle the requester’s tasks uniformly in a decentralized MCS platform
whereby the single point of failure is addressed. Fig. 4.7a shows an example with one client,
representing a MCS requester. Indeed, there should be various requesters communicating
with the blockchain who have sensing tasks to be added in the blockchain. In a general
manner, clients in a blockchain are the people who have new transactions waiting to be
added to the blockchain. In this work, clients are requesters (either malicious or regular
requesters), and transactions are sensing tasks.

In a PBFT based blockchain, the calculation and decision-making processes are per-
formed by a group of nodes that participate in the consensus protocol. It differs from PoW
or PoS blockchain. PBF'T based blockchains do not have miners. Instead, PBFT operates
on a different consensus mechanism that relies on a set of replica nodes to reach consensus.
PBFT protocol consists of 5 processes for reaching consensus as shown below [134]:

e Request: Client/Requester sends a new transaction/sending tasks to the Leader
node, which is an initial step.

82



@

Client With
Transactions I Node 1
(Leader)
I (AN Node 5
| (Faulty)
L - J
(a) Clients communicates with blockchain.
Request i Pre-prepare i Prepare i Commit i Reply i
Client | | | | |
I I I I
| | | | |
Node 1 ! : : : :
(Leader) ] ] T
| |
Node 2 :N//v M // !
| |
Node 3 ! !
| |
| |
Node 4 | |
| |
Node 5 : :
(Faulty) T :
I |

(b) PBFT working procedure (reproduced from [200])

Figure 4.7: An example of a 5-nodes (1 faulty node and 4 normal nodes) blockchain and
PBFT working procedure
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e Pre-prepare: A Leader node is selected randomly, who sends Pre—prepare message
to other nodes. A node accepts the Pre — prepare message so long as it is valid. A
Pre — prepare message contains a sequence number, signature, and other metadata
that allows nodes to determine message validity.

e Prepare: If a node accepts the Pre — prepare message, it sends out a Prepare
message to everyone else. Prepare messages are accepted by receiving nodes after
verifying their validity with respect to the sequence number, signature, and other
metadata. A node will be considered as Prepared if it has seen the original request
from the leader node, pre-prepared, and seen no less than 2k Prepare messages that
match its Pre — prepare message. Here, k stands for the number of Byzantine faults.

e Commit: After the nodes are prepared, they send out a Commit message. If a node
receives 2k C'ommit message, they can carry out the Client request.

e Reply: The Client waits for 2k + 1 of the same Reply message. Since the maximum
number of Byzantine faulty nodes is k, the number of received Reply messages needs
to be at least 2k 4+ 1. This ensures that the response is valid.

Fig. 4.7b demonstrates a consensus example in a 5-nodes blockchain. In this example,
FaultyNode drops out due to lose network connection, and it cannot reply to any message
in the following steps. In this work, we define a faulty node as the one which can not reply
to messages during PBFT consensus procedures. Thus, the faulty nodes are excluded from
PBFT consensus automatically. However, the Leader node does not know that yet, who
still sends Pre — prepare message to the inactive node. In this example, the number of
Byzantine faulty nodes k is 1, which is less than 1/3 of faulty node (1.6). Meanwhile,
1 is the maximum faulty node for PBFT to make consensus under total 5 nodes chain.
Therefore, the example of a 5-nodes blockchain can theoretically achieve consensus with 1
Byzantine faulty node.

Consensus in the PBFT-based MCS Framework

The number of faulty nodes is k, which needs to be less than one-third of total nodes N
for PBFT to reach an agreement.

(4.1)

Wl =

k<
N
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Maximum value of k satisfying (4.1) can be defined as

kmaz = (% —1] (4.2)

where the ceiling function [-] maps z to the smallest integer greater than or equal to .

Total number of nodes N can be written as the sum of the number of faulty nodes k
and the number of active nodes t as

N=k+t. (4.3)

Obviously, the number of active nodes sets the relation between the total number N
and the number of faulty nodes as
t=N—k. (4.4)

where t denotes the number of active nodes in a blockchain network, that are involved in
validating a transaction in the PBFT. Meanwhile, from (4.1) and (4.3), a relation between
the number of faulty nodes and the number of active nodes is obtained as

t>2k+1, (4.5)

It means that PBFT reaches agreement should satisfy the number of workable nodes greater
than two times of the number of faulty nodes.

Provided that each node has a fault probability p, under constraints 0 < p < 1, a node
has workable status probability (1 — p). The PBFT protocol achieves consensus with a
probability ps, under the constraint (4.5). A PBFT can reach an agreement with 0 faulty
node, 1 faulty node, and up to k., faulty nodes.

If the number of faulty nodes is i, it says ¢ node(s) is/are inactive and other nodes
(N — i) work well. The i faulty nodes are selected randomly among all nodes so the
number of combination of IV items taken ¢ at a time needs to be considered as formulated
as

C{N,i —N! 4.6
{ ’Z}_(N—i)!i! (4.6)

Thus, a system probability with ¢ faulty nodes is generalized as
Py = C{N, i}p'(1 = p) 7. (4.7)
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If there is 0 faulty node, it means all nodes in workable status. In this case, Equation (4.7)
turns out to be

pp=01-p" (4.8)

As a PBFT-based system tolerating k,,.. faulty nodes, it means that the system where
PBFT reaching an agreement consists of cases of system with all workable nodes, 1 faulty
node, 2 faulty nodes, and up to k.. faulty nodes. Probability of a PBFT-based system to
make consensus successfully with & faulty nodes is the sum of probabilities of each faulty
node case up to k faulty nodes.

k
P];ft = Zpi’t (4.9)
i=0
From (4.7), (4.9) turns out to be
k . .
pr=>» C{N,i}p'(1—p)™ (4.10)
=0

(4.10) represents consensus probability of a PBFT system that depends on node faulty
probability p, total number of nodes N and the number of tolerated faulty nodes k. With
particular p and N, the maximum probability of a system reaching an agreement under
PBFT is determined. As p is restricted between 0 and 1, pjct should not be a negative
value. Thus, py; results in peak value when £ is the maximum one with specific p and V.
Therefore, (4.10) is re-formulated as

kmam

P =Y C{N,i}p'(1 - p) ™) (4.11)
=0

We always consider the maximum probability of a PBFT-based blockchain to reach an
agreement so to simplify it, expression py; is used to instead of p7,** under constraints of
k the same as k,qz-

In order to compare with the proposed system, N F'T" and centralized systems are con-
sidered and formulated. An N-nodes decentralized system without fault tolerance (N FT')
results in system working probability p,s as shown in (4.12). It means every node should
be valid with probability (1—p). Thus, a N-nodes N F'T system contributes the probability
N power of 1 — p.

pas = (1=p)", (4.12)
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where demonstrates a N F'T system workable probability depends on system scale (N) and
individual node fault probability (p).

As to a centralized system, it contains one node to decide a task is being stored or
abandoned which is the same as a conventional centralized MCS system. A traditional
MCS platform is a center entity to communicate with requester and participants. If the
centralized MCS platform does not work, the entire MCS system stops working. Therefore,
working probability of a MCS framework is the same as working probability of the node
(1—p).

pe=1-p (4.13)

Therefore, a task storage probability p, defined in (4.14) depends on system architecture
(e.g., centralized, PBFT-based blockchain, NFT system).

Sk C{N,i}pi(1 — )™= PBFT
ps=4 (1=p)", NFT (4.14)
1—p, Centralized

As to task saving to blockchain network, it rely on probability of a system to allow
saving a task (ps) and prediction prediction results. As introduced in system architecture
Fig. 4.6, the tasks predicted as legitimate are send to blockchain network and trigger PBFT
consensus procedures. Legitimate tasks could be predicted correctly by ensemble learning-
based approach, that are transferred to blockchain. Meanwhile, fake tasks estimated as
legitimate will be sent to blockchain as well, which is side effect by ensemble learning
model due to non-100% prediction accuracy. The proposed framework aims to save more
legitimate tasks and less fake ones. RoLT and RoF'T are utilized for evaluating system
performance of task saving, which are formulated in (4.15) and (4.16), respectively.

RoLT 2 ps%, (4.15)
l

where w is the number of legitimate tasks predicted accurately and T; is the number of
legitimate tasks in test dataset.

RoFT 2 p,—, (4.16)

Ty
where v is the number of fake tasks predicted as legitimate ones and 7 is the number of
fake tasks in test dataset. (4.15) and (4.16) represent RoLT and RoF' depending on task

detection performance and system architectures.
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Applying Ensemble Learning into PBFT-driven Blockchain-enabled MCS Sys-
tem

Although various studies have demonstrated ML-based methods for fake task identification,
the detection performance could be improved further. Ensemble learning models have
proven to result in more promising performance than individual ML algorithms [210]. In
this work, an ensemble learning is designed and combined with the PBFT-based blockchain
which aims to identify fake tasks accurately. The ensemble learning method consists of four
different ML algorithms (e.g., Adaboost, KNN, DT, SVM), deploying in four blocks in the
blockchain. Each block have the same training dataset to train individual ML models and
make predictions independently. Meanwhile, an ensemble learning approach comprises a
centralized server entity, namely the aggregator. The aggregator collects base-estimators
prediction results and makes a final decision. Therefore, the centralized aggregator still
has single-failure issue. It means if the entity does not work, the introduced system can
not identify fake tasks. The designed ensemble learning approach in the decentralized
MCS platform is illustrated in Fig. 4.6. A block is considered a decentralized device that
contains a base classifier. Meanwhile, individual ML estimation results are uploaded to a
server which is the Aggregator module in Fig. 4.6. Based on the majority voting rule, the
final decision is decided by the Aggregator. According to Fig. 4.6, the Aggregator decision
is sent back to decide if PBFT consensus executed or not. If the Aggregator estimates the
task as fake one, system drops it; otherwise, the PBFT is triggered to determine if this
task can be saved in the blockchain.

Implementation of Blockchain with PBFT protocol

In this work, Python version 3.9 is used with some useful libraries such as aiohttp and
hashlib to implement PBFT in a blockchain. In implementation of the PBFT protocol,
all messages including Request, Pre — prepares, Prepare, Commit, and Reply, contains
Client request data and other data for message verifying as introduced in Section 4.2.2.
Therefore, Client transactions/tasks are distributed to all nodes after Pre — prepare mes-
sage. ML algorithms utilize training data but training does not require the entire consen-
sus procedure in the blockchain. Therefore, training data assembles during Request and
Pre — prepare steps rather than entire PBFT processes as illustrated. in Fig. 4.8.

Tasks in the test dataset go from Request step to Reply step in PBFT consensus
protocol to reach consensus in the blockchain as shown in Fig. 4.7b. Fig. 4.9 illustrates
a fragment of the blockchain we implemented, including the genesis block and the first
block with sensing task data in it. A genesis block is an initial block of a blockchain that
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Figure 4.8: Training dataset accumulation in individual nodes in blockchain after Request
and Pre-prepare messages of PBFT

typically does not contain particular data. Blocks are linked together via cryptography.
Block 1 is the one after the genesis block and links the genesis block, so the previous hash
of block 1 is the same as the hash value of the genesis block. Each block consists of five
parts as follows.

e Hash: Cryptographic hash is calculated according to data saved in this block.
e Index: It stands for a unique block index in the blockchain.

e Previous hash: Block links to the block which contains hash value the same as this
value.

e Timestamp: Block generates time.

e Transactions: It stands for data saved in this block. In this work, sensing tasks save
in blocks. Meanwhile, client index is saved since more than one clients/requesters
are allowed to send tasks to blockchain. Blockchain also assigns a unique index for
each transaction for easy tracing and separating.

From Fig. 4.9, a block (except the genesis block) saves 5 tasks with a client ID and an
unique ID for every MCS task. For instance, [0,2] stands for Client 0 submitting a task
assigned with a unique ID 2 by blockchain. It means that task 2 data is a part of block 1
and verified by PBFT consensus protocol in the blockchain. Meanwhile, both fake tasks
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"hash": "859a66ab9c0d5c415blflcab7db8554c8b5de27bb3a7£f91beadfasfd22eaedc3”,
"index": 1,
"previous_hash": "724d22633c6dellea385753a340a7e13996064251fea63252b8e78658ce6ab23",
"timestamp": "Mon Apr 11 21:48:20 2022",
"transactions": [
[
"[o, 01",
"MCS tasks ['ID,Latitude,Longitude,Day,Hour,Minute,Duration,RemainingTime,Resources,Coverage,OnPeakHours,GridNumber,Ligitimacy']"

"o, 117,
"MCS tasks ['l14,48.36682189,-81.43076265,5,13,13,60,60,10,100,FALSE,151699,1']"

"to, 21",
"MCS tasks ['20,48.53052149,-81.39285937,5,3,12,40,40,2,100,FALSE,436073,1']"

"to, 31",
"MCS tasks ['22,48.47408561,-81.32675138,5,7,30,10,10,7,100,TRUE,341291,0']"

"to, 41",
"MCS tasks ['36,48.60305844,-80.88628052,5,8,44,50,50,4,100,TRUE,568838,1']"

"hash": "724d22633c6dellea385753a340a7e13996064251fea63252b8e78658ce6ab23",
"index": 0 v
"previous_hash": "0",
"timestamp": 0,
"transactions": [
"Genesis Block"

Figure 4.9: Fragment of PBFT-based blockchain for task storage under Timmins dataset

Table 4.2: Distribution of training and test datasets. Leg: Legitimate

Training | Test Training | Test

Fake 82 15 Fake 1572 101

Timmins | Leg 750 153 || CR | Leg 10422 | 2389
Total 832 168 Total | 11994 | 2490

and legitimate tasks are saved in the blockchain. For example, Fig. 4.9 demonstrates that
the transaction in [0, 3] saves a fake task with last field 0 whereas the last transaction in
[0, 4] stores a legitimate task with last field 1. Blockchain aims to resist data tampering;
hence, it is difficult to determine task legitimacy during the cryptographic hash procedure.
Therefore, both fake task and legitimate task can be saved successfully in the blockchain,
when ensuring task data consistency and intact. In this work, we consider all tasks are
original and intact without tampering.

4.2.3 Performance evaluation

This section presents performance evaluation under Timmins and CR datasets. Initially,
starting with measuring a system probability of saving a task, it considers various system
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architecture, node fault probability, and system scales. Then, ensemble learning-based
prediction results are presented, and fake task saving results RoF'T and legitimate task
saving results RoLT are demonstrated.

Blockchain network performance

Blockchain network performance is critical to evaluate the proposed framework. In this
subsection, we evaluate the blockchain state in terms of average block size, blockchain size,
total blockchain creation time, individual block time, hash rate, and the number of blocks
committed in 30 minutes. To illustrate a specific real world example, the test in this work
is executed in MacBook Pro (13-inch, 2020, Two Thunderbolt 3 ports), with the follow-
ing hardware configuration: processor (1.4 GHz Quad-Core Intel Core i5), memory (8 GB
2133 MHz LPDDR3), and graphics (Intel Iris Plus Graphics 645 1536 MB), that indicates
the rated power as 60.9W (voltage 20.3V and current 3A). Thus, blockchain network per-
formance depends on the test environment. We take a 5-node blockchain as an example
to present the test results and consider latency to represent transmission delays. Trans-
mission delays are commonplace in practise that may be caused by a number of factors
relating to the characteristics of the equipment and network configuration, as well as net-
work disruptions. In this study, latency is assumed to follow uniform distribution in range
0 to 1 second. It means a node needs to wait for the delay time (latency) after receiving
PBFT messages prior to processing the obtained message. When evaluating the perfor-
mance of a blockchain network, it is assumed that all tasks from the test dataset are sent
simultaneously. This assumption is rooted in the scenario where multiple requesters, both
sending fake and legitimate tasks, submit their requests to the decentralized MCS plat-
form concurrently. The intention behind this is to streamline the calculation of blockchain
network performance, eliminating the need for waiting periods for incoming transactions.
Regarding the number of generated blocks in 30 minutes, the criteria is justified on the
basis of the study in [158]. As for the blockchain size, we calculate total bytes in the chain.
Meanwhile, average individual block size is the total size of the blockchain divided by the
number of blocks. Total time stands for the time elapsed while the blockchain generates
all blocks. Therefore, single block time is the total time divided by the number of blocks.
A hash rate is the number of calculations that can be completed per second. In this work,
SHA — 256 algorithm [157] is used to calculate the hash. Hash rate is calculated as the
total bytes saved in a block divided by the execution delay of the SHA-256 algorithm.
According to the results of the blockchain network, it can be seen that a single block size
is close to each other under the CR and Timmins datasets. Furthermore, tests under the
Timmins dataset leads to a longer time of single block time as 8.59s than CR as 6.56s.
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Table 4.3: Blockchain network performance. TSize: total blockchain size (byte), SB: single
block, TTime: total time (s), HR:HashRate ((MH/s)

TSize | SB Size | TTime | SB Time (s) | HR | Number of Blocks
CR 856330 1178 2351 6.56 1.55 201
Timmins | 41846 1196 138 8.59 1.65 275

Meanwhile, a higher hash rate is obtained under the Timmins dataset with 1.65 MH /s than
1.55 MH/s in CR dataset. Test results are presented in Table 4.3. However, reaching con-
sensus in a blockchain network requires computation that leads to high cost. Mitigating
blockchain costs is an important consideration, especially in public blockchain networks
where transaction fees and operational expenses can be significant. Exploring cost-cutting
measures for the proposed PBFT-based blockchain system has not been examined yet, but
it unquestionably represents a significant area for future research.

Probability of saving a task

The probability of storing a new transaction is presented in (4.14), which depends on the
system architecture. From (4.14), we can see the probability of saving a task depends
on the scale of a system (represented by the number of nodes N), individual node fault
probability (p), and the number of faulty nodes k. We consider N as 5, 10, 15, or 20 and
p as 0.1, 0.2, 0.3 to evaluate performance later.

As introduced in (4.11), consensus probability of a PBFT-based system depends on
the maximum number of faulty nodes k.., under particular system scale N and node
fault probability p. The maximum number of faulty nodes k,, .. tolerated by PBF'T can be
obtained on the basis of (4.2),that is 1, 3, 4, 6 for the blockchain with a total of 5, 10, 15, 20
nodes, respectively. A blockchain network can be scaled by enlarging the number of nodes
in the chain. In this thesis, the largest number of nodes in the blockchain network is 20.
Meanwhile, according to (4.4), ), the number of active nodes is measured as 4, 7, 11, and
14 for the blockchain with a total of 5, 10, 15, 20 nodes, respectively. With a particular
node fault probability p, k.. and a total number of nodes N, it is straightforward to
compute the maximum probability of storing a task in a PBFT-based system using (4.11).
Meanwhile, probability of a task being stored in a centralized system and a N FT system
is calculated according to (4.14) as shown in Table 4.4. We can see that the higher node
fault probability (p) leads to a lower probability of saving a sensing task for all three
systems. Meanwhile, a PBFT-based system results in a higher probability of saving than a
NF'T system. This shows the advantage of PBFT over N F'T systems. Especially for large
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Table 4.4: Probability of a task being stored in PBFT-based blockchain, centralized system

and NF'T system. N stands for the number of nodes in a system.

PBFT | NFT PBFT NFT PBFT NFT PBEFT NFT Cen

(N=5) | (N=5) | (N=10) | (N=10) || (N=15) | (N=15) || (N=20) | (N=20) || (N=1)
p=0.1 0.919 0.590 0.987 0.349 0.987 0.206 0.998 0.122 0.9
p=0.2 0.737 0.328 0.879 0.107 0.836 0.035 0.913 0.012 0.8
p=0.3 0.528 0.168 0.650 0.028 0.515 0.005 0.608 0.001 0.7

scale systems (e.g., N=20), PBFT is significantly superior to its side-effects. For instance,
PBFT contributes 0.998 probability while N FT results in 0.122 one when N equals 20
and p is 0.1. When PBFT is compared to a centralized system, PBFT contributes to a
higher probability than a centralized one when p is 0.1. When p equals 0.2, a large scale
blockchain network (N greater than than 5) outperforms a centralized system. However,
a centralized system performs better when node fault p is 0.3. Specifically, a centralized
system contributes 0.7 probability when compared to 0.528, 0.65, 0.515, and 0.608 via
PBFT-based blockchain under p as 0.3.

Task detection performance

Ensemble learning model is designed to detect fake tasks as introduced in Fig. 4.6.
Adaboost, KNN, DT, and SVM algorithms are arranged in four different blocks in the
blockchain, which outputs prediction for task legitimacy independently as shown in Fig.
4.6. As introduced in Section 4.2.2, each block contains a copy of the same training set to
train the deployed ML model. In this work, these four models assemble the same samples
which are collected in PBFT Request and Pre — Prepare messages. The training dataset
distribution is described in Table 4.2. Individual ML model prediction is transferred to
a server (an Aggregator) to make a decision via simple majority voting. Specifically, if
two or more than two ML algorithms predict a sample as legitimate, the Aggregator de-
cides that the sample is legitimate; otherwise, the Aggregator marks the task as fake. Fig.
4.10 demonstrates accuracy by individual ML algorithms and vote-based ensemble learning
approach and Table 4.5 presents confusion matrix. The ensemble learning method outper-
forms the individual ML algorithms by achieving up to 0.99 accuracy whereas Adaboost,
KNN, DT, and SVM achieve 0.98, 0.93, 0.96 0.911, respectively, under Timmins dataset.
On the other hand, under the CR dataset, the ensemble learning approach demonstrates a
detection accuracy of 0.91 more than KNN 0.87 and DT 0.88. However, the ensemble learn-
ing method performs worse than SVM 0.96 because SVM predicts all tasks as legitimate
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as shown in Table 4.5. The ensemble learning approach in the proposed blockchain-based
framework makes decisions based on the results of four legacy ML algorithms. Therefore,
the runtime of the ensemble learning comprises individual ML model prediction times and
the aggregator’s decision-making time. Fig. 4.11 presents the runtime of the proposed
method and base ML algorithms. By utilizing powerful computing resources, aggregator
decision time is significantly shorter than that of the base ML classifier training and infer-
ence time. Therefore, ensemble learning time is approaches the maximum time of the base
algorithm, which is 2.6s under the CR dataset and 1.15s under the Timmins dataset. The
assumption here for the proposed ensemble learning is that the ensemble learner predicts
fake tasks immediately and does not take into account blockchain computation time. It
woul be invaluable to consider the latency for blockchain in calculating in the future work.

Regarding energy consumption, a computing node consumes energy as described by

the equation
W == P X At

, where P stands for power and A; denotes the operational duration of the device. For
the sake of simplicity, we use the rated power to represent P that is a fixed value for a
device. It means traditional ML models and the proposed ensemble method share the same
power in measuring energy consumption. Furthermore, under the same P, the operational
duration of a device A; can be utilized to compare the energy consumption of various
methods based on the energy (W) formulation.

The inference time of the base ML algorithms is presented in Fig. 4.11. However, the
proposed ensemble learning depends on four ML models estimation results; hence, it is
contributed by all base ML algorithms. The ensemble learning energy consumption is the
total of the four ML algorithms. Thus, the time of ensemble learning model is sum of the
working durations of four base ML models.

With generic power P and methods working duration in Fig. 4.11, energy consumption
is presented in Fig. 4.12. As introduced before in this chapter, a real test environment
is built for evaluation using MacBook Pro, that introduces the rated power P as 60.9W.
Based on the rated power P and fake task detection time, electricity energy consumed
are illustrated in Fig. 4.12. Although the ensemble learning in the proposed approach
leads to a higher detection performance, it raises time complexity and energy complexity
critically. Specifically, the proposed method consumes energy about 2.5 times to 6.67 times
of the conventional MLs. In light of this observation, we identify the issue of addressing
the trade-off between training accuracy and energy/delay as an element of our immediate
future agenda.
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Figure 4.10: Accuracy comparison under CR and Timmins datasets

Table 4.5: Confusion matrix for individual and ensemble learning algorithm under Timmins
dataset. PF: predicted fake task, PL: predicted legitimate task.

Adaboost KNN DT SVM Ensemble
Timmins PF | PL | PF | PL | PF | PL |PF| PL | PF | PL
True Fake 12 3 8 7 10 5 0 15 14 1

True Legitimate | 0 153 ) 148 1 152 | 0 | 153 0 153

CR PF | PL |PF| PL | PF | PL |PF| PL | PF | PL
True Fake 101 0 78 22 90 11 0 101 | 99 2
True Legitimate | 228 | 2161 | 291 | 2098 | 279 | 2110 | 0 | 2389 | 218 | 2171
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Figure 4.11: Time in detecting fake tasks comparison under CR and Timmins datasets

Performance of tasks saving

RoLT and RoF'T are criteria to measure legitimate task and fake task saving performance,
that are formulated in (4.15) and (4.16), respectively. The MCS platform aims to save more
legitimate tasks and less fake tasks. Therefore, it can be said that the proposed system
performs well when it performs with high RoLT and low RoFT. RoLT definition in (4.15)
implies that it depends on the total number of legitimate tasks 7;, number of correctly
predicted legitimate tasks w, and task saving probability p,. RoF'T is determined by total
number of fake tasks 7', number of predicted incorrect fake tasks v, and task saving prob-
ability ps. ps calculation results haven been given in Section 4.2.3 under different system
architectures, scales of systems, and the probability of faulty nodes. Three scenarios are
considered to compare with the proposed system for RoLT and RoF'T', including Scenario
1 under different detection approaches, Scenario 2 under different system architectures
(e.g., decentralized or centralized); and Scenario 3 under fault tolerance systems or non-
fault tolerance systems. Table 4.6 demonstrates system configuration in the test for the
three scenarios test.

Scenario 1: RoLT and RoFT under different detection approaches A task
predicted as legitimate is considered as a new transaction sent to the blockchain, which
triggers PBFT consensus procedures as presented in Fig. 4.6. It means different detection
approaches with various detection performance impacting tasks saving performance. Task
prediction results are demonstrated in the confusion matrix as shown in Table 4.5 and Table
4.5 for Timmins and CR datasets, respectively. For instance, with ensemble learning-based
detection, there is 1 fake task (v is 1) and 153 (w is 153) legitimate tasks estimated as

96



Energy Consumption

O = N W b U1 O Y

EmCR mTimmins
0.98
I1 15 0 9 098 0.92 I

Adaboost Ensemble

Figure 4.12: Energy consumption comparison under CR and Timmins datasets

Table 4.6: System configuration under three scenarios for RoLT and RoFT test. FT:
fault tolerance. Various denotes system configuration according to test requirements. For
example, Various means that various ML algorithms are considered in Scenario 1.

Scenario 1 | Scenario 2 | Scenario 3

Architecture | Decentralized Various Decentralized
ML Various Ensemble Ensemble
FT PBFT PBFT Various

legitimate tasks under Timmins dataset and while there are 2 fake tasks (v is 2) and 2171
legitimate tasks (w is 2171) predicted as legitimate ones. Total 154 tasks in Timmins
dataset and 2173 tasks in CR dataset will be sent to blockchain-based MCS platform to
store. Individual ML algorithms contribute different prediction results as shown in Table
4.5 and Table 4.5. In this test scenario, system architecture is fixed with decentralized
blockchain network and PBFT technique is applied as shown in Table 4.6. Here, RoLT
and RoF'T are verified under blockchain-based system with various detection approaches
(e.g., Adaboost, KNN, DT, SVM and ensemble learning). According to the results of
system probability of saving a task in Table 4.4, blockchain with 20 nodes contributes
highest probability than results with 5, 10, and 15 so we fix blockchain with 20 nodes
to conduct the test with different detection approaches. It is straightforward to calculate
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RoLT and RoFT with different detection results (v and w obtained). Comparison of RoLT
and RoFT is shown in Fig. 4.13. Legends in Fig. 4.13 denotes individual device fault
probability and task legitimacy. For instance, p = 0.1(Leg) represents a single node fault
probability 0.1 to save legitimate tasks.

The ensemble learning method reduces RoF'T' saving critically when compared with
traditional ML algorithms. For instance, in p = 0.1 (fake) scenario, the ensemble learning
approach achieves 0.07 RoF'T, while SVM achieves 1 RoF'T. It means that ensemble learn-
ing prevents most fake tasks stored in blockchain with 0.07 ratio fake tasks saved in the
blockchain. Meanwhile, the ensemble learning approach contributes almost all legitimate
tasks saving successfully in the blockchain. Furthermore, we can see smaller fault prob-
ability results in better performance with higher RoLT and lower RoF'T'. For example,
ensemble learning model performs 1 RoLT under p = 0.1, 0.91 under p = 0.2, and 0.61
under p = 0.3. On the other hand, the results under CR dataset shows a similar trend as
the results under Timmins dataset except SVM results. We can see SVM contributes the
higher RoLT than the ensemble learning approach. However, SVM results in the worst
performance RoF'T among all methods with up to 1 RoF"T" under p = 0.1. When compared
the results in CR and Timmins datasets, a better RoLT and worse RoF'T" are obtained
under Timmins dataset than the results using CR dataset. For instance, with p = 0.1, the
ensemble learning approach achieves RoLT of 1 and RoF'T of 0.07 under Timmins dataset
while it performs 0.91 RoLT and 0.02 RoF'T" with p = 0.1 under CR dataset.

Scenario 2: RoLT under centralized and decentralized systems As introduced
in Section 4.2.3, system architecture (centralized or blockchain-driven decentralized sys-
tem) determines a task save probability so it impacts RoLT and RoFT directly. As
ensemble learning approach outperforms individual ML methods for task detection perfor-
mance which has been demonstrated in Section 4.2.3. In this test scenario, the ensemble
learning approach is applied to filter fake tasks and fault tolerance is considered as shown in
Table 4.6. Centralized and decentralized system performance is compared under this test
scenario. As RoF'T by ensemble learning model is extremely low, discussed in Fig. 4.13,
the RoF'T results are not presented in Scenario 2. RoLT is measured, taking ensemble
learning-based prediction results and under a centralized system and blockchain-based de-
centralized systems. As introduced in Section 4.2.3, ensemble learning model predicts 153
(w) legitimate tasks and 1 (v) fake task as legitimate under the Timmins dataset, and the
results are shown in Table 4.5. Meanwhile, ensemble learning model estimates 2171 (w)
legitimate tasks and 2 (v) fake tasks as legitimate ones using CR dataset as demonstrated
in Table 4.5. In Section 4.2.3, probabilities of PBFT-based blockchain networks and cen-
tralized system have been calculated as shown in Table 4.4, which demonstrates results
considering different node faulty probability and different scales of a system. Additionally,
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taking ensemble learning model estimation results, RoLT is calculated according to (4.15).
The results are illustrated in Fig. 4.14.

The proposed PBFT-based blockchain demonstrates a more promising performance
than a centralized system for most test cases. As the number of nodes in a blockchain
increases, the proposed PBFT-based systems boosts RoLT for fault probabilities of 0.1 and
0.2 when compared with centralized system. Specifically, with 0.1 fault probability, RoLT
increases from 0.835 under 5 nodes to 0.907 under 20 nodes using CR dataset. Regarding to
the proposed PBFT-based system, the higher fault probability results in lower RoLT'. For
example, under Timmins dataset, RoLT of PBFT in the 5-node blockchain takes values of
0.919, 0.879 and 0.528 for p values of 0.1, 0.2, and 0.3, respectively. This is reasonable as
probability of system failure increase when each node has a higher failure rate. However,
the introduced blockchain system performs severe fluctuation under p = 0.3, which shows
worse performance than a centralized system.

Scenario 3: RoLT and RoFT under fault tolerance and Non-Fault Tolerance
(NFT) systems This section compares RoLT under PBFT-based fault tolerance system
and N F'T system performance, taking ensemble learning-based detection performance the
same as Scenario 2. As illustrated in (4.12), a NFT system requires all nodes active
and working well. A NF'T system with various nodes working probability is presented in
Table 4.4 for N as 5, 10, 15, 20. Similarly, RoF'T is ignored here due to ensemble learning-
based prediction results applied in PBFT-based system and NFT systems. Based on
the ensemble learning model prediction results and system saving a tasks probability in
Table 4.4 in Section 4.2.3, RoLT is calculated for PBFT-based fault tolerance system and
the NF'T system as described in Fig. 4.15. It indicates that PBFT-based system boosts
dramatically when compared with the N F'T system for test cases. Mainly, when node fault
probability equals 0.3, NFT performs severely, with almost 0 RoLT in the NFT system
while PBFT contributes 0.61 RoLT in Timmins and 0.55 RoLT in CR. In PBFT-based
system, increasing the number of nodes, RoLT raises gradually. However, RoLT decreases
critically when raising the number of nodes. Especially, for 20 nodes system, N F'T" system
performs 0 to 0.12 RoLT while PBFT-based system obtains 0.61 to 1.00 RoLT under
Timmins dataset. Meanwhile, results in the two dataset almost share the same tendency.

4.2.4 Conclusion
A MCS system is conventionally implemented as a centralized one which faces single point

of failure. Nevertheless, this centralized MCS system has important issues such as sensing
task tampering. This topic is rarely investigated in current work to protect sensing task
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avoiding revisions. Meanwhile, the fake sensing task attack impacts the MCS platform and
participants by draining more energy from smart equipment and clogging sensing sever.
this work introduces a distributed decentralized MCS framework integrating blockchain
technique to address data tempering and DoS threads. The blockchain network consists of
PBFT consensus to determine a transaction can be added to not in a blockchain. As PBFT
tolerates several Byzantine faulty nodes, the designed MCS system becomes robust to resist
faults. The decentralized system avoids task requesters submitting tasks to a centralized
MCS platform, which boosts security level of the system and protects requester’s data to
some extend. Meanwhile, the ensemble learning approach is designed in the blockchain-
based MCS platform to detect and eliminate fake tasks that prevents fake task introduced
DoS attack. Furthermore, our proposed approach endures individual node fault probability
to achieve a high Rate of Legitimate tasks (RoLT') and a low Rate of Fake tasks (RoF'T)
when compared with a centralized system and Non-Fault Tolerance (N FT) system.

In the performance evaluation section, two different datasets are generated via Crowd-
SenSim Tool under two real maps for a big city Clearance-Rockland (CR) and a small
town (Timmins). Regarding to task detection performance, the ensemble learning algo-
rithm prevents most fake tasks with up to 0.99 and 0.91 accuracy under Timmins and CR
dataset, respectively, that outperform classic machine learning (ML) algorithms. Since we
need to save sensing tasks into blockchain network to avoid tampering, tasks saving per-
formance is critical to verify. In this work, Ratio of Legitimate Tasks (RoLT') and Ratio of
Fake Tasks (RoF'T) are considered. The ensemble learning-integrated system contributes
higher RoL'T" and lower RoF'T" than all individual ML algorithm-based system. For in-
stance, ensemble learning-based system obtains 0.07 RoFT while Adaboost-based system
performs 0.20 RoF'T" using Timmins dataset with node fault probability as 0.1. Moreover,
the proposed decentralized system outperforms a conventional centralized system, in terms
of RoLT, especially for small node fault probability. Specifically, the introduced system
obtain 0.91 RoLT while the centralized system performs 0.82 RoLT under CR dataset with
0.1 node fault probability. Furthermore, the proposed PBFT-based decentralized system
contributes a more promising performance (RoLT') than NFT-based decentralized system.
For example, numerical results demonstrate 0.91 RoLT in PBFT-based system and 0.11
in NFT-based system under 20 nodes in total and node fault probability 0.1.
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Chapter 5

Network Intrusion Detection Via
Machine Learning Algorithms in IoT

[oT has been an emerging paradigm to interconnect a plethora of sensors and uniquely
addressable devices to exchange data directly without human intervention [117, 19]. The
essential purpose of IoT is to contribute a network framework with general protocols and
software to enable connecting and incorporating of all connected nodes in the network
[8, 55]. For instance, an IoT-based smart home consists of many devices (e.g., smart
appliances, smart locks, smart hubs) to collect and monitor various data types in our
daily life [221]. Due to their large-scale deployment and ubiquity, IoT systems confront
critical cybersecurity threats, among which network intrusion appears to be one of the top
vulnerabilities as a massive number of connected devices lead to a giant attack surface in
[oT systems [116].

In order to address network intrusion, NIDS is typically deployed in IoT systems. A
NIDS is used to detect potential perspective attacks (e.g., malicious operations, various
attacks) and notify the appropriate persons based on detection results. HIDS is meritorious
as it detects anomalies without analyzing or monitoring the network traffic. The authors in
[202] introduce an HIDS use case to secure Android mobile equipment. HIDS is beneficial
as it offers fine-grained solution to detect anomalous patterns internally [150]. Therefore,
the role of HIDS in the detection of ATP is crucial. The authors in [165] show that APT
is detectable via HIDS in an efficient manner.

In this chapter, several public datasets are introduced. Moreover, two ML-based NIDS
frameworks, namely Prediction of the Lowest Cost (POLC) and All Predict Wisest Decides
(APWD), are introduced, that make wise prediction based on prediction performance and
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costs, respectively; and a hybrid framework integrating NIDS and HIDS is demonstrated
that boost intrusion prediction accuracy further.

Table 5.1: NSL-KDD dataset distribution for training and testing [223]

Trainig dataset Testing dataset
Class Patterns Class Patterns
Normal 67343 Normal 9711
DoS 45927 DoS 7458
Probe 11656 Probe 2421
R2L 995 R2L 2754
U2R 52 U2R 200
Total 125973 Total 22544

5.1 Dataset Introduction

Four public datasets are utilized in evaluating the presented methods performance, includ-
ing NSL-KDD, SCVIC-APT-2021, CICIDS 2018, and NDSec-1.

5.1.1 NSL-KDD

NSL-KDD [60] is a popular dataset that is one of the most used datasets in the intrusion
detection system. It consists of four types of attacks and normal traffic data. This dataset
is widely applied as a practical benchmark dataset to help researchers compare different
intrusion detection methods [263]. Table 5.1 presents the NSL-KDD dataset classes and
the number of instances for each category. From the NSL-KDD class distribution, it is an
extremely balanced dataset. Normal traffic and DoS attack data dominate in the training
dataset and testing dataset. On the other hand, R2L and U2R have 0.046% and 0.88%
proportion rates in the NSL-KDD training dataset. The NSL-KDD dataset visualization
is demonstrated in Fig.5.1 using the t-SNE method [151]. It shows test dataset contains
several new attacks that only exist in the test dataset; i.e., a ML model cannot learn from
the training dataset. It is challenging for MLs to obtain high detection performance via
training itself using training dataset.

105



Label

(a) Training dataset

Label

fo  8e
288 S
ﬂ...,.u
_-.
N
5 DA
Lﬁ.«
19 W.
. ]
$ w m.&vm
X
7\..,;.

(b) Testing dataset

Figure 5.1: NSL-KDD dataset visualization using t-SNE
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Table 5.2: Training and test partitions of the SCVIC-APT-2021 dataset

Trainig dataset Test set
Class Patterns Class Patterns
DataExfiltration 601 DataExfiltration 74
InitialAttack 150 Initial Attack 77
LateralMovement 871 LateralMovement 142
NormalTraffic 208686 NormalTraffic 36476
Pivoting 2482 Pivoting 360
Reconnaissance 1084 Reconnaissance 251
Total 213874 Total 37380

5.1.2 SCVIC-APT-2021

The SCVIC-APT-2021 dataset includes six attack types (e.g., Pivoting, Lateral Movement,
Data Exfiltration, Reconnaissance and DoS) and normal traffic, which bridges the gap
between rare public datasets consisting of these attacks. '.

Table 5.2 illustrates the distribution of training and test datasets. Both of them are
significantly imbalanced and overwhelmingly dominated by normal traffic data. Thus, the
distribution is similar to a real network intrusion dataset. Fig.5.2 visualizes the dataset
(i.e., training and test partitions). This figure shows that normal traffic and attack samples
have different distributions. However, attack traffic data is mixed and overlapped as shown
in Fig.5.2. Thus, classification of multiple attacks could be challenging.

5.1.3 CICIDS 2018

CICIDS 2018 dataset is a public dataset ? that dataset contains seven types of attacks,
including Brute-force, Heartbleed, Botnet, DoS, DDoS, Web attacks, and infiltration of
the network from inside. The attacking infrastructure contains 50 equipment, and the vic-
tim system has 5 branches and consists of 420 devices and 30 servers. The CICIDS 2018
dataset comprises the captured network traffic and recorded system logs of each device,
along with 80 features obtained from the captured traffic [I07]. The seven attack sce-
narios are categorized into 14 types, including Bot, DDOS-HOIC, DDOS-LOIC-HTTP,
DDOS-LOIC-UDP, DoS-GoldenEye, DoS-Hulk, DoS-SlowHTTPTest, DoS-Slowingloris,

ISCVIC-APT-2021 dataset can be downloaded via this link https://dx.doi.org/10.21227/g225-ep97
2The dataset is introduced in detail at: https://www.unb.ca/cic/datasets/ids-2018.html
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Table 5.3: CICIDS 2018 dataset sample distribution

Class Training | Test Total
Benign 308375 | 152172 | 460547
Bot 60767 29693 | 90460
DDOS-HOIC 137147 | 67449 | 204596
DDOS-LOIC-HTTP | 39019 19166 | 58185
DDOS-LOIC-UDP 760 342 1102
DoS-GoldenEye 2271 1163 3434
DoS-Hulk 13388 6553 19941
DoS-SlowHTTPTest | 10579 5351 15930
DoS-Slowloris 1394 702 2096
FTP-BruteForce 32222 15918 | 48140
SSH-Bruteforce 11143 5418 16561
Brute Force-Web 27 15 42
Brute Force-XSS 10 6 16
Infiltration 21 8 29
SQL Injection 17 8 15

FTP-BruteForce, SSH-Bruteforce, Brute Force-Web, Brute Force-XSS, Infiltration, and
SQL Injection.

5.1.4 NDSec-1

The NDSec-1 dataset was initially introduced in [20], and was generated for an attack
composition in network security research schemes. The NDSec-1 dataset is a public dataset
which is used in network intrusion detection [174, ]. The dataset consists of 8 types of
attacks including Botnet, Bruteforce, DoS, Exploit, Malware, Misc, Probe, and Webattack,
Spoofing and benign samples. However, there is only one sample for the Spoofing class,
so this class is excluded in the evaluation section. Sample distribution across training and
test sets is presented in Table 5.4. Flow features are extracted from the NDSec-1 dataset
and included with 63 network features. Meanwhile, log records in hosts are provided, so
host features are extracted using Bert for text to numeric array transforming. It adopts the
CICIDS 2018 dataset host features extraction procedures. Finally, the NDSec-1 dataset
contains two parts of host features, including two-dimensional event features and two-
dimensional message features as shown in Fig. 5.13. Table 5.23 demonstrates NDSec-1

109



Table 5.4: NDSec-1 dataset sample distribution

Class Training | Testing | Total
BOTNET 52 40 92
BRUTEFORCE 2150 1006 3156
DOS 12677 6389 | 19066
EXPLOIT 4 2 6
MALWARE 23 12 35
MISC 31 18 49
NORMAL 5701 2284 7985
PROBE T 307 1084
WEBATTACK 18 12 30

dataset consisting 63 network features, 2182 % 8 event features and 512 x 768 message
features.

5.2 Network Intrusion Detection Via Machine Learn-
ing Algorithms in IoT

Although ML algorithms are widely deployed against network intrusion, their performance
on identifying each intrusion type varies. Thus, under the same test dataset, it is possible
to observe an ML model (e.g., model_1) perform better for an attack-type (e.g., class_1),
and another model (e.g., model 2) outperform the former for other classes (e.g., class_2 and
class_3). Based on this motivation, the APWD method is proposed. APWD is a general
ensemble method that can be used as benchmark methodology to integrate various ML
models. Under the APWD framework, multiple ML models are independently trained and
tested to determine the wisest model for each attack type (i.e., highest F1 score). The
aggregation model makes the final decision relying on the model that has been identified
as the wisest for a given class. In order to simplify the evaluation process, three ML
models (e.g., RF, XGBoost, Adaboost) are chosen as the base ML models for APWD.
The numerical results show the APWD framework demonstrates not only the benefits of
individual class performance-boosting but also improves overall performance. A public
dataset NSL-KDD [193, , | is used to verify the proposed method APWD, and
numerical results show that the APWD framework ensures promising improvements over
an individual model and can even achieve up to 18 times the higher performance for R2L
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attacks under the NSL-KDD dataset. Meanwhile, the overall accuracy is increased to 0.797
by APWD, in comparison to RF (0.758), XGBoost (0.772), and Adaboost (0.584).

Table 5.5: Matrix of ML models performance for APWD method

Machine Learning Model F1 Scores For Each Class
ML1 ML2 MLi MLm
P1 ML1_P1 ML2_P1 MLi_P1 MLm_P1
P2 ML1_P2 ML2_P2 MLi_P2 MLm_P2
faced Pj ML1_Pj ML2_P;j MLi_Pj MLm_P;j
Pn ML1_Pn ML2_Pn MLi_Pn MLm_Pn
F1_max_num ML1_F1 _max_num ML2_F1 _max_num MLi_F1 _max_num MLm_F1 _max_num

soti k k k k
ML prediction RMLl RMLZ RML-L RMLm
value for every
sample in test

dataset

5.2.1 System overview
APWD system overview is presented in Fig.5.3, which shows m machine learning models

(e.g., ML1,...M Lm) that are selected for training and testing. An ML model that performs
the highest F1 score for a certain attack type compared to the other models is stored in set
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SP (e.g., the classes that ML1 performs the highest F1 score are stored in SP1). MLz is
the ML model that contributes to the S P of the maximum size. M Ly is the ML model that
leads to the SP of maximum size when excluding M Lz and corresponding SP (i.e., SPx)
are excluded. The aggregation model trusts M Ly model for the classes in SPy and M Lz
for classes in SPx. In the first iteration, a sample in test dataset is picked, and a flag is set
as False initially for this sample. After that, read MLx and MLy prediction results for this
sample. If MLy estimates this sample belongs to an expertise set of classes of MLy, trust
MLy prediction value and set this sample flag as True. If MLy does not show expertise
for this sample, check MLx prediction value. If MLx shows estimation result belongs to its
expertise set of classes, trust MLx prediction value and set the flag as True. Then check
MLx prediction value for this sample. If MLx equals Normal, trust MLx prediction but do
not set the flag to True. The flag is used to record which sample has been operated in this
iteration when determining expertise. As Fig. 5.4 illustrates, more S Pys are selected until
all classes have been covered. It means a second or third iteration may need to combine
the second or third SPy into the aggregation process. The second iteration process uses
an updated MLx in the first iteration and loops all samples in the test dataset. When the
new MLy shows expertise for this sample and no flag is added, MLy prediction results are
trusted. Otherwise, the MLx decision in the first iteration is retained.

Table 5.6: Notation

Notations Description
MLi Py F1 score of MLL model ¢ for class j
MLi_F1_max_num Number of classes where F1 score under ML model i ranks first
M Lz ML model with the maximum M Li_F'1_max_num value
M Ly ML model with the maximum M Li_F'1_max_num value after M Lx
SPx Set of classes where F1 score under M Lx ranks the first
S Py Set of classes where F1 score under M Ly ranks the first
SPa SPa = MLx U M Ly, union of set M Lz and M Ly
n Total number of classes in a dataset
N Total number of instances in a test dataset
m Total number of ML models
X} The kth instance in a test dataset
Ry Prediction value of M Lz for the kth instance
Rfl"’Ly Prediction value of M Ly for the kth instance
RX* Aggregation model decision for the kth instance=

With notations description in Table 5.6, Fig.5.4 shows a detailed procedure to determine
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the candidate models (i.e., M Lz and M Ly). It describes candidate selection among m ML
models for a dataset with n classes. The APWD workflow is formed by the following eight
key steps and related information is summarized in Table 5.5.

o Step 1: Obtain ML models performance. Calculate F1 scores of ML methods for
each class (M Li_Pj to represent F1 score for ML model ¢ for class Pj), and store
prediction values by ML methods for each instance (R}f;, to denote the prediction
of ML i for the kth instance).

o Step 2: Sort F1 scores. Sort F1 scores of ML models for each class and store the
number of F1 scores that rank 1st for each ML model;

e Step 3: Analysis F1 scores sorting results. Determine the ML model (e.g., M Lz)
with the maximum number of F'1 scores for classes ranking first; and the set SPx is
to store the classes where F1 scores under M Lz rank the first;

o Step 4: Check if M Lx dominates F'1 scores in all classes. If M Lx obtains the highest
F1 scores compared to the other ML models, the selected ML models are not suitable
for APWD architecture for a further test; Otherwise, choose the model M Lz as the
first candidate;

e Step 5: Find the second candidate. Determine the ML model (e.g., M Ly) with the
second maximum number of classes ranking first; and the set SPy is to store the
classes where F1 scores under M Ly rank the first;

o Step 6: Aggregation based on the two candidate MLs. Aggregation model makes the
final decision for the classes in SPx and SPy;

e Step 7: Check if further ML models are needed. If the total number of the classes in
SPx U SPy is less than the total number of classes in the dataset, select one more
ML model excluding M Lx and M Ly; If additional MLy is needed, a new aggregation
process is required. Otherwise, end the procedure;

o Step 8: Select one more candidate if needed. Select one more candidate excluding
M Lx and M Ly; update M Lx with a combination of M Lx and M Ly; repeat Step 5
to Step 7 until the aggregation model is able to predict all classes in the dataset;

From Fig. 5.4, M Lx achieves the highest F1 scores for the classes in set SPz, and the
classes where M Ly outperforms the rest are stored in SPy. The aggregation rule is to trust
the wisest model decision. Thus, M Ly prediction results of classes in SPy are trusted.
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Otherwise, the decision is the same as predicting the M Lz model for each instance in the
test dataset. Based on the rule, the aggregation model makes a decision for each instance
in the test dataset.

5.2.2 Performance evaluation

In this section, experimental test cases are conducted for the APWD system, and numerical
results under the proposed framework are compared to an individual ML model (e.g., RF,
XGBoost, and Adaboost). NSL-KDD dataset introduced in Section 5.1 is used to evaluate
the APWD system performance.

ML models including RF, XGBoost, and Adaboost are applied for performance eval-
uation under the NSL-KDD dataset. Based on the individual model test performance,
APWD is applied for further experiments. Tables 5.10 demonstrate RF, XGBoost and
Adaboost results. XGBoost outperforms Adaboost and RF in terms of the overall ac-
curacy of 0.772. Based on the individual ML model prediction results, the highest F1
scores for each class are marked with * in Table 5.10, which is candidate selection results
of APWD. RF achieves the highest F1 scores for Probe, whereas Adaboost achieves the
highest-ranked F'1 scores for R2L and U2R. Meanwhile, the best F1 scores for DoS and
Normal are achieved by XGBoost. According to above analysis, Table 5.5 is represented
as Table 5.7 by filling RF, XGBoost, and Adaboost test results. According to the working
process in Fig. 5.4, two iterations are needed in the aggregation procedure.

Table 5.7: Matrix of RF, XGBoost and Adaboost models performance for NSL-KDD
dataset

Machine Learning Model
F1 Score For Each Class
RF XGBoost Adaboost
DoS 0.877 0.889 0.400
Normal 0.783 0.797 0.738
Class
prediction Probe 0.749 0.746 0.383
R2L 0.022 0.101 0.416
U2R 0.020 0.057 0.183
F1_max_num 1 2 2
Set of groups with SP1 = SP2 = SP3 =
highest F1 score in ML | {Probe} | {DoS,Normal} | {R2L,U2R}
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In the first iteration, Adaboost and XGBoost are selected for aggregation, and the
decision is made for classes DoS, Normal, R2L, and U2R in this step. Furthermore, in
the second iteration step, RF is selected for aggregation with motivation to ensure APWD
aggregation covering Probe class. Table 5.7 demonstrates parameters configuration results,
showing in the main flow in Fig. 5.4, according to selection results.

Table 5.8 illustrates an example of decision making for five samples in the first itera-
tion step for aggregation. APWD relies on XGBoost as MLx for DoS and Normal class
prediction and Adaboost as MLy for U2R and R2L prediction. From column Aggr_ 1, it
can be seen that XGBoost-based prediction outputs DoS, DoS, and Normal for samples 0,
1, and 2, respectively. XGBoost exhibits expertise in Normal and DoS patterns, so APWD
trusts XGBoost prediction in the aggregation. Therefore, in Aggr_1 column, the sample
0, 1, and 2 decisions are the same as XGBoost estimation. Sample 3 and 4 aggregation
results are the same as Adaboost prediction since Adaboost-based prediction results in
U2R and R2L for samples 3 and 4, respectively. As introduced before, Adaboost demon-
strates expertise in predicting the U2R and R2L traffic patterns. There is a conflict for
samples 3 and 4 because XGBoost and Adaboost demonstrate expertise in their prediction.
Specifically, XGBoost estimates sample 3 as Normal whereas Adaboost estimates sample
3 as U2R. APWD orders the reputation values of MLx and MLy according to the overall
accuracy. APWD trusts the ML model of higher reputation (except for the Normal class)
when encountering conflicts. Normal traffic is the majority in the test dataset (and in real
time, as well) so ML models would contribute a number of false predictions. Therefore, an
ML model (e.g., XGBoost) resulting in higher overall accuracy in Normal class has lower
priority than the ML model (e.g., Adaboost) with lower overall accuracy. For sample 3
aggregation, although XGBoost performs at a higher overall accuracy when compared to
Adaboost, APWD relies on the Adaboost-based prediction due to XGBoost’s estimation
that results in the Normal pattern. Following upon the first iteration, MLx prediction
value is updated as the aggregation result. The new MLx’" is used in the second iteration
as shown in Table 5.9 where the same rule in the first iteration is followed.

APWD merging three ML models detection performance is demonstrated in Table
5.11. The proposed approach APWD overall accuracy is increased to 0.7969, which is the
highest, compared to 0.7579 under RF, 0.7717 under XGBoost, and 0.5844 under Adaboost.
Fig. 5.5 illustrates F1 score comparison between the individual model and APWD. Table
5.12 shows the comparison results between APWD and individual ML models. APWD
demonstrates F1 scores no less than all classes when compared to RF, Adaboost, and
XGBoost. F1 score for R2L is improved by eighteen times under the proposed method,
where the F1 score for the U2L is improved by eight times under APWD compared to
RF. Meanwhile, APWD boosts DoS and Probe F1 scores by 122% and 98.4%, respectively,
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Table 5.8: An example of the first iteration in aggregation procedure

MLx MLy MLx’
XGBoost | Adaboost
Sample |- Label prediction | prediction gz
0 DoS DoS Normal DoS
1 Normal DoS Probe DoS
2 Probe Normal Normal | Normal
3 U2R Normal U2R U2R
4 R2L Normal R2L R2L

Table 5.9: An example of the second iteration in aggregation procedure

MLx’ MLy’ Final Decision
Sample | Label | Aggr 1 | RF prediction Aggr 2
0 DoS DoS Normal DoS
1 Normal DoS Probe DoS
2 Probe | Normal Probe Probe
3 U2R U2R Normal U2R
4 R2L R2L Normal R2L

compared to Adaboost. APWD outperforms XGBoost in all classes except DoS, especially
obtaining critical improvements for R2L and U2R, where F1 score performance is boosted
by three and two times, respectively. APWD obtains the same F1 score 0.889 as XGBoost.

5.2.3 Result analysis

Numerical results demonstrate the proposed APWD framework significantly increases the
overall accuracy compared to all base detectors. Experiment results demonstrate the pro-
posed approach APWD boosting overall accuracy to 0.797, comparing 0.772 by XGBoost,
0.758 by RF, and 0.584 by Adaboost. Moreover, in certain attack types R2L, APWD
increases F1 score by a factor of 18, from 0.022 by RF to 0.421
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Figure 5.5: F1 score comparison of APWD vs individual models

5.3 New Ensemble Methods for Accurate and Low-
Cost Detection of Intrusive Traffic in Networks

This part is an extension of APWD method as introduced in Sec.5.2. APWD consists of
multiple classic ML classifiers (namely base estimators, base classifiers, or base detectors)
and an aggregation module. With the APWD system, ML algorithms train and test
individually to discover the wisest algorithm for every class via checking F1 scores, as
shown in Fig. 5.4. Since every attack results in specific damage and a response cost, in
this section, an ensemble approach POLC as seen in Fig. 5.7. It extends APWD by using
the incurred cost of a decision made by a classifier rather than relying on the F1 score.
Both APWD and POLC select expert MLs (M Lz and M Ly) for aggregation. Cost is
considered to select wise ML models to make wise prediction so POLC is proposed in this
section.

5.3.1 System overview

As network related dataset is imbalanced that consists of limited number of attack samples
such as NSL KDD dataset in Table 5.1. This section introduces GAN-based data augmen-
tation for R2L and U2R attack types to address the insufficient samples. Meanwhile,
POLC working procedure are described in detail which both consist of three phases: 1)
individual ML model test, 2) expertise determination, and 3) aggregation.
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Table 5.10: RF, XGBoost, Adaboot performance comparison, including precision, recall
and F1 score, using NSL-KDD. Overall accuracy for RF, XGBoost and Adaboost is 0.758,
0.772, and 0.584, respectively.

’Metric‘ ML ‘ DoS ‘Normal ‘ Probe ‘ R2L ‘ U2R ‘

RF | 0963 | 0.655 | 0.871 | 0.938 | 0.667
Prec | Xgb | 0.962 | 0.675 | 0.822 | 0.967 | 0.600
Ada | 0.845 | 0.603 | 0.305 | 0.912 | 0.310

RF | 0.805 | 0974 | 0.657 | 0.011 | 0.010
Recall | Xgb | 0.826 | 0.971 0.683 | 0.053 | 0.030
Ada | 0.262 | 0.948 | 0.513 | 0.270 | 0.130
RF | 0.877 | 0.783 | 0.749* | 0.022 | 0.020

F1 Xgb | 0.889* | 0.797* | 0.746 | 0.101 | 0.057
Ada | 0.400 | 0.738 | 0.383 | 0.416* | 0.183*

Table 5.11: APWD performance combining XGBoost, RF Adaboost under the NSL-KDD
dataset

Precision| Recall F1
DoS 0.962 0.826 0.889
Normal 0.709 0.960 0.815
Probe 0.825 0.701 0.760
R2L 0.908 0.274 0.421
U2R 0.310 0.130 0.183
Accuracy 0.797

Introduction of POLC

The working principle of POLC is quite similar to APWD, which utilizes the average lowest
cost instead of the highest F1 score as the indicator for selection. Specifically, in Fig. 5.4,
the F1 score is obtained in the individual ML test in APWD, whereas costs are calculated
accordingly in POLC in the working procedure in Fig. 5.7. Steps in Section 5.2.1 for
APWD can be revisited for POLC using costs to determine the winner. Therefore, the
steps are skipped defining POLC and focus on the determination of the cost-based expert
model.

Quantified coefficients for damage cost in DoS, Probe, R2L, and U2R are illustrated
in Fig. 5.6, which are introduced in [127]. D; is used to denote the quantified damage
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Table 5.12: F1 scores under APWD combining XGBoost, RF Adaboost and individual ML
models under the NSL-KDD dataset

APWD Single model Compare with single ML
REF | Adaboost | XGBoost RF Adaboost | XGBoost
DoS 0.889 | 0.877 0.400 0.889 1.3% 122.1% 0%
Norm | 0.815 | 0.783 0.738 0.797 4.1% 10.5% 2.4%
Probe | 0.760 | 0.749 0.383 0.746 1.5% 98.4% 1.8%
R2L 0.421 | 0.022 0.416 0.101 1853.7% 1.1% 318.6%
U2R 0.183 | 0.020 0.183 0.057 829.2% 0.0% 220.4%
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Figure 5.6: Attacks damage and response cost quantified value [127]

cost for each class. Moreover, Fig. 5.6 shows that U2R results in more severe damage
costs than R2L. An R2L attack is performed by malicious users that gain unauthorized
access to the victim’s device. Meanwhile, in a U2R attack, attackers illegally obtain the
root privileges when legally connecting a local machine [219]. Although both R2L and
U2R attacks are associated with improper access to user equipment for intrusion, it is
obvious that U2R results in more severe damages due to obtaining root privileges. Fig
5.6 presents the response cost denoted by R;. In the NSL-KDD dataset, Normal class is
included, resulting in 0 damage cost and 0 response cost, that does not display in Fig. 5.6.

POLC is presented to determine ML expertise for each cluster, considering both damage
cost and response cost and aggregation module in POLC in the following sub-section.

M Lx and M Ly are obtained based on the maximum number of classes with the lowest
cost and the second maximum number of classes with the lowest cost. The sets of classes
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Table 5.13: Matrix coefficients for costs calculation under POLC

DoS | Normal | Probe | R2L | U2R

DoS -20 30 35 50 70
Normal | 10 € 5 20 40
Probe 12 2 3 22 42
R2L 60 50 55 -30 90

U2R 110 100 105 120 | -60

for M Lx and M Ly with expertise are recorded and used in the aggregation module. Mean-
while, the method is described to calculate the system damage costs per attack, prediction
cost per class, and overall cost.

POLC selects the base ML estimators according to the costs of their decisions. Com-
bined response and damage cost coefficient C?;] after the ML prediction is formulated in
(5.1).

Ri+ D;,i #j
CH ={ R; — D;,i = j,i # Normal (5.1)

€,1 =7 = Normal

, where ¢ denotes the true label and j stands for the prediction; R; represents the
response cost of class j and D; is the damage cost of class ¢ as shown in Fig. 5.6. Based on
Fig. 5.6 and (5.1), combined damage and response cost coefficient is shown in Table 5.13.
Cost calculation after an ML prediction is formulated in (5.2).

CME = v x CFME (5.2)

In the equation above, j is the predicted class, and ¢ is the true label. Furthermore, C’i’dj
denotes the combined damage and response cost coefficient whereas C’FZ]‘;[ L stands for the
corresponding value in the confusion matrix after the prediction made by the ML model.
Damage cost is determined by summing up the costs of all classes. Thus, (5.3) is applied
for the total damage cost of a particular class (i.e., attack type).

DM =Y "Mt (5.3)
J

In the equation above, T DML denotes the total damage cost for class i after the estimation
of an ML model. Average costs for a class is presented as the total combined cost per sample
as formulated in (5.4).
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TDME
ACME = L (5.4)

~ Total samples ofclass i

ACMEL is used to determine the expertise of an ML model for a particular class. The
lower damage cost, the better the prediction performance for the class. An ML leading to
the best performance for a particular class means the ML leads to the lowest prediction
cost for that class. For instance, if T DXEBo0st is smaller than TDPT for the same class 1,
XGBoost is considered as the predictor for class 7.

GAN based attack samples augmentation

NSL-KDD dataset contains significantly small amount R2L and U2R samples as shown
in Table 5.1. An imbalanced dataset impedes the predictive capacity of classification
methods. The imbalance issue can be solved via traditional oversampling techniques (e.g.,
SMOTE, ADASYN, and random oversampling [161]). However, these classical techniques
are likely to create biased synthetic samples since they do not take into account the whole
sample distribution [I77]. A GAN model can cope with this phenomenon by generating
samples that consider the entire data [177, 69]. In this study, a GAN model introduces
the augmentation of R2L and U2R samples. Fig. 5.8 shows the originally trained dataset
utilized to train the GAN, including its Discriminator and Generator neural networks. With
the motivation to generate synthetic samples similar to original samples, the originally
trained dataset is filtered. In the case of enlarging the U2R sample size, Normal and U2R
data points in the originally trained dataset are picked up and sent to GAN. On the other
hand, R2L and Normal traffic is chosen as the input for GAN to augment the R2L samples.

GANSs start by taking noise samples as input so to generate adversarial samples. The
training procedure of GAN is described below. The Generator utilizes noise instances to
train itself, which transforms noise signals into meaningful output signals. The generator’s
objective is to generate samples mimicking actual data. Simultaneously, the discriminator
seeks to differentiate real samples from generated data. The estimation error is sent to
the Generator and the Discriminator networks using the backpropagation method outputs
minority attack samples such as R2L and U2R. The generated samples are injected into
the original training set to obtain a new training set. The new training dataset is split for
training and validation in the training procedure.
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5.3.2 Performance evaluation under NSL-KDD dataset

Experimental results are presented for the APWD and POLC approaches under the NSL-
KDD dataset where the numerical results under the designed method are compared to the
classical ML algorithms, including XGBoost and DT.

NSL-KDD Data augmentation

NSL-KDD dataset in Section 5.1 is chosen to verify the introduced method performance in
identifying attacks, which is frequently used as a feasible benchmark for assessing different
intrusion detection systems [263]. The dataset is composed of four distinct intrusion groups
and normal traffic data. Table 5.1 lists NSL-KDD dataset distribution for each group. The
NSL-KDD dataset is visualized in two dimensions in Fig. 5.1 via the t-SNE dimensionality
reduction technique [154, 17].

Majority of the NSL-KDD samples include normal traffic data whereas a limited number
of attack samples are present, especially for U2R and R2L instances, as shown in Table 5.1.
It is difficult for an ML algorithm to train itself well demonstrate promising performance
with these rare samples. A GAN-based approach is introduced to address the rarity of U2R
and R2L instances. In this work, 20,000 R2L and 51,000 U2R instances are generated
separately. Fig. 5.9a and Fig. 5.9b illustrate the Discriminator’s training loss using original
samples in the training dataset (i.e., loss real), using created samples (i.e., loss fake), and
the GAN model’s training loss (i.e., loss GAN). Loss values are presented in Fig. 5.9a and
Fig. 5.9b which are calculated using the binary cross-entropy loss function for each of the
ten epochs. Here, 2,000 epochs are configured during the GAN training procedure, with
a steady reduction of train loss and convergence to a small value. The GAN introduces
20,000 R2L and 51,000 U2R by its Generator network to the original training dataset. The
generated synthetic U2R and R2L samples are mixed with the original NSL-KDD dataset,
which leads to two new training datasets. One new training dataset contains 20,995 R2L
points and keeps original points for all other classes in NSL-KDD; another new training
dataset includes 51,052 U2R samples and keeps original samples for all other classes in
NSL-KDD. According to the system overview in Fig. 5.8, the new training dataset is split
into validation and training sets for the APWD/POCL frameworks.

Performance evaluation of individual ML classifiers

Expert MLs determination for APWD Two ML classifiers (e.g., DT and XGBoost)
are selected based on ML estimators in APWD. Under the APWD framework, individual
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MLs should be trained and verified via training and validation datasets. The expertise of
an ML classifier for each class is determined by the validation results shown in Table 5.14
for DT and XGBoost. According to validation results for XGBoost, better performance
is obtained with the original training dataset than using the two new training datasets.
On the other hand, the performance of DT is more promising under the new training
datasets when compared to its performance under the original training dataset. Thus,
XGBoost uses the original dataset without any data augmentation for the minority classes.
DT _R2L stands DT using the new dataset with 20,000 synthetic R2L samples for training,
and DT_U2R denotes DT using the new dataset with 51,000 synthetic U2R samples for
training. It can be observed that XGBoost outperforms DT_R2L and DT_U2R for DoS,
Normal and Probe classes (with * in Table 5.14 in comparison to DT in U2R and R2L.
On the other hand, DT_U2R demonstrates the highest F1 score for U2R with 0.9996,
and DT_R2L illustrates the best performance for R2L with 0.9963. Prediction results of
the individual ML models are shown in Table 5.14, which are used to select expert ML
algorithms in the APWD working procedure. Based on their F1 score rankings, the first
(MLx) and second (MLy) candidates are XGBoost and DT_R2L. Upon the selection of
these two classifiers, four classes (e.g., DoS, Normal, Probe and R2L) are covered in the
first aggregation loop. U2R is not covered in the first iteration so APWD proceeds with
the second round of selection to add one more candidate, and DT_U2R is selected as M Ly
in the second round.

Expert MLs determination for POLC Confusion matrices under the verification
datasets are shown in Table 5.15. According to Eq. 5.2 and confusion matrices, three cost
tables are calculated in Table 5.16 (e.g., denoted by C;¥¢Poost CPT-R2L and CPT-U2R).
Table 5.17 is obtained to demonstrate the average damage cost per class for each ML model,
which is used to determine the cost performance of the ML models for specific class(es).
The less average damage cost means better performance for a class, which is marked by
x in Table 5.17. Table 5.17 shows that XGBoost demonstrates low-cost performance for
Normal, DoS, and Probe traffic patterns; DT _U2R results in the least damage cost for
U2R; and DT_R2L results in the minimum damage cost for R2L trafficc. APWD and
POLC select the same expert MLs for each class as presented in Table 5.14 and Table 5.17.
It means the same M Lz (XGboost) and M Ly (DT_R2L and DT_U2R) are applied in the
aggregation procedure in the subsequent section.

APWD/POLC Prediction

Based on the previous introduction of single ML estimator performance and expertise se-
lection, XGBoost and DT_R2L are chosen as M Lx and M Ly for the first time aggregation.
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Table 5.14: F1 score by DT and XGBoost with different datasets. Entry with a * denotes
the highest rank of F1 score for the corresponding class.

DT_R2L | DT_U2R | XGBoost
DoS 0.9996 0.9995 0.9999*
Normal | 0.9974 0.9967 0.9991*
Probe 0.9925 0.9913 0.9979%*
R2L 0.9963* | 0.9134 0.9859
U2R 0.5882 0.9996* | 0.8000

The aggregation procedure in Fig. 5.4 checks the prediction results for each sample in the
test dataset; the aggregation procedure follows DT_R2L estimation when DT_R2L predicts
this sample R2L; otherwise, the decision follows XGBoost prediction of result. So far, four
groups (e.g., DoS, Normal, Probe, and R2L) are covered in the first aggregation since
XGBoost shows expertise in DoS, Normal, Probe and DT_R2L demonstrates expertise in
R2L. Meanwhile, the first aggregation results are updated as a new M Lz. The next step
is to find a new M Ly (DT_U2R), combined with the new M Lz for Normal class to make
a wise prediction. The aggregation procedure follows the first time aggregation but with
new M Lz and new M Ly as shown in Fig. 5.4. APWD and POLC merge three ML-based
estimators, and performance is illustrated in Table 5.18. The overall system performance
is raised to 0.7862, which is the best performance in comparison to 0.7717 under XG-
Boost, 0.7726 under DT with the dataset with R2L synthetic samples, and 0.7839 under
the dataset with U2R synthetic samples. Table 5.19 compares F1 score among traditional
ML algorithms and APWD/POLC frameworks. APWD improves the F1 scores for most
attack types when compared to DT and XGBoost, especially for U2R and R2L. For in-
stance, APWD boosts R2L F1 score by 192% and U2R by 127% compared to XGBoost.
Meanwhile, R2L F1 score is improved by 60% under the APWD framework for DT_R2L.
APWD leads to a side effect for some classes. For example, there is 10% reduction for
Probe and a slight decline (1%) for U2R.

The authors in [62] present detection performance using several well-known ML models
under the NSL-KDD dataset that are compared with the results in this thesis. Fig. 5.10
demonstrates performance comparison with RF, SVM, and LSTM in [62]. For DoS attack,
APWD/POLC demonstrates 0.8261 recall, showing a marginal decrease, compared to RF
0.8291 in [62]. Other than DoS, APWD/POLC demonstrates a higher recall than RF,
SVM, and LSTM in [62], especially for R2L and U2R attacks. The proposed framework
APWD/POLC contributes the highest detection rate for most attack types. For instance,
APWD/POLC results in a detection rate of 0.1725 for R2L, which significantly increases
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Table 5.15: DT and XGBoost prediction confusion matrices under different verification
datasets

Prediction Label
XGBoost | DoS | Normal | Probe | R2L | U2R
DoS 9115 1 0 0 0
Normal 1 13501 1 1 2
Probe 0 9 2336 0 0
R2L 0 5 0 210 0
U2R 0 3 0 0 10
DT_R2L | DoS | Normal | Probe | R2L | U2R
DoS 9153 0 1 0 0
Normal 3 13491 13 13 2
True Label |57 2 18 [ 2250 | 0 0
R2L 1 17 0 4212 0
U2R 0 5 0 0 5
DT_U2R | DoS | Normal | Probe | R2L | U2R
DoS 9139 5 0 0 0
Normal 4 13352 19 13 2
Probe 0 22 2349 0 0
R2L 0 19 0 174 0
U2R 1 5 0 1 10000
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Table 5.16: Total costs of DT and XGBoost under different verification datasets. Rows

and columns indicate true labels and predicted labels, respectively.

XGBoost DoS Normal | Probe R2L U2R
DoS -182300 30 0 0 0
Normal 10 135.01 5 20 80
Probe 0 18 7008 0 0
R2L 0 250 0 -6300 0
U2R 0 300 0 0 -600
DT_R2L DoS Normal | Probe R2L U2R
DoS -183060 0 35 0 0
Normal 30 134.91 65 260 80
Probe 24 36 6777 0 0
R2L 60 850 0 -126360 0
U2R 0 500 0 0 -300
DT_U2R DoS Normal | Probe R2L U2R
DoS -182780 150 0 0 0
Normal 40 133.52 95 260 80
Probe 0 44 7047 0 0
R2L 0 950 0 -5220 0
U2R 110 500 0 120 -600000

DoS Normal | Probe | R2L U2R
DT_U2R | -19.97 0.13 3.01 | -25.08 | -59.95*
DT_R2L | -19.99 0.11 3.02 | -29.81*% | -22.00
XGBoost | -20.00% | 0.05* | 2.99* | -29.21 | -40.00
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Table 5.17: Average costs under POLC. € = 0.01. * denotes the minimum cost for the
corresponding class (e.g., column header) by a specific ML model (e.g., row header).



Table 5.18: Test performance of the individual MLs and APWD/POLC. Prec: Precision

XGBoost Prec | Recall F1 Accuracy
DoS 0.962 | 0.826 | 0.889
Normal 0.675 | 0971 | 0.797
Probe 0.822 | 0.683 | 0.746 0.7717
R2L 0.967 | 0.053 | 0.101
U2R 0.600 | 0.030 | 0.057
DT_R2L Prec | Recall F1 Accuracy
DoS 0.956 | 0.809 | 0.877
Normal 0.686 | 0.929 | 0.789
Probe 0.734 | 0.782 | 0.757 0.7726
R2L 0.980 | 0.164 | 0.281
U2R 0.517 | 0.075 | 0.131
DT _U2R Prec | Recall F1 Accuracy
DoS 0.9552 | 0.8113 | 0.8774
Normal 0.6876 | 0.9691 | 0.8045
Probe 0.8694 | 0.7922 | 0.8290 | 0.7839
R2L 0.9686 | 0.1009 | 0.1828
U2R 0.5000 | 0.0750 | 0.1304
APWD/POLC | Prec | Recall | F1 | Accuracy
DoS 0.9618 | 0.8261 | 0.8888
Normal 0.6922 | 0.9700 | 0.8079
Probe 0.8217 | 0.6832 | 0.7461 | 0.7862
R2L 0.9794 | 0.1725 | 0.2933
U2R 0.4839 | 0.0750 | 0.1299
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Table 5.19: Performance (F1 score) of APWD/POLC and base classifiers (XGBoost, DT).
DT_U2R:Decision Tree model trained with synthetic U2R samples; DT_R2L:Decision Tree
model trained with synthetic R2L samples

Proposed Base Estimator Compare With Base Estimator
DT_U2R | DT_R2L | XGBoost | DT_U2R | DT_R2L | XGBboost
DoS 0.889 0.877 0.877 0.889 1% 1% 0%
Normal 0.808 0.804 0.789 0.797 0% 2% 1%
Probe 0.746 0.829 0.757 0.746 -10% -1% 0%
R2L 0.293 0.183 0.281 0.101 60% 4% 192%
U2R 0.130 0.130 0.131 0.057 0% -1% 127%
1.20
1.00
= 0.80
O 0.60
2 0.40 I I .
0.20
0.00 s -
Normal Probe R2L U2R
B APWD/POLC 0.8261 0.9700 0.6832 0.1725 0.0750
m RF[16] 0.8291 0.9254 0.5795 0.052 0.001
SVM[16] 0.7456 0.9293 0.6154 0.0213 0.0002
LSTM[16] 0.7318 0.9339 0.6725 0.0634 0.0008

Figure 5.10: Recall comparison between APWD/POLC, RF, SVM and LSTM

the detection rate of 0.052 by RF, 0.0213 by SV M, and 0.0634 by LSTM. Meanwhile,
the authors in [62] apply deep neural networks such as DBN and CNN to build intrusion
detection systems. These deep neural networks are not compared with our work since
this work focuses on leveraging off-the-shelf and relatively easy-to-train machine learning
algorithms rather than deep networks.

5.3.3 Performance evaluation under the SCVIC-APT-2021 dataset

APWD approach is also evaluated under the SCVIC-APT-2021 dataset [117]. However,
POLC is not evaluated under SCVIC-APT-2021 dataset as presented in Section 5.1. Since
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Table 5.20: RF, XGBoost, Adaboot performance comparison, including precision, recall
and F1 score, using private dataset. Overall accuracy for RF, XGBoost and Adaboost
is 0.996, 0.995, and 0.522, respectively. DE=Data Exfiltration, IC=InitialCompromise,
LM=LateralMovement, Nor=Normal, Piv.=Pivoting, Rec.=Reconnaissance

| ML | DE | IC [ LM | Nor | Piv. | Rec. |
RF [ 0.737 [ 0.921 [ 0.757 | 1.000 | 0.779 | 0.774

Pre | Xgb | 0.395 | 0.878 | 0.937 | 1.000 | 0.611 | 0.776
Ada | 0.185 | 0.000 | 0.332 | 0.998 | 0.729 | 0.678

RF | 0.189 | 0.753 | 0.810 | 1.000 | 0.939 | 0.725
Rec | Xgb | 0.203 | 0.844 | 0.831 | 0.999 | 0.994 | 0.359
Ada | 0.378 | 0.169 | 0.493 | 0.521 | 0.667 | 0.705

RF | 0.301* | 0.829 | 0.782 | 1.000* | 0.851* | 0.749*
F1 | Xgb | 0.268 | 0.861* | 0.881* | 1.000 | 0.757 | 0.490
Ada | 0.249 | 0.001 | 0.397 | 0.684 | 0.697 | 0.691

there is no evidence to quantize damage cost and response cost for attacks in the SCVIC-
APT-2021 dataset, costs can not be calculated in the POLC approach.

This study selects three base ML estimators (e.g., RF [188], XGBoost [11] and Ad-
aboost [207]) to evaluate APWD framework performance under the SCVIC-APT-2021
dataset. Test results of the individual models are presented in Table 5.20. To select suit-
able candidates (e.g., M Lz and M Ly) in the APWD model, Table 5.20 presents F1 score
comparison for the three models. RF outperforms XGBoost and Adaboost in classifying
four classes (i.e., DataExfiltration, normal traffic, Pivoting and Reconnaissance). XG-
Boost performs better in identifying three classes: InitialCompromise, LateralMovement
and Normal traffic. Adaboost does not obtain outperform the other algorithms for any
of the traffic classes in terms of F1 scores; therefore, Adaboost is not a candidate for the
APWD framework. Hence, the first candidate M Lz is RF, with four F1 scores (of different
classes) ranking first, whereas the second candidate M Ly is XGBoost, with three F1 scores
(of different classes) ranking first. Meanwhile, all classes have been covered by the first
and second candidates, so there is no need to seek further ML models for APWD. Based
on the previous analysis, key parameters used in the APWD system aggregation procedure
are demonstrated in Table 5.21, and the general descriptions regarding the outputs of ML
algorithms and tracking of the F'1 score ranking of ML algorithms are given in Table 5.5.
The aggregation process runs according to the APWD aggregation rule illustrated in Fig.
5.4.
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Table 5.21: F1 score performance of RF, XGBoost models under the SCVIC-APT-2021
dataset, and inputs to APWD selection

Machine Learning Model
Expertise For Each Class
RF XGBoost
DataExfiltration 0.301 0.268
Initial Compromise 0.829 0.861
Class LateralMovement 0.782 0.881
prediction NormalTraffic 1.000 1.000
Pivoting 0.851 0.757
Reconnaissance 0.749 0.490
Exp_max_num 4 2
SPx =
. DataEXﬁltr%;{tion, .. Spy = { .
Set of classes with Normal Traffic Initial Compromise,
highest F1 score in ML .. ’ LateralMovement
Pivoting,
Reconnaissance } }

APWD system makes an estimation for each instance in the test dataset, and the detec-
tion performance is shown in Fig. 5.11. APWD improves the overall accuracy marginally
when compared to RF and XGBoost. The results in Table 5.22 demonstrate that the pro-
posed framework APWD significantly improves attack detection performance for all classes
when compared with RF. For instance, LateralMovement F1 scores are 0.782 and 0.829
under RF and APWD, respectively. Thus, approximately 6% improvement is introduced
via APWD. Furthermore, APWD contributes higher F1 scores for most of the classes than
XGBoost. Specifically, the detection performance (F1 score) of Reconnaissance is increased
from 0.49 to 0.76, with an improvement of 55.1%. However, there is a 2.6% drop in terms
of the F1 score for InitialCompromise and a 5.8% reduction for LateralMovement under
APWD. The root cause of the performance decrease is the detection accuracy not being
100% for all classes. The IntialCompromise and LateralMovement decisions of APWD
rely on XGBoost whereas its decisions for the other four classes rely on RF. RF leads to
false-positive prediction in InitialCompromise, and LateralMovement when predicting the
other four classes, which decreases the prediction performance for some classes.

134



1.200

1.000, 999 1,000

1.000 0 844 0.873

0.833 0.839 .829 0.798 0.760
0.800 0.737 .725]
0.600
0.400 0 301
0.200
0.000

Normal Pivoting Reco

M Precision M Recall mF1

Figure 5.11: APWD performance combining XGBoost and RF under the SCVIC-APT-
2021 dataset with overall accuracy 0.996

5.3.4 Result analysis

DT in POLC leads to the lowest cost for its U2R (-59.95 units) and R2L (-29.81 units)
decisions, whereas DT in APWD demonstrates the highest F1 score in U2R (0.9996) and
R2L (0.9963). Both the APWD and POLC frameworks improve accuracy, from 0.7717
(under XGBoost) to 0.7826 by APWD/POLC. Moreover, the proposed models enhance
detection performance for most attack groups. Specifically, the APWD / POLC model
improves the R2L F1 score by up to 192%. Besides, the SCVIC-APT-2021 dataset is also
considered to test and present the generalization of the APWD framework. APWD tak-
ing RF and XGBoost as base estimators to determine expert ML for each type of attack.
APWD performs the highest F1 score in DataExfiltration, Pivoting, and Reconnaissance.
Specifically, APWD improves Reconnaissance F1 score to 0.76, compared with 0.49 by
XGBoost, with a 54.9% increment. However, the APWD/POLC system diminishes per-
formance for some classes. For instance, APWD leads to Probe F1 score decreasing 1-10%
and U2R F1 score reducing 1%, compared to DT using NSL-KDD dataset.
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Table 5.22: F1 scores in APWD combing XGBoost and RF vs single ML, models under the
SCVIC-APT-2021 dataset

Comparing
with single model
RF | XGBoost | RF | XGBoost

DataExfiltration 0.301 | 0.301 0.268 0.0% 12.4%
Initial Compromise | 0.839 | 0.829 0.861 1.2% -2.6%
LateralMovement 0.829 | 0.782 0.881 6.0% -5.8%
NormalTraffic 1.000 1.000 1.000 0.0% 0.0%
Pivoting 0.852 | 0.851 0.757 0.1% 12.6%
Reconnaissance 0.760 0.749 0.490 1.5% 54.9%

APWD Single model

5.4 Host-Based Network Intrusion Detection Under
Feature Flattening and Cascade Machine Learn-
ing

The advances in information and communication technologies have increased the impor-
tance of security solutions for networked systems [18, |. With more access points, attack
surfaces become widespread [(4], leading to more vulnerable targets against cyber-attacks
even if defense mechanisms are in place [171]. NIDSs have been widely investigated and
implemented to protect network systems [225]. ML-based NIDS has been proven to enable
NIDS to detect popular attacks and zero-day attacks which has also been widely inves-
tigated in the context of defensive and proactive / adversarial ML [116]. An example of
a ML-driven NIDS is an XGBoost-DNN integrated NIDS [59], which has been shown to

demonstrate decent performance.

NIDS builds on captured global network traffic by analyzing data from a single packet
to identify suspicious activities [37]. However, it is not easy in some scenarios to monitor
the entire network traffic, such as encrypted traffic, or without monitoring authentication.
Meanwhile, NIDS calls for improved solutions to identify particular malicious activities,
such as APT, which generally utilize malicious files attached to various applications [166].
Host-based intrusion detection aims to detect attacks on hosts (e.g., servers) by evaluating
resources in a host, including logs, files, folders. HIDS is beneficial as it offers fine-grained
solution to detect anomalous patterns internally [150]. Therefore, the role of HIDS in the
detection of ATP is crucial. The authors in [165] show that APT is detectable via HIDS
in an efficient manner. Moreover, HIDS is meritorious as it detects anomalies without
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analyzing or monitoring the network traffic. The authors in [202] introduce an HIDS use
case to secure Android mobile equipment. An intrusion detection system is proposed,
integrating both HIDS and NIDS, that considers real network traffic and records saved in
host devices as illustrated in Fig. 5.12.

The CICIDS 2018 dataset and NDSec-1 dataset are public datasets used in intrusion
detection schemes [220, 174]. The CICIDS 2018 dataset and NDSec-1 contain host-based
information, including logs for events and messages. However, very few studies apply host
information in intrusion detection [12, 28]. It is worth noting host-based contents are
stored as a string, which is transformed to a numeric array by Bert [220]. It means event
data and message data that are saved in the host are transformed separately to obtain
host-based features. Fig. 5.13 illustrates the structure of network-based and host-based
features in CICIDS 2018 and NDSec-1 datasets. Message text and event text information
are transformed into two dimensional numerical matrices separately by Bert. Specifically,
Bert transforms event text into a n * 8 matrix and message text into a m * 768 matrix.
Depending on the dataset, n and m represent different dimensions. Similarly, flow feature
/ network feature dimension is represented by a 1 % f matrix, where f is determined by
the number of network features in the dataset. Thus, such transformation enables machine
learning algorithms to utilize flow features and host features to train themselves which
get benefits from network intrusion detection system and host-based intrusion detection
system [145].

On the other hand, one of the motivation behind this work is that intrusion datasets
contain huge amounts of samples. For instance, there are about 1 million samples in
CICIDS 2018, as shown in Table 5.3. Normally, benign traffic dominates dataset and attack
samples are minority since limited number of attack points can be hidden properly (except
denial-of-service related attacks). Consequently, large amount benign samples increases
the complexity of the intrusion detection system due to increased training overhead of
the ML models. This work leverages network-based and host-based intrusion detection
frameworks concurrently to inherit the benefits of both systems, and proposes a two-stage
framework to boost intrusion detection accuracy and minimize false alarm probability. In
order to reduce detection system complexity and maintain detection performance, this
work introduces a novel framework cascading two level detection strategy, which comprises
of a binary classifier and multi-classifier. The binary classifier aims to discriminate benign
and attack instances (all attacks share the same label) whereas the multi-class classifier
focuses on characterizing the attack instances after the benign instances have been filtered
out by the binary classifier.
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Figure 5.12: An example of hybrid HIDS and NIDS system
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5.4.1 Hybrid network features and host features based on intru-
sion detection method

This section explains the framework to combine network and host features for machine
learning-integrated intrusion detection. It utilizes network traffic and records in host de-
vices as shown in Fig. 5.12.

[PktLen[FIags] ]Idle Id | ver| .. [Name

[The,
Amazon, ...,
Status]

Flow | Event Message
- 1* g n*8 - m*768
Figure 5.13: Flow features and host features after transforming. Initially presented in

[145].

In this work, the proposed strategy is adopt [118], and Bert is employed for word
embedding to extract host features, a transformer architecture trained to obtain language
representations. Event data and message data are derived separately which both have

two dimensions as presented in Fig. 5.13 (as presented in [118]). Flow features, also
called network-based features, are the major features in NIDS, especially in ML-based
detection systems [59, 9, ]. In order to utilize host-based features, a two-dimensional

feature data is flattened into a one-dimensional vector. As a result, host-based features
can be conveniently used as network-based features by machine learning and deep learning
models. Feature flattening is used in Convolutional Neural Networks (CNN) due to the lack
of support for multidimensional data in densely-connected layers of a CNN [0, 9]. Feature
flattening is a feasible approach to adjust multidimensional data to vectorized features,
especially to be used by ML algorithms.

Feature reduction

Feature flattening makes ML algorithms to use host features easily. However, it leads to
feature flooding issue. Table 5.23 demonstrates the number of event features and message
features dimensions. Specifically, in the CICIDS 2018 dataset, event features are extracted
from a 28%8 matrix (n = 28). Meanwhile, message feature dimension is 100%768 (m = 100).
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Table 5.23: Original dimension of CICIDS 2018 and NDSec-1 for flow, event, and message
features

Flow Event Message
CICIDS | 1*132(f=132) 28*8(n=28) 100*768(m=100)
NDSec-1 | 1*63(f=63) | 2182*8(n=2182) | 512*768(n=512)

After flattening the event and message features, 1x226 event features and 1x76800 message
features are obtained for every sample. Thus, a sample has a maximum of 77,156 features
in total. With more than 1 million samples in the training dataset, it is not easy to
apply a total of 77,156 features under the current computer computation capability. For
the NDSec-1 dataset, the number of flow features is 63. Meanwhile, event features are
extracted in a 2182 % 8 matrix which denotes n as 2182. Moreover, the dimension of
message features is 512 % 768 (m = 100). Thus, a sample in the NDSec-1 dataset consists
of a maximum number of features up to 410,735 when mixing flattened host features
and network features. With overwhelming number of features to be processed by an ML
model, the NDSec-1 dataset confronts the same dimensionality challenge as the CICIDS
2018 dataset.

With this in mind, this work reduces the message feature matrix and event feature
matrix before flattening them into a vector. For CICIDS 2018 dataset, reduction of message
features need to be considered since message features constitutes the majority (e.g., 76,800)
among all feature types. Shortening the message feature matrix from 100 * 768 to a smaller
matrix such as 10* 10 reduces message features directly. On the other hand, it is critical to
reduce both event features (i.e., 2182 8) and host features (i.e., 512*768) for the NDSec-1
dataset before flattening them into a vector array due to a large number of features for
event and host. Since an appropriate number of event features and message features is
required before shortening, a method needs to be designed to select a small matrix out of
the original large matrix. This work applies the random selection method to determine
rows and columns prior to feature flattening. The random selection method aims to ensure
the selected message matrix is representative of the large one and less likely to be subject
to bias [10]. For instance, when message features in CICIDS 2018 are aimed to be reduced
from 100 %768 to 10% 15, 10 is randomly selected among range 1 to 100 and 15 is randomly
selected from range 1 to 768. It is worth noting that the average of several rounds of test
results is measured to reduce the impact of fluctuations across samples and to take all
features into account.
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Figure 5.14: Performance comparison under various dimensions of message feature (host
feature)

Performance under CICIDS 2018 dataset

As stated before, the message features matrix should be reduced before flattening. The
original dimension is 100 * 768, and our current computational capability can handle 800
host features. Detection performance with various matrices of message features is shown
in Fig. 5.14 using XGBoost under the CICIDS 2018 dataset, which contains 10 types of at-
tacks and excludes 4 types of attack having limited numbers (e.g., Brute Force-Web, Brute
Force-XSS, Infiltration, and SQL Injection). The first 10 attack scenarios are presented
in Table 5.3 for the training and test sets. The last 4 types of attack samples, as shown
in Table 5.3, are limited in total (e.g., Brute Force-Web 42, Brute Force-XSS 16, Infiltra-
tion 29, and SQL Injection 15). Due to insufficient samples in CICIDS 2018 dataset, it is
challenging to train machine learning and deep learning algorithms. Compared with the
massive number of other attack scenarios, the limited samples are potentially considered
noise in the training procedure and perform a lower detection performance. Therefore,
the four classes are eliminated in most test cases except in the cascade machine learning
approach. The results in Fig. 5.14 have been obtained under the same flow features (132)
and the same event features (226). The message matrix is reduced to 10 % 80, 15 * 50, and
20 % 40. It is observed that the performance is almost the same under different message
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matrices. Message feature matrix 15 % 50 is selected as a representative in the subsequent

tests.
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Figure 5.15: NIDS (flow-based) and hybrid NIDS and HIDS (flow, event, and message-
based) performance comparison under CICIDS 2018. Mes:message.

Fig. 5.15 demonstrates XGBoost test performance (i.e., F1 score) with flow features
only, a combination of flow and message features, and a mixture of flow, message, and event
features. The results show that integrating message features and event features improves
the detection performance of all classes that cannot be fully detected. Particularly for the
DDOS-LOIC-UDP attack, F1 score increases from 0.7609 (flow features only) to 0.9828
(with event features) and 0.9942 (by integrating message and event features). The largest
improvement is achieved for the detection of DoS-SlowHTTPTest attack, which boosts
from 0.5425 to 1.0000. Moreover, the overall performance is increased remarkably. For
instance, the macro F1 score is increased up to 0.9993 with the event and message features
when compared to 0.9246 with flow features only. The host features, be it event or message,
clearly improve the attack detection accuracy. Moreover, message features show further
advantages to boost the intrusion detection performance when compared to the event
features. When flow features and message features are combined, 0.9993 macro F1 score
is achieved while integrating flow features and event features lead to a macro F1 score of
0.9727.

Performance under NDSec-1 dataset

A similar rule is followed to apply host features for the NDSec-1 dataset by flattening two-
dimensional host features into a vector for machine learning algorithms. As introduced in
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Section 5.1.4, event features are stored in a 2182 % 8 matrix whereas the message features
are stored in a 512 *x 768 matrix. After flattening, a huge vector is obtained with 393,216
message features for one sample. Therefore, dimensionality reduction is crucial before
flattening by selecting a small matrix similar to the CICIDS 2018 dataset. According to
previous experience under CICIDS 2018, dimensions of the message feature matrix impact
he intrusion detection performance marginally, as shown in Fig. 5.14. The event feature
matrix is selected as 500 % 8, and the message feature matrix is 100 * 768 for the NDSec-1
dataset. If a small matrix such as 10 % 10 is chosen instead of the original 100 * 768 event
feature matrix, majority of the event features are excluded. One may expect this to reduce
the effectiveness of the detection performance. However, with a smaller matrix of event
and message features, the number of host features is also large; up to 80800 (4000-+76800).
Therefore, Principle Component Analysis (PCA) is employed to reduce dimensions further
for the mix of the flow, event, and message features. Fig. 5.16 presents a comparison of
performance results (F1 score) using PCA to reduce to different dimensions. This figure
shows that the highest F1 score is achieved when PCA reduces the features to 10, with
0.91 macro F1 score. Thus, in the following tests, PCA is applied to reduce the features
to 10. Fig. 5.17 presents the attacks detection performance (F1 score) with flow and host
features. The detection system using the composition of flow features, event features, and
message features contributes the highest overall performance in macro average F1 score
(MAvg) with 0.8913 and a weighted average F1 score (WAvg) of 0.9964. Meanwhile, with
a mixture of flow, event, and host features, the detection system demonstrates the best
performance for DoS, Normal, and Probe. Specifically, MAvg is at 0.8913 when compared
to the flow only case 0.8595, combined flow and event features (0.8591) and the combination
of flow and message features (0.8906). When flow and event features are combined, the
best performance for Botnet and Exploit is 0.9217 and 0.7933, respectively. Moreover,
the flow and message combination case performs the best under Malware (0.9091) and
Misc (0.7762). Thus, host features are helpful to boost attack detection performance in
terms of overall performance and most individual classes when compared to the case where
only network features are used. However, introducing host features lead to performance
reduction in the detection of Bruteforce and Webattack. For instance, Bruteforce F1 score
reduces slightly from 0.9985 (flow only) to 0.9981 (flow and event), and Webattack reduces
from 0.8571 (flow only) to 0.7974 (flow, event, and message together).

5.4.2 Cascade Machine Learning Approach

In the dataset CICIDS 2018, benign samples form the majority, with 308, 375 in the training
dataset and 152, 172 in the test dataset, contributing to approximately 50% in the training
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Figure 5.16: Comparison of the impact of various dimensions (reduced by PCA) under the
NDSec-1 in terms of macro average F1 score

and test dataset as illustrated in Table 5.3. Moreover, according to the previous test results
in Section 5.4.1, it can be observed that benign samples can be detected at an accuracy
level that is close to 100%. Thus, attack points do not affect the detection performance
of benign samples. If benign samples could be eliminated, the computational complexity
of the intrusion detection system would be reduced. Meanwhile, it is possible to improve
intrusion detection (per attack type) performance when the entire dataset complexity is
reduced after filtering out half of the samples in the dataset. Therefore, a cascade Machine
Learning (ML) framework is proposed as shown in Fig. 5.19, which integrates a binary
classifier M L1 and a multi-class classifier M L2. The training and test procedures are
conducted sequentially. The training dataset is used to train M L1 in the first stage. In
this case, the training dataset is labeled with two classes, including 0 and 1 to represent
benign and attacks, respectively. All attack classes share one label as attack, and benign
keeps the same label as the original dataset in Table 5.3. M L1 is trained to discriminate
attack (label 1) and benign (label 0) classes. Attack samples with original labels, as shown
in Table 5.3, are applied to the multi-class classifier M L2 for training. Thus, M L2 is trained
to discriminate multiple attack types. Consequently, the ML model in the second stage
(M L2) uses attack samples only (with no benign samples), and reduces the complexity of
the problem and in turn, saves computing time.
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Figure 5.17: Performance comparison of NIDS (flow-based) and hybrid NIDS and HIDS
(flow, event and message-based) under NDSec-1. Mes:message

The trained M L1 and M L2 use the test dataset separately in the evaluation process.
It is similar to the training procedure to re-label different types of attacks in the pre-
processing stage with the same label. M L1 predicts the binary dataset, filters the samples
that are predicted as benign (label 0), and sends the remaining samples estimated as
an attack to M L2 for detection. Performance evaluation of the proposed method is not
straightforward since not all samples are predicted by the multi-class classifiers (M L2).
Overall performance should consider prediction results for all samples in the test dataset,
including the predicted Benign samples by M L1 and attacks classified by M L2. The
left part of Fig. 5.19 illustrates the overall performance measurement process among the
entire test procedure. It relies on the outputs of M L1 and M L2 by combining the binary
classification and multi-class classification results. If M L1 predicts samples as an attack,
these samples are sent to M L2 to make an estimation. M L2 finally classifies an instance
under one of the attack categories. Indeed, if M L1 estimates an attack sample as benign,
these samples are eliminated prior to M L2. At the output of M L1, there is no information
about the true label of the attack samples that are predicted as Benign by M L1. Therefore,
it is difficult to obtain the overall performance considering these attack samples. However,
by comparing the number of samples predicted by M L2 and an original number of samples
in test dataset, it is possible to calculate the difference and obtain the true labels. For
instance, if there are 60,767 Bot attacks (label 1) in original test dataset while assuming
60, 700 samples are left for M L2 testing, it is apparent that 67 Bot samples are predicted
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Table 5.24: Multi-classifier (ML2) performance

Precision | Recall F1 Support

Benign 0.0000 | 0.0000 | 0.0000 3
Bot 1.0000 | 1.0000 | 1.0000 | 29692
DDOS-HOIC 1.0000 | 1.0000 | 1.0000 | 67449

DDOS-LOIC-HTTP | 1.0000 | 0.9998 | 0.9999 | 19166
DDOS-LOIC-UDP 0.9884 | 1.0000 | 0.9942 342
DoS-GoldenEye 0.9991 | 1.0000 | 0.9996 1163

DoS-Hulk 1.0000 | 1.0000 | 1.0000 6553
DoS-SlowHTTPTest | 1.0000 | 1.0000 | 1.0000 5351
DoS-Slowloris 0.9986 | 1.0000 | 0.9993 702
FTP-BruteForce 0.9999 | 1.0000 | 1.0000 | 15918
SSH-Bruteforce 1.0000 | 1.0000 | 1.0000 o418
Weighted Avg 0.9999 | 1.0000 | 0.9999 | 151757
Macro Avg 0.9078 | 0.9091 | 0.9084 | 151757

as benign and filtered out by M L1. According to this approach, individual prediction
performance (e.g., F1 score) can be obtained for all classes under the proposed two-stage
cascaded approach.

The CICIDS 2018 dataset with 10 types of attack and 14 types of attack is used
to evaluate the cascade system performance separately. In order to compare with the
previous work in Section 5.4.1, all 132 flow features, flattened event features (224), and
the same matrix of message features (15 * 50) are used to evaluate the proposed two-stage
cascade machine learning approach. XGBoost is chosen as M L1 and M L2 in the cascade
framework Fig. 5.19. It is worth to note that the base classifier can be replaced with any
other machine learning model. The objective of this study is not to propose a new machine
learning algorithm but a new framework that can use any machine learning algorithm to
boost the detection accuracy of multiple intrusive patterns.

Starting with 10 types of attack CICIDS 2018 dataset, when the test dataset is re-
labeled for attack samples using one label instead of the original labels, performance of
XGBoost (ML1) can be seen in the confusion matrix illustrated in Fig. 5.18. In the
confusion matrix in Fig. 5.18, the most benign samples (152169/152172) are predicted
correctly and are be filtered by XGBoost (ML1). Specifically, only 3 benign samples are
predicted as attacks and sent to M L2 for classification. However, there is one (1) attack
sample predicted as benign, which is removed by M L1 prior to M L2.
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Predicted Benign Predicted Attack

True Benign 152169 3

True Attack 1 151754

Figure 5.18: XGBoost (binary classifier) prediction confusion matrix

Table 5.24 demonstrates classification results of the second stage machine learning
model (ML2) of XGBoost. By comparing the number of samples in the original test
dataset and the classification outputs by M L2, the difference for the Benign and Bots
categories is 152,169 and 1, comparing sample support as shown in Table 5.3 and Table
5.24, respectively. Therefore, it is apparent that the eliminated attack sample by M L1
belongs to Bot. Table 5.25 illustrates a sample label and prediction results of the two-
stage cascaded approach, integrating M L1 and M L2 prediction results. A total of 151,757
(151,754 and 3) samples as shown in Fig. 5.18 predicted as attack by M L1 are sent to M L2
for further prediction, which matches the number of samples predicted by M L2 as shown
in Table 5.25 (sample index from 1 to 151757). These 151,757 samples final prediction
follows M L2 estimation results.

Table 5.25 demonstrates that M L1 is responsible for part samples (from index 151, 758
to index 303, 927) prediction and M L2 makes estimation for the rest of the samples (from
index 1 to index 151,757). Meanwhile, M L1 predicts one attack sample as benign and
estimates all other benign samples correctly, illustrated in the confusion matrix Fig. 5.18.
It is straightforward to calculate overall performance with each sample prediction result
and label information.

Fig. 5.20a demonstrates the performance comparison of the proposed cascade system
and XGBoost for individual classes and the overall performance (macro average F1 score).
The proposed approach increases the macro average F1 score slightly from 0.9993 to 0.9994
and single class DoS-Slowloris from 0.9986 to 0.9993. Since XGBoost achieves remarkably
high detection performance for all classes combing flow and host features, the proposed
cascaded system does not show critical improvement under CICIDS 2018 dataset with 10
types of attack when rare attack instances are eliminated. However, the benefit of the
proposed approach becomes evident when attack types of less/rare instances are included
(all 14 types of attacks) as discussed next.

An additional test by including all classes is also conducted adopting the two-stage cas-
caded machine learning approach. As stated earlier in Section 5.1, CICIDS 2018 contains
14 types of attack. In the previous test, 4 of these attacks (Brute Force-Web, Brute Force-
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Figure 5.19: Proposed two-stage cascade machine learning model architecture
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Figure 5.20: Performance comparison of the base classifier (XGBoost) and the proposed
two-stage cascaded ML framework, under CICIDS 2018 dataset with 10 or 14 types of
attack
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Table 5.25: All samples in test dataset prediction result and label value integrating ML1
and ML2 estimation results. Attack sample is labeled as 1 and benign is labeled as 0.

Sample Index | Pred \ Label
1
ML2 2 The same as ML2
151757
151758 0 1
151759 0 0
ML1 151760 0 0
e 0 0
303927 0 0

XSS, Infiltration, SQL Injection) were eliminated due to being represented by insufficient
samples in the dataset (less than 50). For instance, out of these, Infiltration yields an F1
score of 0.6667 under XGBoost due to insufficient samples as shown in Fig. 5.20b. Fig.
5.20b presents test performance using the proposed cascade approach and XGBoost using
dataset with insufficient attack samples. From the results, it can be observed that The
macro average F1 score (overall performance) increases from 0.9727 to 0.9849. Meanwhile,
the proposed approach boosts attack Infiltration performance dramatically, from 0.6667
to 0.9412. The CICIDS 20018 dataset generates Infiltration attack samples via internal
infiltration of the network. Specifically, a malware through email is transmitted to the
target and exploit a software vulnerability to infiltrate the network from the inside. After
successful attack, a backdoor is installed on the victim node, which will enable exploration
of the internal system for other susceptible devices. Infiltration attack is critical for the
entire network which finds victim nodes from internal network. The proposed cascaded
system shows advantages in boosting Infiltration detection performance. However, Brute
Force-Web performance decreases by 3% when compared to XGBoost. Considering the
benefits of the overall performance and dramatic improvement for the Infiltration attack,
the cascade machine learning method for intrusion detection is worthy.

5.4.3 Result analysis
The presented method, utilizing network and host features, demonstrates a more promising

performance, in terms of macro average F1 score, that is increased from 0.9246 to 0.9993
under CICIDS 2018. Furthermore, detection performance for all individual attack types has
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been shown to improve such as the F1 score of DDOS-LOIC-UDP that was elevated from
0.7609 to 0.9942 and DoS-SlowHTTPTest that improved from 0.5425 to approximately 1
under the CICIDS 2018 dataset. Under the NDSec-1 dataset, with host features, the overall
detection performance, in terms of macro average F1 score, has been shown to increase
from 0.8595 (when only flow features are used) to 0.8913. The two stage cascaded machine
learning framework also improves the system performance slightly whereas it outperforms
the base classifier for the individual detection performance (F1 score) of rare classes such
as Infiltration whose F1 score has been shown to increase from 0.6667 to 0.9412.

5.5 Conclusion

ML algorithms are extensively applied for network intrusion detection and also in IoT
settings. However, the lack of a one-size-fits-all solution calls for novel frameworks for
multiple class classification schemes. To this end, a NIDS, namely APWD framework,
is proposed that consolidates several ML models, taking advantage of the expertise of
certain models for specific attack types to boost detection performance in an IoT network.
Experiments have been conducted under a public dataset (NSL-KDD) based on three
base detectors (i.e., RF, XGBoost, and Adaboost). Numerical results demonstrate the
proposed APWD framework significantly increases the overall accuracy compared to all
base detectors. While the overall performance has been boosted, more importantly, the
APWD framework has been shown to improve the detection performance for most of
the attack types towards the IoT network. The APWD model obtains remarkably high
improvement in terms of per-attack type accuracy under the NSL-KDD dataset.

Lately, an NIDS, particularly POLC, extending from APWD, is introduced in this work,
that takes advantages of the expertise/competency of particular ML algorithms for certain
classes to improve attack detection performance in a network (APWD) and to reduce
the decision costs (POLC). Meanwhile, a GAN is deployed to cope with the rare attack
samples by augmenting their instances in a systemic manner. Experiments have been
conducted to evaluate the presented system performance under NSL-KDD and compared
to two individual classifiers (i.e., Decision Tree (DT), XGBoost). It has been shown that
the APWD / POLC frameworks determine the same expert ML classifier for each class
in NSL-KDD, so they follow the same aggregation steps. Moreover, the proposed models
enhance detection performance for most attack groups. For instance, the APWD / POLC
model improves the R2L F1 score by up to 192%.

Lastly, NIDS methods have been widely investigated to ensure security via tracking
the entire network traffic. However, limitations of NIDS in the recognition of particular
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attack types such as Advanced Persistent Threats requires bridging with host-based net-
work intrusion detection systems (HIDS). Basically, HIDS builds on the analysis of various
resources in hosts such as logs, files, and folders, without monitoring the network traffic.
With this motivation in mind, in this work, a method is proposed, combining HIDS and
NIDS, to detect various types of intrusive patterns in a networked environment through
a two-stage cascading machine learning (ML) framework. NIDS and HIDS are combined
by a feature flattening approach, and a thorough study of the impact of the dimension
reduction on the message features at the hosts has been presented. Feature flattening
is followed by the introduction of a two-stage cascaded machine learning approach that
comprises a binary classifier to discriminate only benign and attack traffic; and a multi-
class classifier that discriminates multiple attack types. Under public datasets, CICIDS
2018 and NDSec-1 that contain network and host features (e.g., host event features and
host message features), the proposed two-stage intrusion detection framework integrated
with feature flattening is evaluated. The numerical results demonstrated that the hybrid
network and host features improves the attack detection performance significantly.
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Chapter 6

conclusion, Future Directions and
Open Issues

6.1 Conclusion

Internet of Things (IoT) has attracted people’s attention which is widely used in various
applications in recent days. Mobile Crowdsensing (MCS) systems are an internal part of
IoT that encounters similar security issues. MCS systems rely on individual users to sub-
mit sensing data via smart devices (e.g., smart phones, wearable equipment) with various
sensors to collect environment information. This thesis focus on ML-based approaches to
detect attack samples in MCS systems. Specifically, this thesis aims to distinguish fake
tasks in MCS systems that objects to drain more energy from users’ device and clog MCS
platform in MCS activities. Fake tasks are harmful for individual participants and MCS
platform that deter the development and deployment of MCS technique in real applica-
tions. However, in physical systems, it is demanding to address challenges when deploys ML
models, such as imbalanced dataset with scarce of intrusion samples and without enough
features in original dataset. It is difficult to achieve a promising performance with these
issue. With the motivation to tackle imbalanced dataset challenge and obtain an encourag-
ing result, a Deep Belief Network (DBN)-based approach is investigated, composing several
oversampling techniques (e.g., Random Over-sampling, Borderline SMOTE and Adaptive
Synthetic over-sampling (ADASYN)). The deployed over-sampling methods enlarge syn-
thetic samples using different insertion mechanisms, that result in the generated samples
with different properties and features. This leads to performance varying under differ-
ent oversampling approaches. From numerical results, it is observe that DNB contributes
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better detection performance for fake tasks integrating Borderline SMOTE oversampling
technique. The second challenge in original MCS dataset generally does not contain enough
features, so it is demanding to extract more features for ML models to learning and make
good prediction. With this in mind and analyzing MCS dataset characteristics, an unsu-
pervised learning algorithm, namely k-means, is deployed to separate tasks in dataset into
several groups. The extracted feature is group information that is labeled with an unique
number for every group. It means a task in a group will add a feature with name ’group
ID’ and fill the feature with value the same as the unique number of this group. Evaluation
results demonstrate that a better performance can be achieved than with initial dataset. It
means the extracted feature is meaningful and useful for ML models to learn and make wise
prediction. The concept can be applied to other research scenarios to build k-means-based
approaches extracting more features. Meanwhile, with motivation to improve detection
performance and considering prediction costs, an innovated ML framework is introduced
that integrates horizontal Federated Learning (FL) to identify fake tasks. The proposed
method makes decision with objective to minimize prediction loss.

Furthermore, the submitted tasks are collected and managed conventionally by a cen-
tralized MCS platform. A centralized MCS platform is not safe enough to protect and
prevent tampering sensing tasks since it confronts the single point of failure which reduces
the effectiveness and robustness of MCS system. Meanwhile, fake task attack is a serious
threat as it would drain excessive resources from the participant devices and clog the MCS
servers to disrupt the services offered by the MCS. In order to address the centralized issue
and identify fake tasks, a blockchain-based decentralized MCS is designed. Integration of
blockchain into MCS enables a decentralized framework. Moreover, the distributed na-
ture of a blockchain chain prevents sensing tasks from being tampered. The blockchain
uses a Practical Byzantine Fault Tolerance (PBFT) consensus that can tolerate 1/3 faulty
nodes, making the implemented MCS system robust and sturdy. In addition, an ensemble
learning approach is deployed in the blockchain for eliminating fake tasks by malicious
requesters. The proposed blockchain-integrated MCS framework endures individual node
fault probability to achieve a high Rate of Legitimate tasks (RoLT') and a low Rate of Fake
tasks (RoF'T) when compared with a centralized system and Non-Fault Tolerance (N F'T)
system.

Cyber attackers could compromise the connected devices in IoT network and inject
intrusion samples. IoT networks confront security issue due to huge number of connected
equipment forming a large attack surface. Machine learning (ML)-based network intrusion
detection system (NIDS) is one of most useful techniques to identify network intrusions and
ensure IoT system security. An innovative ensemble learning approach, i.e., All Predict
Wisest Decides (APWD), is introduced firstly to make a wise decision and achieve a better
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attack detection performance. APWD is a general framework that can consist of various
ML models or neural networks. It is easy to apply APWD in other applications rather than
network intrusion detection. Furthermore, APWD makes a more prudent decision accord-
ing to individual ML model expertise in specific classes. Numerical results demonstrate
APWD outweighs classic ML algorithms in overall performance and single class. More-
over, Predictor Of the Lowest Cost (POLC) is introduced, that extends APWD, making
wise decision based on lower cost. Specifically, Thus, both the F1 score (in APWD) and
cost (in POLC) determination criteria show advantages in finding suitable expertise for
the detection performance in the system. Meanwhile, NIDS faces restrictions in observing
the entire traffic information due to encrypted traffic or lack of authority. A host-based
intrusion detection system (HIDS) evaluates resources in the host including logs, files, and
folders to identify APT attacks that routinely inject malicious files to victimized nodes.
The ML-based framework that leverages network and host-based features by running two
levels of machine learning algorithms on network and host data. First, a binary classifier
is used for detecting benign samples, then all detected attack types undergo a multi-class
classifier so to reduce the complexity of the original problem and to improve the overall
detection performance. Either APWD / POLC or hybrid HIDS and NIDS system, network
intrusion detection accuracy raises that ensures systems security.

6.2 Future Directions and Open Issues

This thesis aims to protect IoT systems in terms of MCS-based applications, blockchain-
integrated MCS systems, and [oT networks. Machine learning and deep learning algo-
rithms are utilized and investigated intensively to ensure system security and privacy.
There are still ongoing works in the discussed topics (e.g., fake task detection in MCS,
blockchain-integrated decentralized MCS framework, network intrusion detection in IoT).
I will continue these research topics if I have any chances and opportunities in the future.

Firstly, in order to improve fake task detection performance, several ML models and
one deep learning model (DBN) are investigated. Considering deep learning algorithms
with powerful learning skills with high-level features from data in an incremental manner,
in the future, it is valuable to implement detection system based on other deep network
architectures (e.g., CNN, Deep Neural Network (DNN)) in order to further improve the
accuracy and precision performance of the detection of the fake sensing tasks submitted
to MCS platforms. In [237], the authors enhance both detecting rate and accuracy of
malware by relying on a CNN algorithm. The study in [251] demonstrates multiple deep
learning methods (e.g., autoencoder, DNN, CNN, and deep reinforcement learning) to
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detect attacks. In particular, to boost the prediction accuracy of and reduce detection time,
a deep QQ network-based attack detection method is designed integrating CNN compressed
the state space to reduce training time. Higher detection performance also leads to lower
average loss in terms of task values for dynamic reputation and vote based federated models.
Meanwhile, the challenge with MCS is not only participation of untrusted parties but also
the vulnerabilities of the distributed sensing system (i.e., fake sensed data) as introduced
in [199]. It is worth investigating data poisoning attacks in the future.

Secondly, this thesis investigates saving legitimate tasks and the elimination of fake
tasks in MCS systems via blockchain networks and ensemble learning, respectively. Within
the designed architecture, incentive mechanism [254] is not considered to promote individ-
ual block node participation in PBFT consensus. The proposed framework does not involve
reward distribution in the blockchain under the assumption of all nodes being 100% willing
to vote (except the faulty nodes) in PBFT consensus. The rewards are normally used to in-
centivize nodes to contribute to the voting process during PBFT. Thus, rewards may result
in different voting rates in PBFT. Currently, the voting rate in the proposed framework
only relates to the number of active nodes and the total number of nodes. When rewards
are considered for individual nodes, the design architecture will need to be revisited and
updates. Therefore, under the current framework, it is difficult to evaluate the blockchain
performance in terms of rewards distribution and transaction fees. Future research agenda
includes updating the current framework with a new blockchain-enables MCS design by
taking the other metrics into account, such as rewards and transaction fees, and through-
put. Furthermore, hash rate on the blockchain is calculated using the SHA-256 algorithm.
In the extension of this study, we will deploy different algorithms (e.g., SH384 or SHA512
[123]), that may impact blockchain network performance such as average block time and
hash rate. Meanwhile, it is worth noting that there exists a trade-off between consensus
time and performance with respect to the size of the blockchain network. Thus, the system
performance improves with the increasing number of nodes in the blockchain whereas the
PBFT consensus protocol requires longer duration to achieve consensus for larger num-
ber of blocks in the blockchain. In light of this observation, our ongoing work involves
addressing the time cost for PBFT consensus constrained to the scale of the blockchain
network.

Thirdly, ongoing works for network intrusion detection in IoT systems, include inte-
grating CNN into APWD / POLC as base learners since APWD / POLC demonstrates
a lower performance than CNN model [62]. APWD / POLC is a generic framework that
does not limit the number of base estimators and the kinds of base estimators. Currently,
only fewer base estimators are included so our future work will increase the number of
base learners and raise diversity of the type of base learners (e.g., deep neural networks,
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unsupervised algorithms, and non tree-based supervised algorithms) in APWD / POLC
framework. Meanwhile, billions of electronic devices (e.g., sensors) and machines are being
connected to [oT systems. This connectivity trend is anticipated to continue well into the
future, especially regarding wireless IoT in applications such as smart cities. It means each
piece of equipment added to the network has multiple chances to be a vector for Zero-day
attacks. Therefore, ML algorithms should have the ability to learn adaptive and contin-
uously to alleviate these anticipated attacks given the scale of network entry points. The
current ML paradigm works in two steps: first, a specific training dataset runs a machine-
learning algorithm to construct a model, and then the model is used for its intended IoT
application [52]. The process of continuous ML is still in early development, so challenges
exist in applying continuous learning to IoT. In [215], the authors demonstrate lifelong
ML taking into account systems that can learn various tasks from one or more domains
during their lifetime. The objective is to absorb learned sequentially to selectively apply
that knowledge when learning a new scheme to form more refined assumptions and/or
policies. Moreover, the authors suggest that the AI community should look beyond merely
one-time learning algorithms to more seriously consider the nature of systems that can
learn throughout their operational lifetime. Consequently, in the future, we can consider
ways and means to deploy lifelong ML to identify cyber intrusion in the future in IoT.
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