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Abstract

The idiom by Thomas Fuller fantasizes the fact that seeing is believing, but the feeling is

the truth. This ideology has fired the vision and innovation of the Mulsemedia, multiple-

sensorial media, and Internet of Skills (IoS) which enable the exchange of control, skills,

and expertise anytime/everywhere across the Internet. With the emergence of the new

generation of mobile network (5G), Tactile Internet, as well as the deployment of Indus-

try 4.0 and Health 4.0, multimedia systems are moving towards immersed haptic enabled

human-machine interaction systems such as the Digital Twin (DT). Specifically, Industry

4.0 will be using DT and robots on a large scale. This will increase human-machine and

interaction to a great extent. There will be multimodal communications used to interact

with digital twins and robots, specially haptics. Hence, tactile internet will replace the

conventional internet today. In fact, a DT system can also be extended in Health 4.0

domain to act as a COVID-19 early warning system. Tracking a person’s temperature

and other symptom data in real-time can signal if as well as when it’s time to see a doctor

or take a COVID test. Link to a COVID tracing app, the digital twin might help get

more information about the virus relative to the person itself. Since there are currently

no well-recognized models to evaluate the performance of these systems, to address this

research lacuna, we proposed a Quality-of-Experience (QoE) model for DT systems con-

taining multi-levels of subjective, objective, and physiopsychological influencing factors.

The model is itemized through a fully detailed taxonomy that deduces the perceived

user’s emotional and physical states during and after consuming spatial, temporal, prox-

imal, and abstracted multi-modality media between humans and machines. Further, the

taxonomy was modelled using the best practice of machine learning methods to show

how QoE for digital twin applications can be inferred and predicted from interactions

and biosignals in this class of applications. Furthermore, the taxonomy was applied to

two use cases. The first one addresses the objective quality optimization for transmission

in a large scale immersed haptic virtual reality over the Internet while the second one

aims to objectively infer an important DT QoE physiological aspect i.e, fatigue.
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Chapter 1

Introduction

Currently, the Internet-of-Things (IoT) has been introduced as an umbrella to cover

the extensions of the Internet and into the physical world, by means of the widespread

deployment of spatially distributed devices with embedded identification and sensing

capabilities. As stipulated in the ITU-T Y.2060 [9], “the IoT is an infrastructure that

enables advanced services by interconnecting physical and virtual things, based on ex-

isting and evolving interoperable information and communication technologies”. The

fourth industrial revolution originates from the advent of IoTs. Through the advance-

ment of information capture and sharing, processing and communication, systems may

interact to deliver services not formerly attainable. Tangible objects, the things, are in

the physical world and are efficient of being sensed and attached to others in its network.

These things every so often have a virtual controller that enables the interaction and data

exchange with sensory things in the environment. This infrastructure manifests itself in

the domain of Industry 4.0 as a technology known as Cyber Physical Systems (CPS).

CPS are defined in [10] as: “Systems where physical and software components are deeply

intertwined, each operating on different special and temporal scales, exhibiting multi-

ple and distinct behaviours, and interacting with each other in a myriad of ways that

change with context.” The essential attributes of CPS elements comprise 1) cybernetic

capability in every component, 2) a high degree of automation, 3) networking at multiple

1



Introduction 2

scales, 4) integration at multiple temporal and spatial scales, and 5) a modular dynamic

capable of reorganization and reconfiguration. Consequently, the next wave of innova-

tion demands enabling haptic interaction with audiovisual feedback, as well as technical

systems supporting not just visual interaction, but also that involving robotic systems to

be steered and controlled with an imperceptible time-lag. This next wave of innovation

will create what is referred to as the the Tactile Internet (TI). The vision of digital twin

is a digital replication of a living or non-living physical entity, proposed by El Saddik

[1]. By bridging the physical and the virtual worlds, data are transmitted seamlessly,

allowing the virtual entity to exist simultaneously with the physical entity. A digital

twin is an immersed multimedia that enriches the segways to monitor, understand, and

optimize the functions of the physical entity and provides continuous feedback to im-

prove quality of life and well-being. A digital twin is hence Figure 1.1 the convergence of

several technologies such as artificial intelligence (AI), Mixed reality (MR) and Haptics,

IoT, Cybersecurity, Tactile Internet, Industry and health 4.0 and in particular Quality

of experience .

A key component of the digital twin vision is the optimization of multi modal com-

munication/interaction from the user perspective, which did not get any attention from

industrial and academic stake holders until so far. As a result, the demands to con-

duct extensive researches and developments in this domain are still growing and infancy

stages.

1.1 Motivations

While auditory and visual multimedia have reached an advanced quality level which is

characteristically referred to as high definition (HD) and beyond. For example, high-end

video cameras capture ultra-high-definition content, highly efficient video codecs such as

H.265/HEVC achieve remarkable compression factors, and high-resolution monitors and

virtual reality (VR) head-mounted displays (HMDs) enable high-end virtual experiences.
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Figure 1.1: Digital Twin Technology adopted from [1]

Similar HD technology for audio is also available such as Hi-FI and Dolby Atmos. On the

contrary, technical solutions addressing the sense of touch, which is typically referred to

as haptic technology, have not yet got the same level of attention and evolution. With the

development of the new mobile communication infrastructure (5G), the Internet will be

revolutionized to what is referred to as The Tactile Internet [11]. The Tactile Internet is

the next wave of inter-networking innovation that aims to provide ultra-low delay, ultra-

high bandwidth, and ultra-high reliability communications. This certainly has enabled

a paradigm shift from conventional content-oriented communication to control-oriented

communication. Consequently, new technological solutions to address the new form of

multimedia will significantly gain relevance. Enabling remote physical interaction with

convincing touch, smell, and even taste experiences is one of the key technologies of the

digital twin which be realized over the TI. Haptic, in particular, allows motor skills to be

available across distances and enables fully immersive multi-sensory remote exploration

of real or virtual environments. Therefore and with the incorporating of olfaction and
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Figure 1.2: Industry 4.0 using Digital Twin (DT) Architecture over the Tactile internet

gustatory, users will not only see and hear remote Virtual/Augmented Reality (VR/AR)

objects but they will be capable to smell, taste, feel and manipulate those objects. For

the latter, haptic, olfaction and gustatory information need to be captured, compressed,

transmitted and displayed with minimum latency.

For example, in the context of Industry 4.0, haptic more specifically teleportation is

the main technology used to enable this field as depicted in Figure1.2. Teleoperation

denotes the bidirectional ability to interact with a mechanical system remotely. Teleop-

eration is taken place by a machine or a robot at the slave site and is controlled by the

worker at the master site placed at a remote location. The TI communication channel

between the master and the slave is taken place via haptic feedback e.g. positions force,

pressure, torque, vibrations, velocity, and touch and the delivery of ultra high-audiovisual

resolution to the master site for proper interaction. Multiple merits will be gained from

these virtual telehaptic interactions for instance the risk of injurers will be avoided as

well as the time and cost to complete the industrial operations will be minimized. In
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Figure 1.3: The technological intersection that is discussed in this dissertation.

this context, the Digital Twin (DT) architecture is a promising technology to enable

teleoperation for an Industry 4.0 based system. The digital twin architecture requires

the formation of a digital replica of some tangible person/object in a virtual environ-

ment, then bridging the gap between the two by a reliable network connection, enabling

a real-time exchange of information between the twins. As an industry-based immersed

multimedia system, a digital replica of a real-world industrial unit can be deployed in

a virtual environment, then connected to the real unit over a network. Consequently,

humans could interact with the virtual twin and any operations carried out within the

virtual environment can be mirrored in the real-world twin.

As illustrated in Figure 1.3 optimizing on a large scale the transmission of the im-

mersed multidimensional media as well as implementing a subjective and objective qual-

ity evaluation is the foremost focus of this thesis.
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1.2 Problem Statement

Due to COVID 19 outbreak, most of the daily activities such as work, research, education

are taken place online rather than in an inline style. According to [12] applications

for teleworking and online education, including VPN and video conferencing, see traffic

growth beyond 200%, since March 2020. Consequently, internet traffic has been increased

drastically. As a matter of fact and according to a recent CNN news article 1, popular

content providers such as Netflix and YouTube are slowing down in North America and

Europe to keep the internet from breaking. The Covid 19 pandemic has altered how

we live, breathe, and do business. It has brought the global economy to a halt, posing

insurmountable continuity problems to any industry. With that being addressed, there

is an increasing demand to enable digital twin technology and ultimately over the Tactile

Internet.

When stepping into the era of 5G, the emergence of the Tactile Internet (TI) can

help haptic communication enter the new world for digital twins’ applications. The most

directly related is people’s health and well-being in life. Up to now, people who live

in some suburban areas still suffer from not getting high-quality and timely treatment.

With the help of superb network conditions and the support from the haptic technical

system, the patients whose physical conditions are not allowed to travel in long-distance

to seek medical treatment can be diagnosed and treated at home or local hospital by

some experienced doctors at remote places all over the world. One of its well-known

applications is telesurgery, as illustrated in Figure 1.4.

After collecting and cloud computing real twins’ information, its IoT data can help

to reflect the physiological information on the digital twin. If doctors have different

opinions about treatment, they can predict the response of the real twin’s body by

conducting experiments on digital twins without pain and damage on the real entities.

A similar example is that we can use digital twins to clinically test drugs or surgical

1https://www.cnn.com/2020/03/19/tech/netflix-internet-overload-eu/index.html
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(a) 

(b)

Figure 1.4: (a) An example of Health 4.0 remote surgery using the DT model, (b) A proof

of concept of Tele-heart-endoscope operation with 1KHZ haptic closed loop sampling

rate.
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treatment during the research and development testing phase, which also needs us to

gather and deal with “big data” as well as use intelligence algorithms, deep learning,

and machine learning (AI) to achieve physiological responses almost similar to the real

twin. Obviously, minimizing the physical testing of drugs on the real body makes an

effort to protect animals that will be used as experimental subjects. More humanitarian

and less potential harm. What’s more, the communication between haptic applications

in the digital twins can not only resolve the health issues but also prevent people from

physical damage. For instance, when executing tasks under some dangerous situations or

in tough surroundings, haptic devices can display as humanoid robots to help experienced

experts or technical engineers to handle hard issues in high-risk areas. At the execution

end, digital twins perform image observation, data acquisition and implement real-time

operation based on the performance of the remote real twins’ control end. At the same

time, the actual control unit can feel the feedback from the scene in real-time, including

the tactile pressure, temperature, and pain in skin sensing, or feedback in audition,

olfaction, and gustation. What’s more, visual cues and sound must be synchronized with

haptic interactions and must respond to continuous input data to increase the quality of

perception. At the remote real twins’ control end, we can apply the wearable devices to

gather physiological data from real twins, while the devices can also bring an immersive

experience to entities in terms of sight, touch, hearing, smell, taste, sense of direction,

etc. In order to let haptic machines meet the speed of human’s natural reaction time, 1ms

end-to-end latency is necessary for Tactile Internet and it will need 5G as the underlying

network infrastructure [13]. Tactile Internet along with IoT intelligence various aspects

of human’s life, particularly the haptic communication brings the immersive experience

to achieve the human-in-loop meanwhile. The tactile internet will perform an innovative

step by combing haptic interaction with visual feedback and other multimedia under the

guarantee of its high availability, reliability, and low latency. In many cases, low tactile

latency keeps the application safe, yet the current wireless and mobile communication

networks have not achieved a round-trip latency in 1ms [11].
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With the rapid development of fifth-generation (5G) mobile communications and in-

frastructure throughout the world, DT applications will become more popular. The DT

is based on massive, real-time, real-twin data measurements across multiple dimensions.

These measurements create an ever-evolving profile of the real twin (person, object, or

process) in the digital world, that provides important insights on behaviour and perfor-

mance which makes the interactions between the physical world and the virtual world

seamless. as we mentioned, benefits of DT range from monitoring complex manufactur-

ing processes, to analyzing individual people’s behaviour using artificial intelligence and

providing feedback, to predicting Quality of life features (QoL) such as possible health

issues such as a heart attack or possible pandemic before it happens.

On one hand, evaluating these classes of applications using the traditional Quality-

of-Service (QoS) models will fail to address the user’s satisfaction with these applications

due to the involvement of a large amount of human-computer interactions and the subjec-

tivity of the end-user. On the other hand, existing Quality-of-Experience (QoE) models

are proposed to meet specific targets related to conventional audiovisual multimedia i.e.,

QoE metrics differ from one system to another. In other words, many researchers will

look at a semantic subjective mapping while others used mathematical modelling of QoE

in terms of QoS. Nonetheless, Existing Quality-of-Experience (QoE) models of existing

multimedia areas. Those models are tailored to fulfill specific purposes no dedicated mul-

timedia devices, hence cannot be applied in the DT domain. For instance, it has been

shown [14] that due to the bidirectional nature of positions (X, Y, Z) and its correspon-

dent forces, torques, and velocity haptic signals and varying communication conditions,

researching the human perception in haptic teleoperation systems is challenging com-

pared to audio-visual perception [2]. Consequently, existing QoE models and approaches

cannot be applied to DT applications where haptic and other emerging forms of multime-

dia (e.g, olfaction, gustatory, and other kinds of hard and soft social media) are heavily

incorporated with the said system.

Consequently, the research lacuna in this work can be articulated as : how can
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we quantitatively measure and predict users’ Quality of Experience of DT system given

the fuzzification of the human nature and the involvement of large amount of human-

computer interactions ? As there are presently no well-established models for evaluating

the QoE of a digital twin system, we propose a QoE taxonomy and model to best cap-

ture the amount of overall satisfaction and benefits earned from this system in addition

to setting the foundation for the future ideal user-centric design of the aforementioned

system.

1.3 Contributions

The main contribution in this thesis can be enunciated on how can we can help industrial,

academical, and communication stakeholders building the digital twin systems, such as

Industry 4.0 and Health 4.0 by putting in mind and proactively focusing on those QoE

relevant metrics and parameters that guarantee an enhanced end-user perception while

modeling, implementing, and fabricating the hardware, software, and communication

complements of the DT systems. Overall the research contributions of this PhD work

can be listed as:

• Conceptualization and modeling of the integration, communication and quality

control properties of a generic Digital Twin System.

• Design and development of a QoE taxonomy containing multi-levels of QoE pa-

rameters for DT system. the taxonomy was built through analyzing existing QoE

models of different multimodal systems in the literature and integrating technical

metrics for new emerging media, observations, opinions, and more importantly bio

feed-backs from our human subjects.

• Design and construction of a dataset that encloses the proposed QoE taxonomy

• We developed an optimized and automated QoE model based on effective machine

learning algorithms to best capture the heterogeneous nature of multimodal sys-
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tems such as the DT in a smart and cost effective way (incorperating subjective,

objective, and physiopsychology mertics) that satisfies and predict the degree of

perception of the most important entity of the multimedia system (i.e. the end-

user).

• Design and development of an architecture that combines the three aspects: sub-

jective, objective, and biomedical metrics.Hence, satisfying the pseudo-digital twin

analogy.

• Benchmarking the interdependencies of ’QoE v QoS’ over the traditional internet

architecture such as LTE-A using different stabilizing, control, and QoS schems.

• Design and conduct experiment and user study based on the proposed taxonomy

to objectively and subjectively estimate QoE for DT system taking fatigue as case

study.
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1.5 Thesis Organization

The rest of the dissertation is organized as follows:
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• Chapter 2 presents the background information regarding the closely related state-

of-the-art works fit the domain.

• Chapter 3 presents our proposed QoE taxonomy and the methodologies to deploy

it.

• Chapter 4 presents a full projection and of the taxonomy into machine learning

models to predict QoE for the developed DT applications.

• Chapter 5 presents a use-case on optimizing quality in the communication of im-

mersive DT Haptic Virtual Reality over the existing internet using various modern

networking technologies.

• Chapter 6 discusses a QoE Case Study about mathematically predicting and quan-

tifying Fatigue for a haptic-audiovisual system.

• Chapter 7 presents the concluding remarks about the dissertation and discuss about

the possible future works on the proposed topic.

• Appendix 8: shows the post-test questionnaire used in this thesis.



Chapter 2

Background and Related Works

In the past decade, multimedia has been widely based on vision and hearing. However,

many forms of content especially those which stimulate other senses including olfaction,

tactile, kinesthetic and gustatory have been recently proposed [15, 16, 4]. In addition

to that, advances in IoT and Internet of Skills (IoS) technologies facilitate continuous

data collection and interaction by means of connected hard sensors and multi-modal in-

teraction. Hard sensors are sensors that are physical, hardware-based, such as pressure

sensors, ambient light sensors, cameras. Hard sensors are part of what are referred to as

today the Internet of Things and the Internet of Skills. Hard sensors can either be at-

tached to the real twin. These include wearables and personal sensory devices, collecting

mainly biometric data, and providing valuable insights on health and well-being. Hard

sensors can also be ambient sensors, providing data on the real twin’s environment at

any given time. Additionally, continuous tracking involves data collected by soft sensors.

Soft sensors collect data mainly from social networks such as Instagram, Twitter, Face-

book, etc. We call them soft sensors because they are software-based, where information

is entered into the platform by humans. Both IoT and Social Networks provide high

amounts of sensory data and varied views on the real twin’s state of health and well-

being. Therefore, we are witnessing a rapid evolution of new technologies such as the

digital twin that extends the audiovisual services into multimodal (i.e, multi-sensory) ap-

15
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Figure 2.1: Hard and Soft Sensory Experience is Beyond AudioVisual Perception.

plications, as depicted in Figure 2.1.It should be noted that multimodal communications

is the field referring to the: Representation, Storage, Retrieval, and Dissemination of

temporally, spatially, and contextually correlated multisensory information expressed in

multiple media such as: Text, Voice, Graphics, Images, Animations, Audio, Video, smell,

touch, force feed-backs, and soft sensory data. These new modalities have been proven to

potentially enrich the overall user’s satisfaction in many applications ranging from inter-

active gaming to medical and military training [17, 18, 19]. In the following paragraphs,

we provide a brief description of the haptic, gustatory, and olfaction modalities.

Haptic is referred to as the science of touch. The term is derived from the Greek

word hapt esthai that refers to the sense of touch [16, 20]. The haptic perception was

examined by many studies [16, 21, 22]. A haptic process can be considered as force,

tactile vibration or heat stimuli that represents mechanical, thermal or pain receptor.

Furthermore, haptic manipulation can be achieved as one of the following forms: tac-

tile feedback, kinesthetic feedback, or motor action. Tactile signals are signals detected

by the skin and internal organs such as touch, pain, vibration, heat etc. They are
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coded by mechanoreceptors which respond to mechanical distortion of the sensory nerve

membrane. Kinesthetic signals comprise information relevant for the human kinesthetic

perceptual mechanisms, which allow for the perception of the position and orientation of

our body parts and joints and external forces and torques applied to them. Hence, posi-

tion, velocity, angular velocity, force, and torque all fall into the category of kinesthetic

signals. In general, a haptic signal has a unique property of being both informatic and

energetic [23, 24]. It is characterized by a bidirectional flow of information. Tele-haptics

extends the haptic capability to include remote distance interactions [16]. Kinesthetic

haptic interfaces (devices) are like small robots which enable a user to send and perceive

kinesthetic signals. These interfaces are able to interact (modify) with a real or virtual

environment and provide force or torque feedback to the user. A Touch X and Force

dimension Omega.X are examples of a Kinesthetic haptic interface. The haptic inter-

facing device has to provide all the possible degrees of freedom (DoF) inherited from

the biomechanical structure of a human’s arms, joints, hands, etc. Nowadays, Sensible

Touch X [25] device provides six DoFs positional sensing and three DoFs of force feed-

back which allow the human nervous system to interact haptically with the object in

a very effective manner. As such, augmenting virtual environment and/or telepresence

with haptic features implies that, togetherness, tele-manupulation, and tele-touching can

be achieved among users in a realistic nature.

Olfaction is referred to as the act of smelling [26, 27, 28]. More specifically, it is

the nose’s ability to perceive a scent of material or substance in an environment. In

spite of the fact that the olfaction modality can enrich the multimedia system, this field

has been nearly neglected due to the limitations of hardware manufacturing required

to remotely produce the desired scents [29]. However, many successful endeavours have

lately succeeded in enhancing the quality of scent displays [30]. Furthermore, [26, 31,

32] conducted studies on olfactory displays and smell sensors to show the potential of

transmitting scent information such as the aroma of fruits, cooked food, and flowers to

users over networked virtual environments. In addition, the authors of [30] investigated
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the current use of olfaction in many multimedia fields, from the filming industry to VR

games [31].

The gustatory sense represents the taste sensation that can be perceived from a

mixture of chemical signals [27, 4]. Gustation sensation involves a flavour of multi-

faceted or a mixture of taste sensations. Flavour is defined by ISO [33] as different

sensory integration modals of olfaction, gustatory, and trigeminal that are recognized

during the tasting process. Generally, the taste is categorized in five basic qualities:

sweet, sour, salt, bitter, and umami. Due to the complexity of chemical combinations

required to produce distinct tastes and the fact that the gustatory sense is affected by

other modalities like olfaction, vision or thermal, the research conducted on the perceived

gustatory sense is still limited. Recently, [34] analyzed the diachronic and synchronic

experiences of the five taste groups to establish a generic framework to design a taste

experience human-computer interaction.

2.1 QoS requirements for each Modality

Traditionally, before the rapid emergence of the vast amount of multimedia content on the

Internet, computer networks were designed to convey data traffic using a scheme known as

best-effort delivery. This scheme was somewhat acceptable in the past, where data traffic

was elastic (i.e., it can stretch under delay and bandwidth impairments). This best-effort

service is unable to provide a predictable and reliable end-to-end packet delivery for real-

time services and business mission-critical applications. The recent emergence of newly

perceived multimedia classes of applications has highlighted the need for the development

of a new standard that can accommodate their characteristics. This has been recently

realized, in the form of a delivery scheme known as Quality of Service (QoS). QoS refers

to a set of quality metrics used to tune and quantify the performance of applications,

systems and networks. From a network point of view, QoS is defined as the set of service

requirements that have to be met to enhance the overall utility of the network [35, 36].
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This can be done by granting priority to a higher value or more performance-sensitive

flows. Generally, QoS metrics are grouped into application factors, system factors, and

network factors. Metrics in each group are bidirectionally affected by metrics in the

other two groups. According to several research studies [37, 38, 39, 40, 41, 42], the

most significant factors of the QoS metrics are considered: packet size, delay, jitter,

throughput, data loss rate, rendering (update) rate, and arrival model.

The requirements for these five QoS factors in relation to the aforementioned media

types are discussed in this section, and summarized in Table 2.1.

Figure 2.2: Bilateral teleoperation.The operator controls the position of the remote robot

(teleoperator). Interaction forces are measured during contact and sent back to the oper-

ator. Additionally, visual and auditory information is streamed back to the operator.[2]

The internet-based haptic application enables the interaction between a human oper-

ator and a remote actuator. Such a system is referred to as a Master-Slave Teleoperation

(MST) as illustrated in Figure 2.2. MSTs are measured by the number of Degree of

Freedoms (DoFs) they provide [43] and can be used in several fields, such as military

space robotics, underwater operations, and remote medical surgeries. DoF is one of the

parameters used for characterizing haptic interfaces (both input and output). It defines

the available number of degrees of freedom for position/orientation information (as in-
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put), and force/torque feedback (as output). For example, 3 DoF position capability

means that the device provides position information along x, y, and z axes. The haptics’

bi-directional data flow property implies a distinguished requirement for teleoperation

systems that maintains local control loop stability [44]. Unstable teleoperation inter-

action is a result of the unwanted delay, jitter, and packet loss. Haptic data is more

sensitive to delay since the operation performance of kinesthetic or tactile feedback is

typically positioned between 1 and 50 milliseconds. When The MST involves Machine

to Mchine (M2M), the latency requirement is extremely critical with a range of 1-10 ms,

in order to interact with fast-moving objects [45, 46, 22]. In MST systems, we might

witness 2 scenarios, the master-slave, the sent data can be among others force, torque, or

velocity (in 3 dimensions) sent in a 1kHZ rate, and the feedback from the slave which can

be in the form of vibrotactile information or a kinesthetic with 1000 packet/per second.

The 100 DoF tactile is denoted to include most of the body’s biomechanical structure.

Unstable latency (jitter) has the most adverse effect on the teleoperation process in terms

of stability of performance. To ensure stability and transparency for MST, jitter has to

be less than 2 milliseconds, and data loss has to be between 0.01% and 10% [47] [44].

To achieve a high fidelity output, the update rate should be greater than 1 kHz. This

means that the haptic device should receive 1000 frame per second to render the output

in a good resolution [48]. The bandwidth is another requirement of teleoperation com-

munication, however, it has less of an impact since kinesthetic, tactile, and actuators

have a small volume of data per frame (Usually 512 kbps) [47]. The arrival model of the

haptic modality is heterogeneous by nature and can be described using the Gilbert-Elliot

model with two-state Markov process [49]. In Summery, haptic systems are very critical

in terms of delay, jitter, and update rate and much robust to data loss and bandwidth.

The video represents a sequence of continuous frames of visual data synchronized in

a timely fashion [50, 51]. Video-conferencing and streaming are other examples of an

application that cannot survive on the best effort standard for routing through an IP

network [52]. One point worth noting is that in terms of video communication and com-
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Table 2.1: Communication Requirements for DT modalities over Tactile Internet

QoS Metric
Human-to-machine Machine -to- Human

Haptic Video Audio 3D Olfaction Haptic Feedbacks

Packet Type (Positions, Velocity, Force, Torque) H.265/MPEG-4 Dolby Surround Mesh, Texture Scent Kinesthetic Signals Tactile Signals

Packet Size(B)

1 DoF: 2-8

3 DoFs: 6-24

6 DoFs: 12-48

1.5K >50 1.5 1

1 DoF: 2-8

3 DoFs: 6-24

6 DoFs: 12-48

1 DoF: 2-8

10 DoFs: 20-80

100 DoFs: 200-800

Jitter

(ms)
1-2 30 30 30 ≤ 23 2 1

Delay

(ms)
1-50 ≤ 400 ≤ 150 100-300 0-1500 10 1

Throughput

(kb/s)
≥ 512 ≥ 2500 ≥ 128 ≥ 1200 0.008 ≥ 512 ≥ 1000

Data Loss

Rate(%)
0.01-10 1 1 1-10 1 10 0.01

Update

Rate(Hz)
≥ 1000 30 20 30 0.1-10 ≥ 500 ≥ 1000

Arrival

Model

Heterogeneous

(Periodic or Gilbert-Elliot)
Periodic Periodic Periodic Periodic

Heterogeneous

(Periodic or Gilbert-Elliot)

Heterogeneous

(Periodic or Gilbert-Elliot)

pression of the MPEG-V standard, only three types of frames are taken into consideration

[50, 51]: Intra-coded frames (I-frames) are used for coding real-time images frames that

do not have references of previous frames, Predictive coded frames (P-frames) are used

to reference the changes in previous I-frames or P-frames, and Bi-directional predictive

frames (B-frames) are used as a data reference for previous and successive frames, so

B-frames are aimed to enhance the quality of compression. To prevent video flickering,

frames have to be refreshed momentarily. [53]. The refresh rate of video varies from

one application to another, however, 30 frames per second is the common rate. In video

applications, QoS communication requirements should be preserved within rigged time-

based parameters in order to maintain temporal relation between information entities

[47, 36]. A delay of 400 ms or less should be preserved to provide an acceptable human

perception of real-time scenes. The jitter should be kept below 30 ms. Real-time video

applications require a large volume of data per frame, therefore a high bandwidth provi-
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sion may vary from 2.5 to 5 Mbps. In order to render a rich video application, the data

loss should be constrained to around 1% and the update rate has to be around 30 frames

per second [19]. Due to the manifested usage demands of high-resolution video content,

higher dynamic range and higher frame refresh rate (60 fps) are significant to optimize

video delivery [54].

Audio is defined as a continuous waveform of perceived voice/sound signal that prop-

agates in a medium [50]. Voice Over IP (VoIP) applications such as Skype, Viper, and

Hangouts are getting more popular for social multimedia users. VoIP applications trans-

fer voice packets over an IP network while requiring guaranteed bandwidths, and very

low delay and jitter. Audio delays expectations are based on the interaction level of the

application i.e., one-way, two-way, or asymmetric two-way [55]. Generally speaking, the

preferred range of the delay is less than 150 ms, whereas the jitter should stay around

the 30 ms boundary. The audible frequency threshold that can be perceived by the hu-

man ear is roughly 20 HZ [56], hence the update rate has to be at least 20 frames per

second. It has been shown [57] that the tolerated data loss of audio applications should

be preserved below 1% and the throughput has to be more than 200 Kbps.

3D graphics is the representation of three dimensions of data in a geometric space.

This space can be a composite of dimensions selected from the length, width, and depth.

3D plays a significant role in the creation and development of virtual reality (VR) and

augmented reality (AR) applications [58]. Mixed reality (MR) is described as computer

software that simulates a real or virtual physical existence where people can interact with

it instantaneously and change it as if it is real. Augmented reality is the technique of

enhancing the real world by getting information virtually to enhance a user’s experience

and senses. Multiview and stereoscopic scenes can enhance MR graphics which in turn

will improve human perception [54]. MR streaming has been introduced to overcome

the limitations of pre-installing and/or downloading the vast virtual environment’s (VE)

content. MR streaming is defined as continuous and real-time delivery of 3D contents,

such as meshes, texture, and animations, over network connections to allow user inter-
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actions with its virtual and physical world without a full download or a pre-installation

[59, 60, 61]. Users can immediately render the 3D content when it is only partially re-

ceived, and thus the interaction with their VE/AR occurs without having to wait for

the entire download to be completed. MR streaming is similar to audiovisual streaming,

where users can immediately interact with the displayed scene when the data are grad-

ually downloaded. However, there exist some key differences between both approaches

as illustrated in table 2.2. The first difference relates to the content itself, which is 3D

mesh models, texture, and animation, real objects for the MR streaming and 2D images

for audiovisual streaming. This means that the user in MR streaming can navigate the

same scene at its all-possible resolutions and from any viewing angle without the need

to download any extra data. However, in audiovisual streaming when a user wants to

change his/her viewing angle, extra images for the same objects in the scene have to

be streamed. In audiovisual streaming, the video is fragmented into sequentially or-

dered frames. These frames are transmitted according to the time sequence of the video.

Hence, the data stream would be the same for everyone. The audiovisual streaming

access pattern is considered linear and frame prediction can be applied; whereas in MR

streaming, the 3D content cannot be ordered and has to be fragmented based on the

user’s behaviour, viewing angle and distance. Different viewing angles, areas of interest

(AOI), or distances thus would produce unique transmission sequences. Obviously, in 3D

streaming, the content access pattern is hard to be anticipated and lacks linearity[60].

The QoS factors for networked virtual environments have been evaluated in [62]. The

findings are as follows: the end-to-end delay fluctuates between 100 ms and 300 ms, the

jitter effect should be at most 30 ms, the 3D contents have to be periodically updated

in a 30 frame per second rate, the data loss is equal or below 10%, and the bandwidth

should be margined between 1.2 Mbps and 600 Mbps.

Tele-olfaction refers to the transmission of scents over a network [27, 63]. Users can

sniff a mixture of odorants located at a remote place using an aromatic sensing system

combined with olfactory display, as shown in Figure 2.3. Unlike other media types,
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Table 2.2: MR Streaming Vs. Audiovisual Streaming

Steaming

Characteristic
MR AV

Content
3D meshes

and textures
Image-based

Access Pattren None-Linear Linear

Transmission

Order

Unique-based

on user’s (AOI)

Same frames

for each user

e.g., video streaming

Predictability non-predictable predictable

there is a fundamental challenge before realizing scents on demand. Given the fact that

thousands of kinds of olfactory receptors are found in the human’s nose [15], researchers

find difficulties in creating a systematic, solid, and standard scheme for olfaction.

Although this topic is still relatively understudied, few works have been carried out to

determine the tele-olfaction QoS metrics. In terms of virtual olfactory system, authors in

[64] itemized the latency of any olfaction display in terms of the purging(cleaning) time

for previous odour, the odorant forming time, and the time of delivery. An olfactory study

[31] was conducted to assess the delay influence on a game when aromatic information

is delivered to a player in a networked fruit harvesting game. The study found that to

get a correct smell judgment from the player, the maximum allowable jitter has to be

less than 23 ms. Even though a human can indicate the smell source (in respect to a

median or sagittal plane) is about 0.1 ms [64], the perceived delay ranges between 0

and 1500 ms. Regarding the bandwidth needed to convey scents, a tele-olfactory system

needs to rely on qualities of scents rather than their quantities as indicated in [30] where

some scents have a different threshold than others. Also in [64], after carrying out a

test on 60 odour classes, each one in a four concentration scale claimed that at most

8 bits of the capacity channel are needed to carry olfactory information. Besides the
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Figure 2.3: Experiment on Teleolfaction Using Odor Sensing System and Olfactory Dis-

play Synchronous with Visual Information.[3]

Figure 2.4: Flavor display based on cross-modal interaction among vision, olfaction, and

gustation.[4]

aforementioned QoS metrics for olfaction, [64] performed a study that investigates the

required refresh rate for a virtual olfactory application needed over the network. They

found that the requirement for the update rate is 0.1-10 Hz and the shifting time between

aromas between is 1 and 10 seconds.

As shown in figure 2.4 the recent implementation of the gustation is based on the

cross modal interaction between VR and olfaction. Hence, gustatory QoS parameters

are dependent on visual and olfaction communications factors [4, 27].
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2.2 QoS Approaches for Immersed Media Traffic

A number of solutions have been proposed to deploy QoS on standard IP networks.

These solutions include relative priority marking, service marking, label switching e.g.,

(Multiprotocol Label Switching MPLS), static per-hop classification, Integrated Services

(IntServ) and Differentiated Services (DiffServ). The IntServ maintains a soft-state about

the traffic that traverses the routers of the IP network. Resources allocation Protocol

such as the RSVP which is a network layer signalling protocol used to guarantee QoS

per individual application. The IntServ lacks scalability to large networks where multiple

flows exist. On the contrary, DiffServ provides QoS to multiple streams by classifying,

labelling, and shaping the data flows. Hence, it supports a multimodal application by

aggregating different flows into a single class. DiffServ is implemented via the Type

of Service (ToS in IPv4) and Traffic Class (TC in IPv6) fields in the IP header which

specifies how the routers should treat each packet in a per-hop behaviour (PHB). The

TOS/TC has 6 bits of the octet which supports up to 26 i.e., 64 different flows.

IETF DiffServ is designed to support multiple queuing and scheduling algorithms.

The most widely used ones are First In First Out (FIFO), Priority Queuing (PQ), Custom

Queuing (CQ), and Rate Queuing such as Weighted Fair Queuing (WFQ) Class-Based

Weighted Fair Queuing (CBWFQ). FIFO is just what it sounds like, there is no priority

traffic, no traffic classes, no queuing decision for the router to conduct. PQ has four types

of queues: High, Medium, Normal, and Low. Packets in the high queue are sent before

any packets in lower queues. PQ has to be configured carefully as it might not choke

out traffic in the lower queues. Custom Queuing (CQ) takes PQ one step ahead, as it is

based on a round-robin transmission approach and permits the allocation of the desired

bandwidth for any and all traffic types. CQ has seventeen queues, however, only 16

queues can be configured. The queue indexed zero is reserved for storing system messages

and carrying network control traffic such as keep-alive messages. Time consumption is

the main drawback of CQ, as it has to be configured manually. To prevent one flow from
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taking the whole bandwidth, weighted fair queuing was introduced. By assigning the

proper weight, WFQ schedules delay-sensitive traffic to the front of the queue in order

to minimize response time, and at the same time fairly shares the remaining bandwidth

between high demanded bandwidth flows. CBWFQ is an advanced version of WFQ

as it supports user-defined traffic classes. LLQ is an add-on providing a strict priority

queueing feature to the regular CQ or CBWFQ.

The authors in [65] proposed configuration guidelines for IP DiffServ that includes

multiple types of classes. The work induced a new real-time service class intended for

interactive and variable rate inelastic applications that require low jitter and loss and

very low delay. The authors recommended that this class of application has to be con-

figured with a class selector CS4 while setting the Differentiated Services Code Point

(DSCP) marking scheme with a PHB by Assured Forwarding AF21-23. The study in

[66] investigated the effect of QoS required to transmit haptic stream on top of UDP in a

Distributed Haptic Virtual Environment (DHVEs). The outcome of the study depicted

that applying Weighted fair queuing and Class-based weighted fair queueing improved

the transmission of a haptic stream in IP QoS-enabled architecture. The study was ex-

tended in [47] to study different levels of service forwarding applied to haptics and voice

traffic. Comparing both experimental and simulation results, The author concluded

that in order to have an acceptable haptic and audio experience, the haptic and audio

CBWFQ classes have to be DSCP marked with at least AF22 or expedited forwarding

(EF).

2.2.1 Software-defined Networking (SDN)

Deploying the traditional QoS protocols i.e., Interserv and Diffserv, is not an easy mis-

sion due to the fact that supervising and dynamic managing of resources necessitates the

configuration (and re-configuration) of all network nodes is challenging. Consequently,

flexible traffic management while concurrently establishing precise and dynamic QoS re-

quirements is still crucial and challenging on the Internet. Alternatively, the effective and
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rapid tuning of resources to the actual traffic necessity is one of the key features required

to be effectively delivered by next-generation communication, which will additionally be

a vital enabler for the Tactile Internet. A step forward in introducing flexibility and

adaptability in network administration is achieved by the Software-defined Networking

(SDN) [67]. Software-defined Networks (SDN) is characterized by ”the decoupling of

control and packet-forwarding planes in the network”[68]. It empowers the network to

legitimately associate with applications through applying programming interfaces, sup-

porting application execution and security, and creating a uniquely adaptable network

design that can be changed as required. Apparently, evolving to be the most regularly

utilized method for application deployment, SDN is now utilized by enterprises to send

their applications more quickly, in the meantime cutting down deployment and operating

expenses. IT heads utilizing SDN can oversee and provision their network services from

an incorporated point. A network model that yields programmatic management, con-

trol, and network asset optimization, SDN applies open APIs to help keep up network

control. This network control is established when SDN decouples the network design

and traffic engineering, isolating them from their central network infrastructure. This

splitting permits the utilization of OpenFlow and other open protocols. These open

protocols can access network switches and routers that regularly utilize exclusive and

generally closed firmware by applying globally aware software control at the network’s

edge. SDN helps clients virtualize their hardware and attempts to make a computer

network by separating the system into the accompanying separate planes: The control

plane offers the performance and fault management of NetFlow according to the type of

the deployed protocols, hence it is often utilized for managing devices designs that are

remotely associated with the software-defined network. The data plane advances traffic

to its ideal destination. Before traffic arrives at the data plane, the control plane directs

what path streams it will take by utilizing the flow control. This enables network admin-

istrators to effectively work with the software-defined network and manage the network.

At the point when it was first deployed by huge enterprises, like Google and Amazon,
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Figure 2.5: SDN Architecture

SDN helped them make adaptable server farms, encourage network resources and new

cloud-based server development, as well as decrease the workload for IT directors. SDN

streamlined the efficiency of the up-scaling procedure for these huge organizations and

immediately drew the consideration of other huge organizations that quickly embraced

SDN to improve their upscaling effectiveness. The framework of SDN is summarized and

depicted in Figure 2.5.

2.2.2 Other QoS Schemes

In terms of QoS at the data link layer, Multiprotocol Label Switching (MPLS) is a routing

technique in telecommunications networks that conveys data from one node to the next

according to short path labels instead of long network addresses, hence dodging complex

lookups in a routing table and speeding traffic flows [69]. As a result of that, MPLS

can provide improved end-end QoS metrics for multimedia communications such as low
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latency and jitter. In terms of QoS schemes at the application layer, the author in [70]

proposed an Adaptive Multiplexing Framework (ADMUX) for haptic, visual, auditory,

and scent data dissemination. To ensure QoS, Admux uses a statistical multiplexing

scheme that fairly allocates the network resources. Adaptive Mulsemedia (multiple mul-

timedia modalities ) Delivery Solution (ADAMS) [71] is another client-server framework

equipped with multiple modules that take into consideration information submitted by

the client in order to refine the mulsemedia data streams to adapt according to the net-

work condition. A visual-haptic multiplexing scheme is proposed by Cizmeci et al.[72]

for teleoperation over constant bitrate (CBR) communication links. The proposed ap-

proach divides the shared channel into 1-ms resource buckets and controls the size of the

transmitted video packets as a function of irregular haptic transmission events that are

generated by a kinesthetic codec.

2.3 Quality of Experience

Although some applications may have optimized QoS parameters, users might still not

be completely satisfied. For instance, users may still not be happy with an application as

a result of rendering difficulties, entertainment limitations, subjectivity, or cybersickness

( simulation dizziness). In fact, experimental results [73, 74] have shown that systems

excelling in QoS do not necessarily translate to an enhancement of the perceived quality

due to the gap between system and human-centric evaluations. According to [75], that

gap is because the perception was traditionally treated as multiple modules acting in-

dependently. Therefore, the demand to find new methods for a collaborative perceptual

quality assessment is increased accordingly [76]. A new model referred to as, Quality of

Experience (QoE), has been proposed to tackle the issues not revealed by QoS measure-

ments. Hence, Figure 2.6 depicts the bidirectional correlation between QoE and QoS.

As a matter of fact, QoE is influenced by several factors. TThese factors can addi-

tionally be more generally categorized into three groups: Technical and system factors
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Figure 2.6: QoE and QoS dependencies

e.g., QoS layers metrics, human factors e.g., user experience (UX), and context factors.

Measurements of these factors are differed between quantitative and qualitative perfor-

mance indicators, yielding QoE a mixed measurement area of study. Unlike QoS, the

QoE assessment system is still immature and little work has been done in this domain

[77]. Throughout the literature, QoE has been defined in multiple ways and different

contexts. In this thesis, we will list the most popular definitions of QoE.

“Quality of experience is the degree of delight or annoyance of a person during the

process of experiencing. It results from the person’s evaluation of the fulfillment of his or

her expectations and needs concerning the utility (pragmatic and hedonic) in the light

of the person’s context, personality and current state”[78]. “QoE is not a metric but

a concept comprising all the elements of a subscriber’s perception of the network and

its performance and how they meet expectations. QoS is the ability of the network to

provide a service with an assured service level. QoE is how a user perceives the usability

of service when in use – how satisfied he or she is with a service. The term QoE refers to

the perception on the user about the quality of a particular service or network.” [79] “QoE
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can be defined as the qualitative measure of the daily experience the customer gets when

he uses the services he is subscribed to including experiences such as outages, quality of

the picture, speed of the high-speed Internet service, latency and delay, customer service,

etc. The better the consumer’s experience, the higher his QoE. And that affects customer

loyalty.”[80] All the aforementioned definitions share the following observations:

1. QoE addresses the overall satisfaction of a given service, application, and network

and can be affected by the context and the user expectations.

2. QoE assessment has to be carried out at the end-end level.

3. Subjectivity correlates strongly with the end-user judgment and appreciation.

2.4 Requirements for the Design of QoE Evaluation

Metric

QoE evaluation framework mainly falls into two categories. The first category, the user-

based questionnaire, defines a subjective QoE evaluation metric at which the stakeholder

will directly ask the users about their QoE evaluation. The questionnaire would deter-

mine how the users perceive the quality of the application and a subjective QoE metric

could be derived. The second category describes an objective QoE metric, namely: Math-

ematical Modeling and the use of machine learning algorithms such as Decision Trees

(DT), Support Vector Machines (SVM), and Fuzzy logic interface (FIS). In the following

section, we will review the research works addressing these domains.

2.4.1 Subjective QoE Metric

Subjective assessments are taken place by a test panel of actual individuals and usually

are formulated according to the International Telecommunication Union (ITU) standard-

ized protocols and recommendations. To the best of our knowledge, there is no standard-
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ized subjective framework for evaluating haptic(kinesthetic, vibrotactile) VR quality to

date, but several protocols exist for the evaluation of audiovisual quality. Examples of

the aforementioned protocols are ITU-T P.800; Rec. ITU-R BS.1116-3, Rec. ITU-R

BS.1534-3 [81, 82, 83] used to formalize subjective testing for acoustic telephone trans-

mission while the recommendations provided in ITU-T P.910 and ITU-T P.913 are used

to propose the evaluation of the subjective metrics for video quality respectively[84, 85].

Mostly, three pilot tests were performed with three approaches as presented below.

• Absolute Category Rating (ACR): As described in the ITU recommendations,

ACR is an approach used to collected subjective experience for audiovisual stim-

ulus. In this evaluation method, the end-users are presented with the original

stimulus and after that a group of distorted stimuli of that pristine signal in an

arbitrary order. The users perceive only one stimulus at a time and are then asked

to share their experience about the perceived stimulus on a 5-point Likert scale as

in Table 2.3 Questions are reported via group evaluation and the user might be

Table 2.3: Absolute Category Rating based on 5-point Likert Scale

1 2 3 4 5

Bad Poor Fair Good Excellent

uninformed of the numerical weighting of each group. Naturally, when the tests

reach the third or fourth trial of impaired stimulus, users might have difficulties

reporting scores since their remembrance of the original stimulus might fade up

rapidly and previous test stimuli further disrupted the memory of original stimuli.

• Degradation Category Rating (DCR): In this method, the users will perceive

two stimuli of interest in pairs at the same time. The first stimulus of interest

will be always the original i.e., reference, pristine and undistorted signal, while the

following second one also referred to as the disrupted outcome will be randomly
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selected from a group of distorted stimuli. Based on the preference of the partici-

pants, each pair can be perceived multiple times with a short period of time is used

to distinguish between the outcome and reference stimuli. By doing so, a com-

parative analysis between the original and experimental stimulus will be achieved.

Similar to ACR, users are asked to give scores to the experimental stimulus on a

5-point Likert scale as illustrated in Table 2.4 .

Table 2.4: Degradation Category Rating based on 5-point Likert Scale

1 2 3 4 5

Very Annoying Annoying Slightly annoying Perceptible but not annoying Imperceptible

• Mean Opinion Score (MoS): In the literature, MOS is the traditional metric

used to assess the overall user-perceived quality of the evaluated stimulus or system.

Therefore, MOS is reported by the participants via the identical scale as the rating

scale that the examiner selects for their assessment (ACR or DCR) thus it serves

as a collective score for all reported answers to the evaluation of QoE. MOS is

universally employed to define the overall user attitude of an audiovisual stimulus,

nevertheless, it has been extended to incorporate several fields covered by QoE to

give comprehension into a user’s perception of innovative technology, e.g, digital

twin, systems such as teleoperation.

Even though, the outcome of these subjective tests would include diverging opinions and

insights on the quality of the perceived multimedia content result in precise measures and

a good comprehension of the QoE and its parameters such as enjoyment, usability, and

immersion. In addition, QoE in haptics has always been evaluated through subjective

tests with the user-in-the-loop[22]. This type of assessment can be expensive, time-

consuming, and recency biases as the tests have to be performed by a substantial sample

size of participants for statistically appropriate and revealing results. Further, subjective
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Table 2.5: Generic Mathematical Models of QoE-QoS

Model Name Trend Form Equation

Inherited from Psychophysics
Authors in [87, 88] Stevens’ Power Law Stimulus-centric Power QoE = α.QoSβ

Authors in [89, 90] Weber-Fechner Law Stimulus-centric Logarithmic QoE = α log(QoSi)

Adopted from Hypothesis
Authors in [91] IQX Perception-centric Exponential QoE = α · e−β·QoS + γ

Authors in [92] Linear Regression Perception-centric Linear QoE ∝ QoSi

QoE testing in haptics is expensive since customized haptic hardware makes it challenging

to parallelize tests. Furthermore, since the test persons are typically new to haptics

technology, extensive experimenter monitoring is needed. To tackle these issues, objective

QoE testing is desirable.

2.4.2 Objective QoE Metric

The evaluation of QoE through objective testing is based on algorithmic and mathemat-

ical models of human perception and/or the measurement of several parameters related

to service delivery. Mathematical Modelling represents a Multi-tier model that includes

higher-level weights, categorical weights, and individual parameters weights. Different

weight techniques exist, among them are principal component analysis, correlation, re-

gression, and equal weight distribution. Nonetheless, most of the proposed QoE-QoS

correlation models in the literature are service-oriented and cannot be comprehensively

applied to all service classes [86]. However, and using Least Squares Regression (LSR)

method and regardless of network service level, four well-known mathematical models

endeavour to establish a generic relationship between QoE and QoS, Table 2.5. In the

following subsections, a brief overview is provided to cover these models.

Stevens’ Power Law

In 1957, an American psycho-physicist by the name of Stanley Smith Stevens proposed

a modest, but effective model that relates the human perception changes to the intensity
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of a physical stimulus [93]. The law can be represented by the following equation:

P (S) = K.Sb (2.1)

Where P denotes the human perception degree as a function of the strength of the phys-

ical stimulus (S), K and b can be quantified using the least square method where K is

a constant parameter that varies based on the conditions of measurement environment,

while the exponent b denotes the kind of stimulus and concurrently identifies the magni-

tude of upward or downward curving of the power function. For instance, humans cannot

strongly distinguish the increasing odour of garlic when the quantity of odour in the air

surpasses a certain threshold. Hence, the value of b should be less than 1. Nevertheless,

If we assume that QoE is represented by the human perception and QoS as a stimulus

intensity that alter and impact that experience then Stevens’ law can be reformatted in

this context as below:

∂QoE

∂QoE
∝ ∂QoSi

QoSi
(2.2)

log(QoE) ∝ log(QoSi) (2.3)

Solving the differential equations 2.2 and 2.3 formulates a power relationship between

QoE and QoS as illustrated in equation2.4:

QoE = α.QoSβ (2.4)

Where α > 0 and β is the exponent that determines the curve’s shape i.e., the impact

of the QoS parameter on QoE. The relation’s power form implies that for different QoS

parameters, the growth of perceived quality magnitude may experience various speeds.

The authors in [87, 88] suggest that it is feasible to take into consideration the power

function to describe the possible relationship between QoE (MOS) and QoS (packet loss)

in video streaming services.
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Weber-Fechner Law

Ernst Heinrich Weber is a German psychologist who performed some studies on human

perception with regards to different physical stimuli. The outcome of his studies is

published as a law referred to as Weber-Fechner Law (WFL) [94]. WFL stipulates that

the stimulus is considered perceivable and needs to be updated or conveyed only if the

relative difference between two successive stimuli exceeds the just-noticeable differences

(JND) threshold. Fechner. et.al [89, 90], envisioned a modern elaborate explanation

of Weber’s law and articulated it as a differential equation between physical stimulus

strength and the magnitude of human perception. This correlation is described as QoE

gradient is proportional to reciprocal QoS parameter and can be denoted as:

QoE ∝ log(QoSi) (2.5)

∂QoE ∝ ∂QoSi
QoSi

(2.6)

if we integrate both side at equation 2.6, then we will come up with formula describing

a logarithmic or partial logarithmic correlation between QoE and QoS, as shown in 2.7.

QoE = α log(QoSi) (2.7)

Where α is a constant. It should be noted that the logarithmic nature between QoE and

QoS is proven through an experiment at which the speech quality is assessed by Mean

Score Opinion (MOS) with a logarithmic function of bit rate or loss rate in Voice over

IP (VoIP) service [89, 90].

IQX hypothesis (exponential interdependency of QoE and QoS)

authors in [91] proposed the IQX Hypothesis Model to outperform the logarithmic func-

tion described in [90] that links between the physical stimuli and human perception. In

which, a natural and generic exponential function 2.8 2.9 is used to quantify the rela-

tionship between QoS technical parameters (packet loss, jitter, response and download
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times) and the QoE factors in terms of MoS findings.

∂QoE

∂QoS
∼ − (QoE − γ) (2.8)

QoE = α · e−β·QoS + γ (2.9)

Where:

α, β, γ > 0.

The IQX Hypothesis Model has produced a 0.993 correlation coefficient which indi-

cates a desirable matching between the ground truth data and the applied exponential

model. This model was only tested on two different types of applications (VoIP and web

browsing) therefore we do not know it’s effectiveness on environments that have complex

combinations of modalities. Further, the model was only evaluated using the (NIST Net)

simulator which has some difficulties to capture the real IP network behaviour [95]

Linear QoE-QoS relationship

A linear mathematical model between QoE and QoS implies that the magnitude of the

user perception depends on the linear scale e.g.,( increase in throughput) or (decrease in

latency), of the QoS parameter. In other words, QoE gradient independent of QoE and

QoS as illustrated in 2.10

QoE ∝ QoSi (2.10)

The work in [92] came up with a linear formula that validates equation 2.10, hence linearly

correlates QoE in terms of Opinion Score and QoS in term of packet loss ratio. It is worth

noting that linear model implies that the QoE is nearly equal to the QoS, despite the

fact that in several situations, efficient service is the first step toward achieving it. While

a service may be operating admirably, it may not be effective enough to fulfil or meet

the user’s needs [96].
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Linear Multiple Regression

It should be noted that the aforementioned generic mathematical models use the least-

squares approach for a straightforward regression. To put it another way, they look at

the effect of a single QoS parameter on QoE. Other works such as [97, 98], on the other

hand, take into consideration a variety of QoS parameters,. The authors of these papers

describe the relationship between QoE and QoS using linear multiple regression based on

the least-squares approach. In this regard, the author in [97] suggested a basic function

calculating the QoE (MOS) from a collection of QoS parameters i.e., (packet loss rate,

frame rate, bandwidth, round trip time and jitter) in the context of video streaming

management with heterogeneous access technologies. In addition, based on the IQX

hypothesis, the authors in [98] proposed a comprehensive correlation model between

QoE and multiple QoS parameters. The model was tested for Video on Demand (VoD)

systems, at which video quality is represented by Continuous Scale Opinion Score (OSCS)

as an exponential formula of latency and packet loss ratio.

2.4.3 Objective QoE in Collaborated Haptic VR

Objective quality assessment (QA) for haptic VR communication is still in its infancy.

Despite the existing attempts, there remains significant room for improvement. One

next step could be the creation of accurate QA models that reflect the requirements of

the haptic domain and could generalize as a building block in the design of successful

haptic QoE. In order to effectively develop a haptic QA model, it is imperative to find

a large set of parameters that affect the perceptual quality of the displayed content

by exploiting three types of knowledge. First, the source of the haptic signal which

describes how the signal looks and feels when displayed on different haptic interface

devices has to be evaluated. The second is the knowledge about the distortion from

the communication system point of view. Finally, since humans are in-the-loop and also

are the ultimate consumers of haptic applications, the third type of knowledge is about
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human haptic perception originated from physiology and psychophysical studies. We

believe that models derived from these three domains should be adequate to develop

successful haptic QA algorithms. So far, only very few studies for QoE evaluation for

haptic communications are available in the literature. They can be categorized into two

groups based on how the quality is predicted.

Signal-Level Quality Prediction:

The first work in this research line was introduced in [99]. In this work, a haptic percep-

tually weighted peak signal-to-noise ratio (HPW-PSNR) was derived to account for the

perceptual significance of haptic signal degradation using the just noticeable difference

(JND). The mathematical formulation is described as follows:

HPW − PSNR = 10 · log10

(
||vmax−vmin||2
MSE·HPW

)

HPW =





C, if$|v−v̂| ≤ JND(v)$

k · (|v − v̂| − JND(v)) + C, otherwise

where vmin and vmax are the maximum and minimum values of the haptic original

signal v . C is a constant term that weights the signal degradations below the perceptual

threshold. k is a penalty factor that weights the haptic degradations beyond the JND

of the signal. JND (v)= av x abs(v), with av being the percentage of the tolerable

degradation of signal values.

Another work in [100] proposed a quality prediction framework for the compression

of kinesthetic signals for closed-loop teleoperation. However, the proposed approach is

only able to qualitatively predict user ratings. In [43], the perceptual mean squared

error metric (P-MSE) is introduced. A perceptual comparison of a compressed haptic

signal relative to the uncompressed one is made based on the Weber–Fechner law [101]

which relates the psychophysical sensation S with the magnitude of physical stimulus x
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as follows:

pmse =
1

N

N−1∑

i=0

(S(i)− Ŝ(i))2 =
c2

N
·
N−1∑

i=0

(
ln(

x(i)

x̂(i)
)

)2

(2.11)

Where:

S = c · ln(
x

xo
) (2.12)

N denotes the number of samples, S is the sensation of the human experiences ex-

pressed as a function of the applied haptic stimulus, while Ŝ is the signal distorted by

data compression, x andx̂are the corresponding time-domain signals, c is a scaling con-

stant that is calculated experimentally, I the magnitude of the applied stimulus, and

I0 the absolute detection threshold under which no stimulus can be perceived at all.

The quality-prediction results show a (decreasing) quality trend equivalent to that from

subjective tests, as the strength of the applied compression increases.
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Steinbach et al.: Haptic Codecs for the Tactile Internet

Fig. 12. Scatter plots of linear-scale mean rank scores (ls-MRS) versus objective quality assessment methods. Each sample point

represents one force-feedback signal. (a) PSNR. (b) HPW-PSNR [154]. (c) P-MSE [155]. (d) HSSIM [156].

samples in the time domain, the P-MSE is defined as

P-MSE = 1

N

N−1∑

i=0

[S(i ) − Ŝ(i )]2

= c2

N

N−1∑

i=0

[
log

xi

x̂i

]2

(5)

where S and Ŝ are the original and distorted
psychophysical sensations, respectively, and x and x̂ are
their corresponding values of the physical stimulus, and
c is a scaling constant that is determined experimentally.
The quality-prediction results show a (decreasing) quality
trend equivalent to that from subjective tests, as the
strength of the applied compression increases.

All of the above objective quality measures focus on
measuring the signal fidelity by computing the “distance”
between the two signals in a perceptual way. However,
they all assess signal quality based on error measures
that operate solely on a sample-by-sample basis such

that content-dependent variations are not considered. To
fill this gap, [156] introduced the haptic quality assess-
ment measure haptic SSIM (HSSIM). HSSIM employs
the generic definition of SSIM [159] in conjunction with
Stevens power law as a haptic perception model. The
underlying premise is that the signal quality is evaluated
considering neighboring sample dependencies and that
only perceived distortions are penalized after accounting
for human sensitivities.

In order to quantitatively ascertain the potential of
the above described objective quality measures to predict
human haptic judgement, a force-feedback database was
built and used to conduct subjective experiment. The
database contains ten original and 40 distorted force-
feedback test signals using the perceptual deadband-based
data reduction technique described in Section III-C. The
force-feedback test signals are generated from a static
interaction with objects in a virtual environment. The DB
parameters are chosen to span the range of below, within,
and above distortion detection threshold. Twenty-five par-
ticipants participated in the subjective experiment. More
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Figure 2.7: Scatter plots of linear-scale mean rank scores (ls-MRS) versus objective

quality assessment methods. Each sample point represents one force-feedback signal. (a)

PSNR. (b) HPW-PSNR . (c) P-MSE. (d) HSSIM [5].

All of the above objective quality measures focus on measuring signal fidelity by

computing the “distance” between the two signals perceptually. However, they all assess

signal quality based on error measures that operate solely on a sample-by-sample basis

such that content-dependent variations are not considered. To fill this gap and by adapt-

ing The structural similarity index measure (SSIM)[102] which is a technique used for

anticipating the perceived quality of digital television and cinematic pictures, including

other sorts of digital images and videos, [5] introduced the haptic quality assessment

measure haptic SSIM (HSSIM). HSSIM employs the generic definition of (SSIM) and in

conjunction with Stevens power law as a haptic perception model. By assuming that X

denotes the original haptic force feedback signal and Y is the correspondent compressed
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signal of X. The overall quality assessment HSSIM mathematical model is derived as the

following:

l(xp, yp) =
2µxpµyp + C1

µ2
xp + µ2

)p
+ C1

c(xp, yp) =
2σxpσyp + C2

σ2
xp + σ2

yp + C2

s(x, y) =
σxy + C3

σxσy + C3

Sp =[l(xp, yp)]
α · [c(xp, yp)]β · [s(x, y)]γ

Where:

xp = k.xb , yp = k.yb (2.13)

by utilizing the Minkowski pooling approach:

HSSIM =
1

N

N∑

i=1

Srp (2.14)

where xp,yp denote the the perceived force signals after applying Stevens power law.

( µxp , µyp , σxp) are local means and standard deviations of the two perceptually manipu-

lated signals xp,yp. σx,σY ,and σxy are the local standard deviations and correlation coeffi-

cient between original signal X and distorted replica Y. C1,C2,C3 are positive stabilizing

constants. (αi, βj, γk)>0 and denote the variables used to tune the relative importance

of the three comparison components. Sp is the perceptual quality map.

The underlying premise is that the signal quality is evaluated considering neighbour-

ing sample dependencies and that only perceived distortions are penalized after account-

ing for human sensitivities. In order to quantitatively ascertain the potential of the

above described objective quality measures to predict human haptic judgement, a force-

feedback database was built and used to conduct subjective experiments. The database

contains ten original and 40 distorted force-feedback test signals using the perceptual

deadband-based data reduction technique described in chapter 3. The force-feedback
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test signals are generated from a static interaction with objects in a virtual environment.

The DB parameters are chosen to span the range of below, within, and above distortion

detection threshold. Twenty-five participants participated in the subjective experiment.

Fig.2.7 depicts the scatter plots for four objective quality measures against subjective

scores. By comparing the overall performance using the three most used correlation

coefficients and root-mean-squared error (RMSE). For most of these measures, HSSIM

performs better with high correlation and low RMSE values, which suggests better pre-

diction accuracy and monotonicity. However, it is worth noting that PSNR and P-MSE

also perform quite well.

System-Level Quality Prediction:

The work in[103] provides a system-level mathematical model for Haptic Audio Visual

Environment (HAVE) applications’ QoE based on weighted linear combinations of QoS

and User-Experience parameters as depicted below:

QoE = ζ ·QoS + (1− ζ) · UX (2.15)

Where:

QoE =

∑
i ηiSi∑
i ηi

(2.16)

and :

UX = A

∑
i αiPi∑
i αi

+B

∑
j βjRj∑
j βj

+ C

∑
k γkUk∑
k γk

(2.17)

where αi, βj, γk and (A, B, C) are the model weighing factors used to maintain the

overall quality of experience between 0 and 1. Si represents the QoS parameters in terms

of delay, jitter, and packet loss whereas Pi, Rj, andYj denote the user experience pa-

rameters in terms of perception measures, rendering quality measures, and user state
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measures. Lastly, ζ is used to control the relative priority of the QoS parameters versus

user experience parameters. The authors’ model was evaluated empirically using subjec-

tive testbeds on 30 participants who used a HAVE game. Further, they implemented a

Fuzzy Logic Inference System (FIS) using the Mamdani MATLAB, that can anticipate

the users QoE based on certain input parameters. Their FIS system maintains a percent

error of 4.6% and a correlation coefficient of 0.92. Lastly, a recent study [104] tried to

define a generic utility model to assess the QoE of multimedia content enhanced with

sensory effects. The utility model is also referred to as Quality of Sensory Experience

(QuaSE) and is given by equation 2.10:

QuaSE = QoEav(δ +
∑

ωibi) (2.18)

Where wi indicates the relative weight given to sensory effect, bi is binary variable

used to confirm whether a given sensory effect has been used or not, and δ represents a fine

tuning parameter. As noticed, the authors claim that the quality of sensory experience

(QuaSE) is based on a linear relationship between the QoE of the audiovisual content

(QoEav) and the sensory effects number. As far as we know, the utility model is neither

implemented nor validated.

2.4.4 QoE based on Machine Learning Systems and Implicit

Metric

QoE based on Machine Learning can be defined as a systematic way of deriving an ob-

jective QoE metric depending on rules and relations obtained from training data. The

system must be trained with historical user data that includes users’ overall evaluation

of an application. On one hand, It has been reported that the QoE-QoS relationship

is strongly non-linear, and no single mathematical function can adequately explain this

relationship [86]. Recently, it looks like non-linear, non-parametric regression trees or

random forests are the best models in terms of forecasting precision and accuracy [105].
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On the other hand, and as has been elaborated in the previous sections, subjective QoE

methods rely solely on filling out surveys right after undergoing the system or environ-

ment of interest. However, this only considers the user’s emotional and physical states

immediately after the experience, and any variation in emotional or physical states dur-

ing the experience is missed. Besides, these approaches depend on conscious responses

and often fail to provide sufficient understanding of underlying perceptual and cognitive

processes. To tackle these issues, QoE frameworks based on capturing physiological and

physiological metrics have surfaced [106, 107, 108]. The authors in [106] propose using

physiological methods to assess the quality of experience of virtual reality systems. Us-

ing stress as a use case, they suggest that the sympathetic nervous system is stimulated,

resulting in increased blood flow, heart rate, and breathing rate. The stress level can

be estimated by calculating the aforementioned parameters. Another study suggests the

use of heart rate and electrodermal activity captured from the Fitbit and PIP biosensor

respectively to assess QoE for immersive virtual reality environments. The outcome from

this study revealed that HR and EDA are correlated with physiological arousal and hence

impacting the user QoE.

A master thesis [109] has evaluated the network delay impact on QoE of the user ac-

cording to a VR industry application. The thesis aimed to develop an application that

helps to show the influence of network delay on the QoE of users. Technologies influ-

ence factors play an important role to consider immersive human-centric perception for

incorporating in QoE. One of which is the network delay impact that can be measured

subjectively by human perceptions. In other words, network delay is the latency caused

by the undergoing network components. However, once we integrate the VR experi-

ence, other human factors (enjoyment, usability, immersion, etc.) must be accounted for

and evaluated. These factors can be assessed after conducting the experience. Regard-

ing measurable health, emotional states, and fitness, heart rate is a crucial measurable

method for physiological metrics. This thesis integrated heart rate investigation in the

experiment by placing an electrocardiography (ECG) device on subjects’ bodies to mon-
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itor their heart action as invasive means to detect pulses produced by heartbeat. For the

sake of capturing accurate physiological data, using a wristband called Empatic E4, the

heart rate signals were captured with the blood pressure during the experiment. Result-

ing from such physiological metric results, the experiment showed some emotional states

like enjoyment immersion. Combing capturing heart rate and electrodermal activities,

the results show a clear increase in attitude and stimulation. The problem is seen when

more and different modality interactions are involved due to high delay as an impact on

the virtual reality environment. The author followed ITU-T for the evaluation of the

subjective metric. To collect audiovisual stimuli, the author used two methods of rating,

ACR and DCR. The first one was built based on a 5-point Likert Scale that varies from

Bad to Excellent. One stimulus is evaluated one at a time so the subject can assess

their experience for that stimulus. Whereas the second method was used to assess varied

interests according to visual characteristics. Also, this method was built on a 5-point

Likert Scale that varies from Very Annoying to Imperceptible. The network delays that

were used for the experiment were 0, 1, 2, and 3 seconds. The goal was to find out

the noticeable delay a user can rely upon to decide the feasibility of the VR application

to use or not. The network delay value between 2 and 3 seconds was perceivable by

the subjects that affect their QoE. The result shows that some factors like experiencing

new technologies, ease completion of a role, and subjects’ expertise background have

dominancy in network delay of virtual reality surrounding. This infers that subjects will

admit the delay of virtual reality surrounding despite network delay value.

2.5 QoE in Modern Multimedia

A holistic study of recent QoE in interactive multimodal systems is presented in this

section. The review complimented the discussion based on the related works in this

field, specifying the advantages and disadvantages of existing QoE studies. Authors in

[17, 18] conducted a study based on an online questionnaire to evaluate the effects of
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user perception of specific multiple-sensorial media components like haptic and airflow.

Fifty-four users participated in their experiments and filled up their feedbacks accord-

ingly. 70% of the users found that haptic and airflow effects dramatically enhanced their

sense of reality and enjoyment level. Whereas, 4% of users experienced some distraction

and annoyance, the rest of users gave neutral feedback. This infers the importance of

user experience on multimodal applications. However, the experiment was done locally,

therefore the results cannot be extended to tele-multimodal systems where some chal-

lenges have to be overcome when disseminating multimodal content over the Internet.

The authors addressed this issue in [71]. They use the MPEG-7 description scheme to

integrate multiple sensorial metadata into the audiovisual stream. While evaluating this

system, non-precise synchronization between modalities (especially when including olfac-

tion) was reported as the main reason to reduce the user enjoyment levels. This finding

was also obtained by [31]. Also, [71] found that reducing some sensorial effects while

presenting content to users does not have a negative impact on user perception of the

multimedia component. Further, in evaluating what aspects of the mulsemedia content

would affect user perception of the delivered content, the result was tactile (62.5%), wind

effect (31.25%) with olfaction (6.25%).

In the context of evaluating haptic using biometrics, machine learning techniques

have been utilized to optimize the classification accuracy of users’ tactile experience by

measuring brain activities. One of the best measures to render brain data is through

Electroencephalography (EEG) devices. Authors in [110] proposed a time-shifting solu-

tion using the neural machine learning classification-based method. This classification is

aimed to enhance the distinguish of presence response of tactile experience during touch

screen activity coming from neural responses. Using the EEG device, the raw data of the

brain will be extracted with each user’s touch to be matched with cognitive processing,

awareness, and sensorimotor. Any irrelevant features will be dismissed, so the points

following each touch are only counted. The EEG output is injected into a nonlinear

SVM classifier to train the data coming from the EEG channels. To increase the classi-
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fication accuracy, the authors used a voting classifier technique aiming to integrate the

result according to the highest voting. This was achieved by using a validator called

stratified 10-fold cross for each class of training and testing. Compared to 60% of other

brain regions, the highest classification accuracy was achieved from the middle frontal

cortex with 68% accuracy. The result shows that using this classifier along with the

time-shifting, the classification accuracy enhanced to 85%. However, this relies on the

EEG performance as a downside of this proposal. Also, the model is only deterministic

subjectively on the user’s touch features.

Another approach proposed by [111] to provide a texture classification using a 10-fold

cross-validation technique as a machine learning classifier. Their work aims to extract the

relevant signals to varied textures according to live surfaces touch using EEG features, so

the roughness surface (flat, medium, or high) can be measured. Dozen of the participants

were hired to do the experiment, 8 females and the reset were males who all were sure

had no implants either metal or electronic, and were healthy people with ages above

23 and less than 32. The subjects were asked while mounting the EEG to tap on a

transducer. Then the rendered EEG data has been analyzed using the Power Spectral

Density. To extract the EEG features, three values were calculated, namely the spectral

properties, the normalized power around 7-12 Hz, and around 13-30 respectively. After

the extraction process, a 3 class of SVM machine classifier has been used to classify

the features to distinguish the variations of textures. It shows from the results that

the texture discriminating of EEG features is vulnerable to the roughness level increase.

For example, in the friction case, the speed increase makes the accuracy increased. Not

like the fast and medium speeds, in the tap case, the accuracy is higher due to the

low speed. This might infer the capability of the participant to choose the textures

according to the speed of touch. According to this inference, the EEG signals could affect

the resulted features because of the motor components. Also, since the participants were

right-handed, this might lead to different discriminating between textures once compared

to left-handed participants.
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The paper [4] examines the cross-modal effect between visual, gustatory and olfactory

via a pseudo-gustatory display outlined above. The authors evaluated the efficiency of

their work subjectively by asking participants to try different flavours using Meta cookies

i.e a cookie with a neutral taste. 44 users experienced 6 cookie visual/scent combinations.

Each user was first asked to try plain cookie enhanced with visual and olfactory effects and

the second trial without those effects. For more than 79% of the trials, the participants

indicate a change in the cookie’s taste.

In [112] authors discuss a new assessment of olfaction QoE using a novel neuronal

model called Functional Connectivity Map (FCM). In which, volunteering smellers, from

Ecole Polytechnique Fédérale de Lausanne (EPFL), were asked to experience differ-

ent scents while their brain activities were monitored using an Electroencephalography

(EEG) system. The recorded signals are then passed to the FCM for analysis and fur-

ther interpretations. The resulting output was used by a machine learning algorithm

known as Support Vector Machine (SVM) to classify and anticipate the perceived level

of pleasant or unpleasant odour by the participants. Versus the questionnaire’s ground

truth, the EEG approach can predict Quality of Experience with up to a 65% accuracy

rate.

Authors in [113] examined the impacts of crossmodal QoE by capturing subjects’ eye

gaze and heart rate while the users conduct a mulsimedia experiment. The process is

aimed to map between 12 users’ experiences of video, smell, sound, and haptic to question

them about their experience result of excitement and observation. The authors used some

types of content in the experiments like video, audio, and olfactory. The experiment’s

participants were selected based on the experimental (EG) or control (CG) group. The

latter group is used with visual content only excluding cross-modality content. The

experiment results showed that there is a remarkable user observation caused by the

cross-modality that mapped with mulsimedia. Another observable result was noted which

is different users’ moods generate higher heart rates in the EG compared to the one in

CG. A downside of the study is that it didn’t examine the content differences in both
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the crossmodal and multisensory.

Author in [114] proposed a framework called PanSEM SER 2, aiming to deliver the

effects of hybrid systems that have different sources of mulsmedia like vibration, smell,

lighting, and, wind. The integration of the mulsmedia sources was done in different

situations and constraints. This encourages the interoperability of multi-touch inter-

faces, voice processing, and brain-computer interfaces, so mulsimedia applications and

devices can be accommodated in users’ environments. The framework architecture in-

volved an evolution of the PlaySEM SER platform that needed to tackle some challenges,

so changeable, extensible, orthogonal, and adaptable features can be built in mulsime-

dia systems. One beauty of this framework is that it allows adding as many devices

as possible from different sources with unique specifications. It provides flexibility for

delivering multisensory effects with multi-communication and multi-connectivity proto-

cols, multi-standards, and it is agile for new technologies. Also, the framework gives the

freedom to design multimedia systems by allowing to use of SDKs and APIs. However, it

still does not allow for new content adaptation concerning users’ feedback. Also, safety

and security were not considered in the framework design. Moreover, integrating infant

sensory data like gustatory in mulsimedia systems is still not tackled.

Lastly, the impact of QoE differences from one individual to another might play an

important role in indicating a better QoE outcome. This worthy observation is investi-

gated in [115] by integrating haptic and olfactory as mulsimedia stimuli in heterogeneous

environments putting into consideration versatile sources of users’ differences like smell

sensitivity, age, gender, and, education. The study was built based on two QoE ques-

tions, first what is the cross-modality impact that matched smell sense on user QoE of

mulsimedia? And user’s differences impact on user QoE of mulsimedia? The authors

analyzed the impact of individuals’ differences (smell, gender, age, education) on cross-

modal QoE. One experimental group consists of 24 subjects (9 males and 3 females) and

a control group consists of (7 males and 5 females) have been allocated for participating

in the study. Some video clips, a haptic vest, and an olfactory device are employed in
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the study. The feedback results showed that there is an influence of individuals’ differ-

ences on the user QoE of mulsimedia. The age impact was clear on the groups; 18-21

years group was satisfied using the multisensorial experience more than the older group

(above 21). Also, gender impact showed that females’ smell sense is more sensitive than

males’. Similarly, education level shows an impact on mulsimedia QoE where postgrad-

uate participants watching video while wearing haptic vests were more enjoyable than

the undergraduate level group. The outcome of this work shows that there are correla-

tions between participants’ feedback. This was clear when the pleasure is achieved once

cross-modality matched smell as interpreted by the haptic vest. Although the study

has examined some important individuals’ differences, other individuals’ differences were

not considered in the study (like culture, personality, etc.), which no doubt will enrich

mulsimedia QoE output.

2.6 Summary:

In short, QoE in multimedia can be done in three approaches. The first approach is

based on subjective tests in which users explicitly give their opinion about the system

they used. Then, the results are passed through regression analysis to come up with

the optimized technical factors that enhance the overall experience. This approach is

very expensive, time-consuming, and lacks repeatability. Also, it cannot be applied in

real-time. The second method is based on algorithmic and/or mathematical derivations.

In this approach, QoE augments QoS but does not totally replace it. Such an approach

suffers from feasibility and accuracy issues as there is no comprehensive model that can

quantify the multidimensionality and large individual variability. However, to precisely

capture the QoE using objective testing, more developments are needed, such as the map-

ping of network performance metrics (intrinsic QoS factors) to user experience related

factors (e.g., haptic perception), the integration of sophisticated models for human haptic

control into the objective quality metrics, and the development of joint metrics for audi-
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tory, visual, and haptic modalities. The third type is based on a machine learning-based

approach. In the visual quality assessment domain, many universal machine learning

models have been proposed [116, 117]. The main challenge for the machine learning

approach is how to learn rules from a human semantic description of what they are expe-

riencing. For example, humans can describe their experience as “very good,” “fair,” or

“horrible.” Directly mapping human linguistic descriptions to meaningful features that

will represent the quality of the stimuli is a crucial step. Therefore, more efforts have to

be carried out in optimizing a QoE model, for example, automated models, to capture

the heterogeneous nature of multimodal systems in a smart and cost-effective way that

satisfies the most important entity of the multimedia system (i.e. the user). This is

where this thesis steps in. It incorporates the subjective, objective and biometrics of the

user and puts it in a kaleidoscope to best assess the user’s QoE and their interaction

with the real and virtual environments of the DT architecture.



Chapter 3

The Proposed QoE Evaluation

Taxonomy for Digital Twin Systems

The revolution of the Tactile Internet and its potential impact on society is expected to

add a new dimension to human-to-machine interaction in a variety of different application

fields, including but not limited to healthcare, education, industry, and entertain-

ment. Manufacturers, content providers, as well as the communications infrastructure

enabling the envisioned Tactile Internet have to meet a number of design requirements.

As reported in the article titled ”Why is multimedia quality of experience assessment a

challenging problem?” [118], there is no standardized taxonomy of objective QoE aspects

that are available (correlated with human perception and judgment ). Basic insufficient

attempts have been made, for example, [119, 120, 121]. As a result, it is critical to im-

plement appropriate taxonomy standards, which will aid not only in the facilitation of

quality measures but also in the standardization of the architecture of commercial QoE

systems. In this chapter, we propose a taxonomy for the evaluation of the QoE for digital

twin systems taking into consideration haptic and other sensory stimuli such as olfaction

and VR. The taxonomy classifies QoE-related parameters into both objective and sub-

jective influencing groups in order to consistently outline the characteristics and feature

levels for both objective QoE engines and human users’ physiopsychological aspects for

54
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better use.

3.1 QoE Taxonomy for Digital Twin

To evaluate the (proposed) Digital Twin system, assessment factors have to be defined

in such a way that addresses the end user’s perception. Further, the assessment should

take into consideration the bidirectional nature of haptics’ exchanged information (the

forward flow (i.e. the (x,y,z) positions and velocities data from the human operator to

the robot) and the backward flow (i.e. the torques and forces information from the robot

to the human operator). Consequently, humans not only feel haptic feedback, similar to

audio/video but also physically act upon an environment [122]. In this context, QoE is

defined as a multi-level paradigm of the users’ perceptions and behaviours, representing

emotional, cognitive, and behavioural reactions that are both subjective and objective,

while dealing with services, products, or applications [123, 76]. Accordingly, our QoE

taxonomy for DT applications should involve: both the subjective and objective qual-

ity influencing factors. Influencing factor (IF) in general is any characteristic, feature,

attribute of a real user, digital twin, system, network, application, or context whose

tangible state or setting might have an effect on the overall QoE of the end-user[124].

The objective quality factors aim to address technical metrics related to the DT system

such as network, content and hardware and are referred to as Key Performance Indicators

(KPIs). Whereas the subjective quality factors are addressing the user’s physical/mental,

the degree of perception, context, and the usability of the system. This higher-level ar-

chitecture of our taxonomy is shown in Fig.3.1.

3.2 Objective Quality Influencing Factors

Objective Quality Influencing Factors to define the technical parameters that ensure the

smooth flow of the DT application from the content, manufacturer, and service provider
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Figure 3.1: Proposed QoE Taxonomy for DT System Evaluation Model over TI
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i.e network perspectives. A Key Performance Indicator (KPI) refers to a mathematical

grouping of factors called performance counters, that allow for the system events, which

prove that something happened in a network, application and, hardware level of the DT

application, such as failure or success in a particular network procedure, and they will

be placed in KPI formula. Consequently, we divided them into three classes: Network

influencing Quality, Content Influencing Quality, and Hardware Influencing Quality.

Network Influencing Quality

Reliability Privacy

Loss Rate Loss Value

Resolution DoF
Calibration

Degree

Response

Time
Latency Jitter Synchronization

Sampling/

Rendering Rate
Safety

Security Availability Throughput
Arrival 

Model

Network

Intermodal

Media

Intramodal

Packet Size 

Figure 3.2: Network Influencing Quality

3.2.1 Network Influencing Quality

The Network influencing quality resembles is strictly related to the Quality of Service

Key Performance Indicator. Key performance indicators utilized by service providers as

average metrics that mask the real experience of users and are particular of a certain

technology. Evidently, generic QoS difficulties (e.g., packet loss, latency, delay variation,

reordering, bandwidth shortage) infer generic QoE problems (e.g., flickering, artifacts,

instability, glitches, extreme waiting times). Therefore in this jargon, QoS-KPIs refer to

the quantitative and/or qualitative performance aspects of media transmission over the
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network from the network provider perspective. This class address the characteristics of

a telecommunications service that bear on its capacity to fulfill the stated and implied

needs of the user of the service. We highlighted below most of the metrics used to ensure

the quality of service for the newly evolved DT networked application.

• Packet Type and Size: denotes how the modality is encoded and sent over the

Internet. The size of the packet is defined based on the codec standard as illustrated

in the next section.

• Response Time: The period taken by a system or the user to act/react to any

changes in the local and remote environment, usually measured in milliseconds or

microseconds.

• Latency/Delay: The end-end time required for the packet to be sent over the

network and received by the destination is usually measured in milliseconds or

microseconds. End-to-end delay can be measured in one direction from sender to

receiver using the equation3.1:

T = Tpack +
∑

h∈path

(Th +Qh+ + Ph) + Tplay (3.1)

At which Th denotes is the transmission delay, Qh+ denotes the queuing delay

required at each network traversing node, and Ph represents the propagation delay.

Note to forget Tpack which denotes the packetization delay that occurred due to the

encapsulation process at the source.Tpack and Tplay depends on encoding/decoding

delay that occurs while conversion of analog to digital (A/D) signal into samples

and vice versa. For instance, in the IP phone telephony essence, Tpack + Tplay is

equal to 1/20hz.

1. Haptic Feedback Latency: In a teleoperation scenario via a DT architecture,

the use of a force and vibrotactile sensors are required to obtain the actual

force signal perceived from the communication/interaction between the robot
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end-effector and the remote objects. The overall all end-end latency can be

demonstrated as: Toverall−latency = (tmux + tnet + tDAQ + tint erface) Where:

tmux and tnet deonte the delay of multiplexing and network delay. To minimize

the noise level of the force feedback, the data acquisition (DAQ) card with on-

board Digital Signal Processing (DSP) filter has to be used, thus tDAQ denotes

the delay produced by the DAQ card. According to [72] tDAQ ∼= 1
fcutoff

, where

fcutoff is the cutoff frequency of the DSP filter which is approximately= 31.25

as such tDAQ is approximated by 32ms. tint erface denotes the latency that

arises between the workstation and the haptic interface. Both the phantom

and falcon have a refresh rate equal to 1KHz, hence, tint erface is equal to 1ms.

Consequently, The overall latency on the force feedback can be defined as

Toverall−latency= tmux+tnet+33ms.

2. Audio latency: The cumulative latency experienced during acoustic feedback

is written as follows: Tlatency = tenv+trender+tencode+tmux+tnet+tdecoder+tdisplay

where tenv depends on the delay caused audio propagation in the environ-

ment. it ranges from 5 to 20 ms. trender is related to the hardware quality

as it depends on the sound card propagation delay. According to [72] which

used PortAudio I/O library trender and tdisplay is approximated around 12.7

ms.Nonetheless, the overall latency of tranmission the audio is approximated

as Tlatency = tmux + tnet + 39.4ms ±15ms based on the value of sound propa-

gation speed in the environment.

3. Video latency: The cumulative latency experienced during visual feedback:

Tlatency = tsource+ trender + tencode+ tmux+ tnet+ tdecoder + tdisplay and it depends

on both the codecs such as (H.264) of the video and the quality and speed

of graphical processing unit. According to the YouTube and Skype statistics

for both video streaming and conferencing, an acceptable Tlatency is margined

around 125 ms.

4. Mobile Network latency tnet: In a cellular system, the total latency can be
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reduced across different segments of the network, i.e., RAN, back-haul and

core. According to [125], the total End-to-End (E2E) latency in an LTE-A

cellular network is:

TE2E = 2 . (τRAN + τBackhaul + τCore + τTransport) (3.2)

where τRAN denotes the transmission time over radio Access network, τBackhaul,

τCore, and τTransport correspond, respectively to: (1) the packet transmission

time between the User Equipments (UEs) and the network nodes that are

part of the mobile radio access network such as ENodeB or Ng-ENB in 5G

network, (2) the time required to make connections between the core network

(i.e., Evolved Packet Core - EPC) and the eNodeB, (3) the processing time

needed at the EPC, and (4) the data communication time between the EPC

network and the Cloud/Internet. While τRAN depends on network coding

schemes, and τBackhaul depends on the medium used.

• Jitter: According to RFC 4689, jitter is defined as the latency fluctuation between

two consecutive packets belonging to the same flow or stream between two systems

[126]. This usually occurs because some packets take a longer time to travel from

one point to another in the system mainly due to network congestion (which is

totally random and time-variant), timing drift and route changes. Jitter can be

estimated by the following formula:

Jitter =
∣∣(ti,r − ti,s)−

(
t[i−1],r − t[i−1],s

)∣∣ (3.3)

Where:

t[i−1],s,ti,s, ti,r, and t[i−1] denote the sending time of packet (i − 1), the sending

time of packet i, represents the receiving time of packet (i− 1), and represents the

receiving time of packet i respectively. Generally speaking, The average or mean

value of the Jitter over a long period of observation is often the point of interest.
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• Throughput: The actual available bandwidth offered by the multimedia channel.

it is also referred to as the amount of data transferred from the sender to the

receiver. Measured typically in bits/second or bytes/second. Bandwidth refers

to the maximum transmission rate that a medium or network will handle, but

throughput is not always the same as bandwidth. In other words, throughput

is the rate at which data can pass through a medium or network in one second

despite the fact that it is a slow medium or network. When throughput equals

usable bandwidth, a network is said to be maximally efficient. The throughput

efficiency formula can be calculated more than one way, but the general formula

E = RxT , where R is the flow rate and T is the flow time.

• Reliability: The capability of the digital twin system and its factors, i.e., haptic

audiovisual environment to steadily operate based on various specifications and

network conditions. In this context two KPIs can be defined:

1. Packet loss rate: The percentage of data that have been sent and not delivered

to the receiver due to loss, reordering or re-transmission. it can be quantified

as PacketLossRate =
(
Packets sent −Packets received

Packets sent

)
∗ 100.

2. Error/loss Magnitude: Occasionally DT modalities such as collaborated hap-

tic VR packets are distorted because of bit errors caused by interference,

congestion, and noise. The receiver has to distinguish that and, if the infor-

mation included in the packet is vital to correctly render CHAVE scene, might

request for this data to be resent from the sender.

• Update rate: How many times per second the data of each modality needs to

be refreshed. It is different than the sampling rate and is measured in Hz. for

instance, the most efficient audible frequency is ranging between 16 Hz to 20,000

Hz.

• Arrival model: Defines the arrival and losses characteristics of the modality
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packet on the Internet. It can be either Periodic, Aperiodic, Markov Model, or

Bernoulli Model.

• Synchronization:

1. Intermodal Synchronization: measures the temporal correlation of the multi-

modal presentation. For instance: the sequence of sensorial effects in a 4DXTM

scene.

2. Intramodal Synchronization: measures the temporal correlation of the same

modality presentation. For instance, when intermittent stimuli are presented

to the eye they are perceived as separate if the rate at which they are presented

is below a certain value. If the rate of presentation of the intermittent stimuli

is slow, it appears to stay on but with changes in intensity, producing the

sensation called flicker. Examples of Intermodal Synchronization, a Youtube

video streamed at 50 fps implies that each of the frames has to be displayed

for 20 msec. Similarly, a haptic kinesthetic refreshed with 1 kHz, each of the

data samples must be captured and displayed for 1 msec.

Synchronization[45, 127, 22, 128] is another important challenge to consider in order

to address different media streams that will traverse the multi-modal communica-

tion module of the DT. In fact, some studies have proven that the olfaction stream

is very fragile to this condition [31]. In order to achieve an acceptable QoE, video,

voice, olfaction, gustatory and haptic data streams will need to be synchronized

accordingly without affecting the end user’s perception. Different synchronization

techniques have been proposed over the years, which include synchronization buffer

schemes, time-stamping and time adjustment algorithms, each with its own uses

and requirements. To maintain a synchronized stream of media, three types of levels

need to be addressed: (1) Intra-Stream, (2) Inter-Stream and (3) Group Synchro-

nization Control (also known as Inter-Destination) synchronization. One of the

most prominent synchronization schemes, known as Adaptive synchronization, can
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be used to address multiple channels of communication, where both intra-stream

and inter-stream synchronization can be taken care of. In addition, according to

the findings in [129], adaptive synchronization is immune to clock offset and/or

clock frequency drift does not require a global clock and can support optimal delay

and buffering for a given quality of service requirements.

• Price or Cost: The amount of compensation paid or awarded from one entity to

another in return for service or good delivery/ deployment, it can be determined

via factors associated with monetary, energy, automation or another productivity

of the service.

• Security: The level of protecting the data exchanged through the use of communi-

cation channel technology. it is the KPI characterized by the demand for extremely

secure communication, and the protection of privacy and user integrity

• Privacy: Deals with what personal information can be shared with whom and

whether messages can be publicized or not.

• Accessibility is the KPI which in the planned coverage area represents the mea-

sure of service availability to the end-user.

As has been discussed in the related work (chapter 2), to derive the mapping relation-

ships between QoS and QoE, researchers rely on the quality comparisons between what is

referred to as the reference and the outcome. The former denotes the undistorted content

of the multimedia content such as the original haptic signal before transmission, original

audiovisual content, or the undistributed delivery service such as download action. While

the latter denotes the form of any possibly impaired or even demolished multimedia stim-

uli at the receiver side e.g distorted audiovisual or haptic signal after the transmission

took place. It also can represent a distorted service such as a delayed download action.

Hypothetically, the nearer the quality of the outcome goes to its correspondent reference,

the better the QoE. In an ideal scenario of multimedia communication, both the refer-
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ence and outcome match, as such the communication channel between the sender and

the receiver can be referred to as a transparent network. A distortion of the outcome

will adversely influence the quality of the multimedia (e.g., audio clarity, smoothness

of a video) and/or effectiveness of the service (e.g., download rates, service activation

time). In that case, the QoE correlates to the remaining outcome’s quality after such

a distortion. The effect of distortions can, along with other approaches, be expressed

with the help of utility functions [91]. Generally speaking, quality comparison can take

place in two common situations. A laboratory-controlled setup as a result of which both

the reference and the outcome are observed and ready for offline comparison which gives

more accurate details. While the other situation is referred to as a communication setup

in which only the outcome is obtainable for online comparison. Based on the metrics

to study, observation of the multimedia content and related network traffic can occur

at different levels. Application-level observation includes the inspection of the payload,

which allows obtaining a comprehensive view of the content as well as the timing of

outcome and reference. Concerns and issues related to the latter may occur from the

implementation of the application as well as network nodes, connections, and the net-

work stacks in the end-infrastructure. Consequently, assessments on the network level

should be performed to inspect the flow of packets in the context of completeness, time-

liness, and pattern analysis involving bursty losses or correlated latencies. For testing

any mathematical QoE-QoS model, it is very recommended to consider the observation

level at the application or system, context, and network levels. System of measurement

can be categorized according to the below outline and as illustrated in Figure 3.3.

• Full Reference (FR) Metrics In this category, both the outcome (Y ) and refer-

ence (X) are obtainable and can be subjectively and objectively compared offline

at any observation level (application, e.g., tactile signal and network levels e.g

packet traces). FR(X, Y ) is the most effective schema to estimate the quality of

experience for any given system as it allows the extraction, assessment, and com-

parison of both QoS and QoE parameters in a controlled laboratory setup and at
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Figure 3.3: Categorization of System of Quality measurement. (Metrics) used to derive

QoE-QoS models

any time. In the context of image quality, A well-known model of an FR metric is

Peak signal-to-noise ratio PSNR [130]. In the context of haptic signal quality, mean

squared error (MSE) compares original and decoded signals and provides numerical

values. Both PSNR and MSE are automated calculating procedures, hence they

are repeatable and produce statistically significant findings.

• No Reference (NR) Metrics In this category, only the outcome is available with

no reference to be compared with. This is a normal online observation situation

that concentrates merely on the resultant quality as perceived by the end-user and

can be achieved subjectively via surveys and observations or objectively via an

algorithm or a mathematical model on behalf of an actual user, aiming to mimic or

expect user perception by extracting the key features of the outcome. WhenNR(Y )

QoE is applied in the networking domain, it does not tackle and distinguish between

the quality problems issues yielding from the very reference and other disturbance

by the network. Consequently, NR(Y ) has a hindrance when it is used to assess

the QoE-QoS relationships seeking at capturing the effect of the network. However,

applying NR(Y ) as a generalizable experience according to user-acceptance-based

QoE parameters such as video quality (resolution, contrast, color dynamic range

(HDR)) or response times of a given multimedia application may fairly serve as a
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foundation for QoE-QoS relationships.

• Reduced Reference (RR) Metrics At the reduced reference metrics, the same

set of parameters are extracted from the reference and outcome. For example, im-

age quality assessment at the application level can be represented using the Quality

Index With Adaptive Sub-Dictionaries (QSAD) metric [131], whereas throughput

variations and packet losses can be used to describe QoS parameters at the network

level. As a matter of fact, RR metrics are based on measuring, summarizing, and

interpreting results from FR research. Consequently, the function RR(Y, Z) is used

to assess the QoE in which Z denotes the measured parameter attainable at the

receiver side and potentially has its root conveyed from the sender side. Hence, RR

metrics describe key QoE and QoS parameters in a very concentrated approach,

conveying and/or extracting them from the sender and receiver make them appli-

cable in online service scenarios hence comparing them can be utilized to tackle

quality issues. In essence, they can be candidly used to derive formulate QoE-QoS

relationships.

Figure 3.4 illustrates a hypothetical general pattern of the mapping curve describing the

effect of QoS disturbance on QoE. The schematic quantitative QoE = F (QoSi) can be

represented by the following function 3.4:

QoE(QoS) =





5 QoSi ≤ T1

eα0 + e

n∑
i=1
−αiQoSi

T2 ≤ QoSi > T1

user − based QoSi > T2





(3.4)

Where the x-axis represents the impairment of QoSi of the i parameter e.g., ( de-

creasing download rate, increased latency, growth in the packet loss and jitter), α is

the weighting factor of the QoS impairment, and the QoE rating e.g, (ACR or MoS) is

denoted by the y-axis. As can be noticed from the figure Figure 3.4, the mapping curve

between the impairment of QoS and QoE can be divided into three zones. In zone 1,
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Figure 3.4: Hypothetical curve fitting of generic QoE-QoS dependency

for a fading QoS disturbance (i.e., in the situation of a transparent network) A minor

increase of the QoS disturbance until it is equal to a given threshold T1, QoE has a

high constant and optimal value in which the user’s satisfaction and enjoyment are not

affected at all. For example and in the context of web browsing, if the web page is

loaded faster than half a second ( T1= response time =0.5 seconds), the average user

will not notice that at all. Zone 2 represents a sinking QoE. In more detail, as soon as

the QoS disturbance exceeds T1, the QoE rating as well as the user’s appreciation and

satisfaction, decrease exponentially. As can be noticed in zone 2, if QoE is high, any

growth at the QoS disturbance will adversely impact the user’s rating. On the other

hand, further QoS disturbance might not be that critical anymore in the case of a low

QoE rating. Lastly, zone 3 represents an unaccepted QoE. More specifically, as soon as

the QoS disturbance exceeds threshold 2, the QoE may fall, i.e. the users’ satisfaction

will be negatively impacted and they quit using the service completely. Normally, once

the QoS disturbance parameter grows significantly, the QoE metric and user’s perception
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of the quality sink. It should be noted that while T1 denotes a significant threshold that

thoroughly might be collocated with the y-axis, T2 denotes a user-dependent threshold,

for instance, some users may still watch a YouTube video with 144P resolution with

others do not. Consequently, the QoE model has to consider the end-user degree of

experience as argued in the coming few sections.

3.2.2 Content and Hardware Influencing Quality

Content quality is the core of any multimedia system. It addresses the codecs’ as-

pect of the DT modality as generated by the content creator.In this context, High-

Efficiency Video Coding (HEVC) also referred to as H.265, Dolby vision/Atoms, and

IEEE P1918.1.1 are nowadays the most effective and widely used codecs for video, au-

dio, kinesthetic and tactile information exchange across communication networks. Note

that both the work to provide olfaction and gustatory codecs is still in their embryonic

stage and needs more attention. For MR modality, both VR and AR are considered sepa-

rately first and eventually blended and mixed modalities are considered. Cross-modality,

is highlighted in red, denotes the impact of one modality on another, for instance, the

impact of video quality on the perception of audio quality and the impact of VR and

olfaction codecs in the gustatory system. The detailed factors for each modality are

illustrated in Figure 3.5.

With regards to QoE studies in the field of content quality, multimodal data fusion

and compression are areas of interest. As the access to data continues to grow, we

need to incorporate both hard data and soft data to improve real-time decision-making

processes. Multi-source data and information fusion is a technology to enable combin-

ing data/information from several sources in order to form a unified picture of the DT.

As mentioned previously, Digital Twin’s data can be selectively collected from differ-

ent hard data sources and soft data sources. Clearly, the accuracy, biases, and levels

of observation of soft data are quite different from those of hard data. On the other

hand, soft data contain valuable inferences and observations not available in standard



The Proposed QoE Evaluation Taxonomy for Digital Twin Systems 69

sensors. Multimodal data fusion considers the incorporation of multiple modalities to be

processed while maintaining the spatial, temporal and contextual dependencies of the

media scene. Fired by the need for real-time simultaneous recording and transmission

of voluminous data that are produced by multiple sensors, multimodal compression has

received significant attention. The compression research for audio, video, and 3d graphic

data has attained a matured stage (including MPEG, H.261, to H.265). However, despite

the stringent need for haptic data compression, this area is still in its infancy and many

open research directions have emerged. So far, the effective approach for haptic data

compression is accomplished by minimizing the amount of data using perception-based

data reduction. For instance, not all haptic data need to be sampled with 1 kHz; tactile

information can be fully sensed with a 30 Hz sample rate. In addition, extracting se-

mantic information from the kinesthetic scene will drastically decrease the data volume

needed to resemble the force-feedback scene, and thus allowing efficient haptic storage

and transmission. For instance, the perceptual dead band (PD)-based data reduction

methods for kinesthetic information have been deployed in [2].

These schemes are inherited from Weber’s law of just-noticeable differences (JND). In

this context, the law stipulates that the haptic signal is considered perceivable and need

to be sent only if the relative difference between two successive haptic stimuli exceeds

the JND threshold as illustrated in Figure 3.6.

With regards to the Hardware influencing quality, it relates to the performance as-

pects of the end/rendering devices used to generate the multi-modal scene as perceived

by the end-user. Eventually, the taxonomy will cover new emerging modalities such as

olfaction and gustatory (digital smell and taste) when their hardware interfaces reach

the mature level of manufacturing. Rendering hardware implies that the hardware de-

vice must embed technologies to make sure that the user synchronously perceives the

immersed media, i.e. with proper spatial and temporal relationships. The rendering

hardware needs to convert the digital media signal into a form perceivable by humans.

Examples include a humanoid robotic, haptic engine, and olfactory display, 3D touch
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Figure 3.5: Content Influencing Quality

Figure 3.6: Illustration of the perceptual deadband principle. The size of the perceptual

deadband depends on the stimulus intensity I. Samples falling within the perceptual

deadband are considered as perceptually unimportant, hence can be dropped
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and Omega. X devices, Head mounting display (HMD) for VR and AR, etc. As seen

in Figure 3.7, we have focused on the haptic and VR interfaces for both (Tactile and

kinesthetic) as they are the newest modalities to be effectively used in DT systems to

interact with other humans and machines. As such, they hold very stringent require-

ments in terms of feedback loops which can impact the stability and transparency of the

application. In a master-slave teleportation system, a system is stable iff error remains

small when executing various desired trajectories/velocity even in the presence of some

moderate disturbance and network parameters changes. Therefore, while interacting

with a real or virtual environment, there exists a bidirectional exchange of information

(position/velocity, force/torque) between the master and slave sides. Thus, we have a

control loop between master and slave, which may get destabilized even because of a small

amount of delay (transmission delay) or latency variations. In the presence of delay, hard

objects will be perceived as softer ones. In order to avoid this situation, the stability of

the control loop needs to be maintained. Stability-fidelity trade-off is commonly agreed

that stability and fidelity/transparency of a haptic interface are contradicting require-

ments, a problem yet to be solved by the research community[132]. With regards the

transparency factor, teleportation or remote interaction is said to be transparent if there

is a perfect match between master and slave position and force signals. Stability and

transparency are important features of a haptic teleoperation scenario, as well as the

primary emphasis of system control techniques. A fully transparent system is one in

which telepresence is a faultless and seamless experience. To attain transparency, the

system also demands to be stable for an expected (bounded) performance of the operator

and the remote environment. An unstable master-slave system could cause damage to

the device or harm the human operator. Therefore, stability is guaranteed by reducing

the range of dynamic impedances. Hence, the stiffness of the object cannot perceive as

real and the transparency is regarded. Accordingly, there is a conflict between stability

and transparency, hence a compromise requires to be rendered. Full transparency means

that the operator feels as he/she manipulate the remote environment directly, hence the
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Figure 3.8: A Model of a Master-Slave Teleoperation Architecture

impedance should be felt as same:

For full transparency and by analyzing the two-port network model of MST systems as

illustrated in Figure 3.8 The remote environment, the slave’s velocity Ve and interaction

force Fe are related by impedance Ze:

Fe = Ze.Ve (3.5)

Ve = Vh (3.6)

Fe = Fh (3.7)

Zt = Ze (3.8)

by applying the Hadamard matrix:

[FhVh] = [h11h12h21h22][Ve − Fe] (3.9)
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Figure 3.9: Two-port Hybrid Network Model of Master-Slave Teleoperation System

by eliminating Fe and Ve, we have:

Fh = (h11 − h12Ze)(h21 − h22Ze)−1Vh (3.10)

Hence:

Zt = (h11 − h12Ze)(h21 − h22Ze)−1 (3.11)

Recall that full transparency means Zt=Ze, hence h22=0.

For stability we analyze two-port hybrid network model, Figure 3.9. From the right

port, we can get:

Vs = −Fs
Zs

= Fsh22 + Vmh21 (3.12)

→ Fs
Vm

= −h21(
Ze
h22

) (3.13)

From the left port, we can get:

Vm
Fs

=
h12

Zh + h11
(3.14)

Combining both equations 3.12 and 3.14, we can calculate the loop-gain as:

Ge(s) =
−h12h21Ze

(Zh + h11) + (1 + h22Ze)
(3.15)

Consequently, a trade-off between transparency and stability can be illustrated as below:

↑ h22 ⇒↓ |Ge(s)| ⇒↑ Stability (3.16)

↑ h22 ⇒ (Zt 6= Ze)⇒↓ Transparency (3.17)
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To resolve the MST stability and reliability contradicting objectives, a control architec-

ture referred to as Model-Mediated Teleoperation and sometimes called Telemanipulation

(MMT) is proposed [133]. When combined with the Perceptual Deadband-Based (PD)

haptic data reduction approach (MMT+PD) [133, 134] can guarantee the transparency

as well as stability of the teleoperation system even with the presence of given communi-

cation impairments such as slightly low data rate, end-to-end latency, and jitters. More

details about teleoperation control schemes are discussed in chapter 5

3.3 Subjective Influencing Quality

Optimizing the objective factors of a DT application does not evidently lead to the fact

that the user of this application is satisfied. As the DT application embodies haptic and

VR modalities, users might find the application not easy to be used or experience negative

aspects such as stimulation sickness i.e., the user might feel dizzy a condition referred to as

cybersickness. Consequently, it is very important to take into consideration the subjective

experience while evaluating DT applications and services. As a matter of fact, the authors

in [135] reported that there is no comprehension model of human behaviour that exists

as a result of its multi-dimensionality and large individual randomness, variability and

unpredictability.

Subjective Quality Influencing Factors can be described as dynamic, context-dependent

and fuzzy; deriving from a wide range of potential benefits users may stem from a prod-

uct. Hence, user characteristics change the performance of entities and their perception.

Those influencing factors are also compromising what is referred to as Key Quality Indi-

cators (KQI). We break down the subjective categories into three parts namely physical

and mental factors, as well as usability and degree of perception. This is an important

evaluation category for the overall quality of the DT application as it reflects the emerg-

ing state as well as the individual’s stream of perception and interpretation of one or

multiple stimuli which is referred to as the user experience (UX) [136, 124].
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Physical State influencing factors, figure 3.10, used to describe the biological measures

of the users such as height, weight, age, gender, endurance, etc. It also includes some

Physiological aspects of the user such (fatigue, Cybersickness, heart rate, disorientation,

postural instability, sweating, nausea, drowsiness. . . etc.). Physiology is involved with

the detection and recording of signals provided by the body as it performs its normal

tasks. Several research studies [107, 108, 137] have gone into the analysis of neurophys-

iology and the signal ascribed to the brain, as well as their association with physical

reactions. Although we do not completely comprehend the distinctions of cognition

and the conscious neural functioning of the brain, we do comprehend brain mechanisms

and their interconnections with physical systems in other areas of the human body.

This involves mechanisms such as increased respiration rate when excited or increased

temperature when aroused, stressed, and embarrassed. By obtaining these signals and

processes, insights into facets of the human condition can be captured. Physiological

aspect can be measured using Electromyography (EMG), Electrocardiography (ECG)

tests, thermometers, biomedical sensors such as smart wearable devices, etc. Biometric

devices, such as the Fitbit, Delyses, Emotiv helmet, the E4 armlet, enable the collection
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of biomedical data such as heart rate, heart rate variability, temperature, biomotion, res-

piration rate, electrophysiological, and electrodermal behaviour. These variables, along

with contextual judgments, have been proven to align with a user’s QoE in [107] and

[108] and serve as estimators to quantify overall satisfaction or interaction comparisons

with a stimulus or technology. Furthermore, studies have been undertaken to determine

the viability of eye monitoring in assessing a user’s understanding of an area or technol-

ogy [137]. On the other hand, mental state factors, figure 3.11, reflect the state of the

user’s mind and emotions through observation and user feedback with and/or without

direct measurements. Observation can assess the psychological behaviour of users, such

as stress, without hindering the user’s movements by including measuring devices. Ex-

amples of this category are positive emotions such as ( enjoyment and appreciation) and

negative emotions such as (fear and phobia). It should be noted that the deployment of

none invasive electroencephalogram (EEG) test is very effective to measure the electrical

activity in the user’s brain. Consequently, it is very useful to quantify the user’s mental

influencing factors and to gauge emotional arousal.

In terms of QoE research, an emphasis has been placed on capturing processes as-
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sociated with the central nervous system (CNS), the autonomic nervous system (ANS),

and perceptual mechanisms, like brain, heart, and eye measurements. As depicted in

Figure 3.12. The ANS is a branch of the peripheral nervous system (PNS), which relays

information and sensations from the CNS to the rest of the body. The ANS is concerned

with monitoring the human body’s unconscious or spontaneous reactions. Each of these

systems has its own set of signals, and by recording these signals with biometric scanners,

stakeholder in the field of QoE can get insight into a subject’s emotional, mental and

physical states.
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With regards to QoE research, the sympathetic nervous system (SNS) subset is of

particular importance. This subset is governed by physiological responses that are com-

monly correlated with variations in an emotional state, such as growing body temperature

and heart rate during a situation of anxiety or excitement. Moreover, this subset has

the ability to affect the heartbeat, skin conductance, blood pressure, and eye dilation.

Previous QoE article has used recording these kinds of bodily metrics to help assess im-
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Figure 3.13: Usability and degree of perception

pacts on emotional and physical arousal [107]. Arousal is a psychophysiology condition

characterized by the stimulation of sensory organs to the moment of perception.

As regards of the degree of perception, reception denotes the process of accepting an

energy stimulus from the external real/virtual world and translating this signal into a

form that can then excite perception. Perception denotes the encoding of the received en-

ergy into a neural message which is then transferred to the appropriate brain center which

can achieve cognition. Cognition demotes the assimilation of the information contained

in the neural message concerning data extracted from the memory, thus achieving iden-

tification based upon some aspect of past experience. Immersion describes the degree to

which the media environment sub-merges the perceptual system of the user in computer-

generated stimuli. The more the system generates stimuli from the physical world, the

more the system is considered to be immersive [138]. Context influencing factors are the

metrics that incorporate any situational property to illustrate the user’s environment in

terms of physical, temporal, social, economic, task, and technical characteristics[1, 76].

For instance, the user location and time of the day are an example of physical and tem-

poral context respectively whereas the costs of device/system/service are examples of the

economic context. Perceiving the experience lonely or collaboratively is an example of



The Proposed QoE Evaluation Taxonomy for Digital Twin Systems 80

a social or task context. The technical and information context describe the correlation

among the user of interest and other related systems and services including applications,

networks rendering hardware, or extra informational artifacts. For instance, your DT

recommends[139] a related multimedia e.g specific movie on a specific device over a 5G

network.

Usability, Figure 3.13, is defined as the extent to which the application can be used

by the users to achieve satisfaction effectively and efficiently. DT application designer

has to take into consideration how well is the application features fit the user’s need

and context. For the sake of simplicity, we will go over some of the influencing factors

that should be considered when designing such an application. Effectiveness measures

the accuracy at which the users can complete the tasks of the application, Efficiency

measures how fast the user can perform a given task or interact with the application,

learnability is a feature that allows users to be familiarized with the application tasks and

objectives, system reliability refers to how easily users can avoid errors and/or recover

from those errors. Engagement, immersion, involvements, collaboration and intuitiveness

are all the influencing factors that contribute to the user’s degree of perception.

3.4 Deploying the Taxonomy to a Case Study

To achieve the design requirements of a QoE metric for a Digital Twin system, user

testing would be conducted. The main methodology for designing experimentation with

human subjects can be divided into the following [121, 140, 141];

• Selecting participants: based on the experiment’s nature some questions must

be addressed. Are the subjects will be placed into groups or not? some common

practices will be to divide the subjects based on their gender, age, background,

or expertise in the application. The study objectives are often used to decide the

gender, age, and other features of the users. Further, to confirm the correctness

of the study, each subject has to be interviewed. To do so, an invitation can be
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broadcasted( via email, phone, web, etc) to whoever is willing to participate in

the experiment however conflict of interest has to be taken into consideration to

confirm that the subjects are not biased.

• Sample size and population: it is based on the expected confidence interval

from the data. In addition, the experimental protocol plays an important role in

determining the size of the population e.g, the exact number of trials per experi-

mental scenario, number of sessions conducted by the subjects in a day, and the

total period ( time/days) the study will last. Another important point is to con-

sider a wide range of demographics in human subjects (age, gender, handedness,

anthropometric measures) as stimulus sensitivity threshold e.g., tactile or hearing

sensitivities varies between individuals.

• Within subjects or between subjects’ study: each type of these studies has

its pros and cons. Within-subject denotes comparing results of different data sets

of the same subject, while between-subject is based on comparing data sets of dif-

ferent groups typically each group is experimenting with different controlled con-

ditions. The latter solves the learning-bias disadvantage but introduces individual

variability bias.

• Counterbalancing task and stimuli order: refers to changing the sequence of

the study’s tasks if possible to reduce the subject’s learnability. In the context of

haptic, changing the order of the perceived test and original signals is important

to avoid time order effects (TOE): which can be implemented by comparing 2nd

or control stimulus with a value slightly shifted towards the mean of all presented

stimuli instead of 1st stimulus. On the other hand, sequential stimuli presentation

is very crucial to avoid Spatio-temporal attention effects. counter-balance stim-

uli/task order is not always beneficial to the study especially when the order of the

tasks plays a significant role in determining some outcome of the study.

• Selecting Parameters For both technical and non-technical categories, application-
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specific parameters for evaluation are selected. This provides a contextualized view

of the QoE evaluation. The parameters can be divided into Objective parame-

ters which refer to measurable and verifiable aspects of a thing or phenomenon,

expressed in numbers or quantities, such as lightness or heaviness, thickness or

thinness, softness or hardness. Subjective parameters denote the attribute, char-

acteristic, or property of a thing or phenomenon that can be observed and inter-

preted, and may be approximated (quantified) but cannot be measured, such as

beauty, feel, flavour, taste. Objective parameters can be observed through intru-

sive methodologies such as biological feedback or non-intrusive methodologies such

as Network/Application parameters (e.g. QoS metrics) or performance metrics

(error rate, time to completion, number of input.. etc. ). Subjective parameters

can be observed through Questionnaires, Rating scales, Annotations, Non-/verbal

methods. They measure the following aspects:effectiveness, efficiency, satisfaction,

enjoyment, and social presence. One of the popular used subjective methodologies

is the Mean Opinion Score.

• Independent and Dependent Variables: denote defining what are the con-

trolled variables and what are the response variables to be quantified. The depen-

dent variable is the final QoE value of the DT application; this is the parameter

that the experiment is attempting to calculate and or predict. On the other hand,

the independent variables are those parameters of the application that impact the

user’s decision on perception and experience. For instance, the precise timing of

the application’s stimuli delivery has to be considered to avoid masking, sensory

persistence, temporal integration, or habituation effects.

• Consent: an approval from each participant should be considered when conducting

the experiment and after completing any subjective survey related to the experi-

ment.

As we will show in the next chapters, we have strictly followed the aforementioned
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guidelines in our experimental studies. The work in this thesis was based on recruiting a

large number of subjects from the University of Ottawa and the University of Qatar with

wide demographics considering different subjects’ physiopsychological features. As such

we confirm that we have achieved a high confidence rate for our results. Further, we have

considered both within-subjects or between subjects’ studies to assess the QoE of DT

system in different scenarios. Furthermore, we have asked our subjects to do multiple

trials per experiment throughout a different day/time period, keep in mind that we have

randomly selected the order of the control scenarios in order to eliminate any bias in the

results. Furthermost, we have and considered and conducted subjective, objective, and

physiopsychological quality assessments. Lastly, in each experiment we have conducted,

we took consent forms from the subjects and we let them quit the experiment at any

time they want.

3.5 Summary

Since different multimedia systems, applications, and devices have different architectures

which are specifically tailored to the needs of different users, there is currently no well-

known QoE model that can be applied to suit all systems and devices. Motivated by

the fact that Digital Twin is still in its fancy stages and its QoE parameters and metrics

are not yet well established and defined, we present a taxonomy to assess and compre-

hensively capture the performance of the said system. The taxonomy is designed on a

hierarchical based taking into consideration subjective, objective, and physiopsycholog-

ical quality influencing and assessment factors. In the following chapter, the QoE for

applications based on the DT paradigm is quantified and predicted using machine learn-

ing regression and classification-based algorithms. In both cases, the QoE value obtained

from each assessment paradigm is compared to the ground truth QoE value reported by

the participants in the case study and investigated.



Chapter 4

Experimental and QoE Model for

DT Systems

This chapter presents a description of the technology and hardware used in this research

as well as a summary of the different factors that went into the creation of the digital

twin applications. The research methods and experimental techniques used to address

the research question which is how to assess and predict QoE for DT applications based

on incorporating the influencing factors inherited from the taxonomy described in the

previous chapter are also presented. This chapter also shows the impact of using machine

learning engineering to build a QoE model for DT applications that can automatically

estimate their degree of perception under different controlled scenarios.

4.1 Devices and Technologies

4.1.1 Haptic Hardware

Touch haptic device developed by 3Dsystems [6] corporation was selected in our work.

The touch haptic device improves productivity and reliability by allowing the most natu-

ral human-computer interface possible as well as enhancing the ability to solve problems

84
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by touch and force feedback interactions. This haptic interface was preferred in this

research over other commercially available interfaces since it provided a decent balance

of functionality, service, and feature set at a competitive price. The Touch system has a

high precision force feedback and detects motion in 6 degrees of freedom (DoF), resulting

in the best, most natural 3D Touch sensation for any haptic VR application with 3 DoF

kinesthetic and tactile feedback. Users can sense the stylus’s point in the (X,Y,Z) axes

and follow its orientation (pitch, roll and yaw). The Touch’s lightweight architecture,

small footprint, and USB connectivity allow for easy installation and use. The stylus

has two buttons for ease of use and end-user customization. Not to forget the device’s

compact work-space and wrist-rest which maximize the user comfort and usability.
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Figure 4.1: 3D System Touch haptic device with technical specifications [6].

As shown in Figure 4.1, the Touch haptic device supports six degrees of movement

provided by six-axis points. Functional limits exist for all degrees of motion. Once the

user crosses one of these thresholds, he/she will experience an unexpected halt; this is

the device’s mechanical stop. As we will show later on in this chapter, we were capable to

afford two touch haptic devices to ensure network collaborations for our testing scenarios.

We have also used the tactile glove industrialized at the [7] research work. The tactile

glove has five Force Sensitive resistors (FSRs), each represents 0.5 diminished feeling area.

The FSRs are used for assessing the amount of contact force for each finger. It also has

five compact vibrotactile actuators implemented as shaft-less vibratory motors. As seen

in Figure 4.2, these actuators are positioned on the fingernail locations. The motors are
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Figure 4.2: Vibro-tactile glove adapted from [7].

used to stimulate tactile sensations in case of gripping or 3D texture variations. A control

board connects these sensors and actuators. The control board is powered by a Lithium

Polymer based rechargeable battery supplying a DC voltage of 3.3V. The control board

includes the following electronics:

• (Arduino pro-mini) Microcontroller which represents the heart of the board.

• Bluetooth (Linvor-HC06) modem for wirelessly conveying the tactile sensations

over the Bluetooth channel (with a baud rate 9600)

• Motor drivers (SN754410 H-Bridge)

The tactile glove works as follows: the FSRs sensors capture the analogue voltage in case

of object’s contact with the user’s fingers. The measured voltages are converted to digital

via 10-bit analog-to-digital converters. The Arduino micro-controller is responsible for

the operation of the actuators. The amount of grip and contact force applied to the

actuators determines the strength of the vibration. The tactile raw data is sent through

the Bluetooth modem to the experiment workstation for further analysis.

4.1.2 3D Vision and Virtual Reality Equipment

Nvidia 3D vision [142] stereoscopic gaming kit was used in this research work. The kit

contains LCD shutter glasses (SKU 942-10701-0003) that use a wireless IR protocol to

communicate with the PC hosting the Nvidia Graphical Processing (GPU) card to allow

stereoscopic vision for any Direct3D application, with different degrees of compatibility.



Experimental and QoE Model for DT Systems 87

The wireless emitter plugs into a USB port and communicates with the driver software.

Each pair of glasses has two lenses the function at 60 Hz frequency and alternates to

produce a 120 Hz three-dimensional experience.

a) Subject 1:  VR haptic Interaction with 3D glasses 

b) Subject 2: VR haptic Interaction with Oculus rift-s HMD

Figure 4.3: 3D Vision and Virtual Reality Equipment.

Oculus rift-s [143] is a virtual reality headset branded by (Oculus VR, LLC) and

Facebook Corporations. The Oculus rift s was selected as the VR HMD for the exper-

iment testbed ( see Figure 4.3 ). The Oculus rift was chosen over other commercially

available headsets because it offered a good equilibrium of support, performance, and fea-

ture set at an affordable price. The HMD headset, controllers, and oculus sensor track

constellations, which are IR LEDs to translate user’s movements in VR, are the three

hardware elements that make up the VR system. The HMD is a true 6 DOF headset

with inside-out monitoring that allows for a high-performance VR experience. The rift s

HMD has LED-based screens with a resolution of 2560 x 1440 pixels and a refresh rate
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of 80 HZ. It supports a native colour Space: sRGB/Rec.709 gamut, 2.2 gammas, D75

white point. The Oculus rift-s was deployed in our control scenarios to the impact of the

incorporation of VR to the degree of immersion for the DT-based application.

4.1.3 Physiopsychology sensors

Fitbit sense and Zephyr bio-harness Belt

To build a biomedical data set for further machine learning analysis, the dissertation

discussed in this study has focused on measures related to the autonomic nervous system

and central nervous system, namely electro-dermal activity, heart rate, HRV, breathing

rate, and brain signals KPIs. These measurements were selected because they have been

proven to have close ties to a person’s physical and emotional condition, and previous

researches have shown associations between these signs and a user’s subjective experience

[144, 145, 146].

a) Fitbit Sense  b) Zephyr bio-harness Belt

Figure 4.4: Fitbit sense and Zephyr bio-harness Belt to continuously measure

Heart/Respiration and EDA metrics.

Electrodermal activity (EDA) or galvanic skin reaction (GVR), heart rate, heart

rate variability (HRV), respiration rate, blood pressure, acceleration, brain signals, and

temperature are all important metrics in the QoE physiopsychology research domain. In

this thesis, EDA, heart rate, HRV, breathing rate, and EEG bio-signals are particularly

relevant because they are considered good markers of physical and emotional feelings
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such as arousal and stress in humans [110, 109]. The aforementioned heart, breathing,

and skin-related metrics are captured while the users are experimenting using the Fitbit

sense as well as Zephyr bio-harness belt, as illustrated in Figure 4.4.

The BioHarness 3.0 [147] is a non-invasive telemetry system for physiological surveil-

lance of adults in the home, office, and other care environments. A chest strap and an

electronics module that connects to the harness make up the unit 4.4.b. ECG, heart rate,

respiration rate, body position, and movement are all stored and transmitted by the sys-

tem. The BioHarness 3.0 can detect and relay single-lead ECG signals, which can then

be processed by Bluetooth/USB qualified workstation. It should be noted that heart

Rate, Posture, and Movement metrics are collected and transmitted by the BioHarness

3.0 during both sedentary and strenuous activity. The heart rate belt is marketed by

zephyr bioharness technology and was selected because 1) it is easy to be adjusted pro-

viding comfortability for our subjects 2) it can wirelessly measure the ECG data such as

the Heart Rate and R-R Interval with Bluetooth Smart (4.0). The technical specification

of the belt sensors is as the following: 28 (Diam) x 7 mm (1.84 x 0.44 inches), with ECG,

heart rate, respiration rate encoder/decoder, supplied by rechargeable lithium polymer

with 3.7 volts and Bluetooth module with 115,200 baud, 8 data bits, 1 stop bit, No

parity.

Similar to the zephyr bio-harness belt, we have used the Fitbit sense to measure heart

rate and electrodermal activity. It should be noted that our research got approval from

google to access the raw data of Fitbit sense measurements through a special API. Fitbit

measures the heart rate blood volume pulses (BVP) which can be used also to measure

the variability of heart rate. The sense is equipped with 2 photoplethysmogram (PPG)

green LEDs and photodiodes positioned underneath the main body of the watch. These

sensors measure the subject’s heart rate with a high degree of accuracy.

In the case of our research and due to the inconsistency in time-to-task completion

among all subjects, it was better to demonstrate comparative visual data of whole groups

by normalizing the length of the experiment when presenting results. Hence we have
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adopted the work in [108] by displaying the heart rate and respiration rate in normalized

time slides and then storing them in the data set. To do so, we have divided both rates

measurement into five frames; the first frame indicated the heart rate when the subject

is rested i.e., before conducting the experiment test. The remaining four frames indicate

the measurement of the heart rate when the subject has finished 25%, 50%, 75% and

100% of the experiment’s task accordingly.

Skin conductivity is the parameter used to measure EDA, and the variation in con-

ductivity over time is referred to as the galvanic skin reaction (GSR). The Fitbit sense

is equipped with EDA sensors that basically track electrical changes in response to the

sweat levels of the subject’s skin. The sense measures EDA on the palms of the subject’s

hand as well as the fingertips. In front of the Fitbit sense, two silver electrodes are

clearly separated and as the subject is asked to place his hand on them the sense will

apply a low undetectable constant voltage to the skin and measure the conductivity of

the skin in a range of 0.01 µ-Siemen to 100 µ-Siemens. The synchronization of EDA and

HRV measurements enables precise monitoring of a users’ variation in physiopsychology

behaviour across time. It should be noted that EDA was interpreted visually and stored

in our data-set in the same way as heart rate is, i.e., by using a normalized slide window

to display change throughout the experiment time.

EMOTIV EPOC X 14 Channel Mobile EEG Brainwear®

In addition to the heart and skin-based physiopsychology metrics, we have used the

EMOTIV EPOC X to capture the user’s brain signals while conducting our experiment

tests as illustrated in Figure 4.5. .

EMOTIV EPOC X is a portable and contextual human brain science platform that

provides access to professional-grade brain data in a more user-friendly format. EMO-

TIV EPOC X was selected because of its compact size, non-invasive, wireless connec-

tivity, and capabilities to capture all 14 electroencephalogram EEG signals namely (

AF3, AF4, F3, F4, FC5, FC6, F7, F8, T7, T8, P7, P8, O1, O2). The whole-brain signals
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a) EEG Emotiv EPOC x a) EEG Emotiv EPOC x b) Subject 2 with  EEG Brainwear

Figure 4.5: EMOTIV EPOC X to capture electroencephalogram siginals

are captured using saline-based electroplated. Electrodes connected to the scalp are used

in EEG systems to detect electric potentials produced by the brain. EEG electrodes are

attached to the skin with conductive gel, paste, or cream, which is mostly based on

saline. Since certain metals corrode quickly, resulting in bad data, the right mixture of

electrode metal and conductive paste is critical. Consequently, before the starting of our

experiment session, we made sure that each of the Emotiv electrodes are wet using a

saline-based solution to ensure high-quality recordings as indicated in Figure 4.6.a.

Figure 4.6.b shows a line graph of electroencephalogram data obtained during the

experiment test. The graph depicts the signal amplitude in each electrode of the Emo-

tiv EPOCx. Each of the electrodes is represented by a different colour on the line.

Fortunately, The Emotiv X comes with an autopilot (Emotive Pro platform) for data

processing – they take the lead and apply automated de-noising procedures or automat-

ically generate high-level cognitive-affective metrics which can be used in order to get

to conclusions much faster. The data collected from the EEG electrodes are transferred

to the frequency domain using the prominent Fourier transform (FFT) and then filtered

using a butter-worth filter with Hanning window as shown in Figure 4.7. We have de-

liberately shown the FFT of the frontal electrodes AF3 and f7 as they significantly

correlate with the user’s physical and emotional recognition. [148]. In the QoE regards,

the theta band (4–8 Hz), alpha band (8–12 Hz), low beta band (12–16 Hz), high beta
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a) EEG Electodes Contact Quality

 b) Electroencephalogram Data Visualization  

Figure 4.6: EMOTIV EPOC X to capture electroencephalogram siginals.

band (16–25 Hz), and gamma band (25–45 Hz) are the frequencies of interest. Frontal

theta behaviour is reliably linked to the complexity of mental operations, such as concen-

trated attention and information uptake, processing and learning, or memory retrieval,

according to studies [149, 150]. With rising mission complexity, theta frequencies be-

come more prevalent. This is why theta is commonly correlated with mental workload

or working memory processes in the brain. On one hand, there are many functional

correlates of alpha waves that represent sensory, motor, and memory functions [151]. In

the user’s resting or meditation stage, one can see elevated levels of alpha-band strength

during mental and physical relaxation. Alpha capacity, on the other hand, is diminished

or suppressed during mental or physical activity while the eyes are open. For example,
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Figure 4.7: EEG FFT and Preprocessing for Electrodes AF3 and F7.

alpha suppression is a true signature of states of mental behaviour such as stress and

engagement. Beta band activity is described as oscillations that occur between 12 and

25 Hz. This frequency is produced in both the posterior and frontal areas of the brain.

Higher beta power is associated with active, busy, or nervous thought, as well as active

focus [152]. As we will show later on. users will execute haptic movements, hence beta

power in the central cortex increases, particularly when reaching or grasping is needed.

It should be noted that till now gamma frequencies are currently the black holes of

EEG science, as it is vague where these oscillations are produced and what they reveal.

According to some researchers, gamma, like theta, acts as a carrier frequency for tying

together various sensory perceptions of an object into a coherent shape, thus representing

an attentional mechanism. Others claim that gamma frequency is a by-product of other

neural processes including eye movements and micro-saccades, and therefore does not

represent cognitive processing.

In this work, we relied on the Emotiv Pro algorithms to interpolate the aforemen-

tioned frequency bands to quantify the performance metrics of the user’s cognitive states,

Figure4.8. These metrics are namely stress, engagement, interest, excitement, focus, and

relaxation which correlates with the psychological metrics address in the taxonomy pre-

sented in the previous chapter. A brief description of these metrics is provided below:

• stress: the level of satisfaction with the current challenge is measured by stress.
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Figure 4.8: EEG KPIs.

Inability to complete a challenging mission, feeling frustrated, and expecting nega-

tive repercussions for failing to meet task criteria can all lead to high-stress levels.

In general, a low to moderate level of stress can boost efficiency, while a higher

level can be harmful to one’s health and well-being in the long run.

• Focus: is a metric for paying specific attention to a single mission. The depth of

concentration as well as the frequency at which attention moves between tasks are

measured by focus. A high rate of task switching indicates a lack of concentration

and distraction.

• Relaxation: is a metric for the ability to turn off and recover from periods of

intense focus. Familiar and trained users with the experimental protocol as well as

the experiment environment can achieve exceptionally high levels of relaxation.

• Engagement: is characterized by alertness and the deliberate focus of attention

on task-relevant stimuli. It is a mixture of focus and concentration that com-

pares with boredom and tests the amount of immersion at the moment. Increased

physiological arousal and beta frequencies, as well as attenuated alpha frequencies,
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describe engagement. The performance score recorded by the detection increases

as attention, concentration, and workload increase.

• Excitement: It is exemplified by triggering of the sympathetic nervous system

(SNS) which outcomes in a variety of physiological reactions such as pupil dilation,

eye enlarging, sweat gland stimulation, heightened heart rate and muscle tension,

blood diversion, and digestive inhibition. In most cases, the higher the rise in phys-

iological arousal, the higher the detection performance score. Excitement detection

has been fine-tuned to produce performance scores that represent short-term shifts

in excitement over time spans as short as a few seconds.

• Interest: also known as valence which is a term used to describe the degree of

attraction or aversion to current stimuli, atmosphere, or behaviour. Low interest

implies a strong dislike for the task, while high interest signifies a strong affection

for the task, and mid-range ratings suggest that the subject does not like or dislike

it.

The EEG performance metrics are supplied at 0.1Hz for data export and we used the

same sliding principle (rest slides, 25%, 50%, 75% and 100% of the task completion time

(TCT)) to store the KPIs for each subject in our data-set.

4.1.4 3D Haptic Virtual Environment

3D Development Engine

Unity 2020 was used to build the haptic virtual reality environments for our experiments.

Unity is a free game development engine that gives developers access to a wide range

of tools for designing and developing games and virtual worlds. Unity comes with a

comprehensive collection of tutorials that help newer developers quickly learn how to

use the engine. Furthermore, all processes and functions scripting and coding are done

in the C-sharp programming language, using a Unity-specific library. C-sharp is a good
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starting point for developers since it is commonly used in other fields, such as windows,

web, and Android development. Unity provides a high degree of support for the creation

and delivery of third-party modifications and software, in addition to its ease of learning

and use. Users who create their own Unity plugins and toolkits will share them on the

Unity store for others to use in their own projects. This enables for the use of a wide

range of resources without the need to design these tools for each project from scratch. In

addition, the unity engine is compatible with third-party toolkits namely OpenHaptics®

Developer Edition SDK and Virtual Reality Toolkit (VRTK). The combination of the two

SDKs allows us to append haptic and true 3D navigation to our testing application. The

OpenHaptics® toolkit is based on the OpenGL® API, allowing for easier integration

of OpenGL applications. Developers can use the OpenHaptics toolkit to complement

existing OpenGL code for defining geometry with OpenHaptics functions to model haptic

material properties and stimulations including friction and stiffness. On the other hand,

VRTK [153] is a third-party toolkit that includes scripts and assets to help us building and

executing a virtual reality world in Unity. VRTK has a variety of simplified modules for

locomotion and gestures including grasping and touching. It likewise included augmented

reality user interface features as well as physics-based assets including gravity-affected

hinges, rotators, and buttons.

4.2 Digital Twin Architecture

The main objective of our research is to investigate the effects of the objective, subjective,

physiopsychology, user experience, and usability taxonomy of measurements on the QoE

while using DT applications such as telemanipulation and remote tactile applications. As

a result, it was critical that the program be designed in such a manner that it mirrored

a real-world example of this sort of environment, such as one that could potentially be

used for Digital twin purposes. Consequently, we have designed two main applications.

A brief description of each application is provided as follows:
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Figure 4.9: Tactile Application: A user can interact with different material probes and

texture and receives and tactile feedback.

• Remote tactile application: Figure 4.9 shows a snap-shot of the tactile application

used in our experiment. As can be seen, users can interact with the haptic VR

environments using both the tactile glove and the Touch haptic device to switch

between different 3D surfaces and objects. Upon moving the virtual tool that

represents the master (styles tip) user can feel and experience different tactile touch

stimuli (shape, friction, stiffness, and roughness) of the textures and materials.

From now on and for the sake of simplicity, we will refer to the remote tactile

application by (RTA).

Figure 4.10: Haptic VR tele-game: two user are competing to finish the rings throw-

ing game while manipulating the VR objects and feeling the kinesthetic and physics

feedbacks.

• Telemanipulation Virtual Reality with kinesthetic and physics feedbacks : Figure

4.10 demonstrates the second application in our experiment which denotes a net-
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worked virtual game of the real-life Muckers, also known as ring toss game. As

can be seen, the goal for each subject is to grab and place the rings at each cor-

respondent coloured post using the Geomagic touch which is six (DOF) haptic

devices. Two Geomagic Touch haptic devices were used in our platform as they

are designed with a linkage-based system, which itself involves of stylus attached

with a robotic arm. The robotic arm can generate the force at the stylus tip by

tracking the appropriate position of the stylus. The subject should remedy that

by using the force feedback, the weight of objects, and the 3D graphics to apply

their judgment in placing the rings again to another pole. From now on and for

the sake of simplicity, we will refer to the remote fame application by the term of

(Muckers).

In both tactile and kinesthetic applications, we have added some auxiliary features i.e.,

auditory and visual support for the user’s actions during the experiment. To enhance the

user’s immersion, audiovisual feedback was produced in the form of lighting the objects of

interest when the user presses one button of the Touch styles device as well as a 3D sound

when a contact is made. In addition, and to increase the usability of the testing software,

several guidelines were also placed in bold text within the haptic virtual environment to

instruct the subjects during the experiment without the intervention from the invigilator.

4.2.1 Experiment framework and protocol:

The experimental framework we used to conduct the experiment is depicted in Figure

4.11. Photon [154] is a software development kit (SDK) that can be integrated as a

third-party asset for the Unity Engine to allow programmers to add collaboration i.e.,

multiplayer and togetherness features to their application. Photon also includes commu-

nication SDKs (PUN, BOLT and QUANTUM) by which the server for the Immersed hap-

tic VR environment could be hosted locally, hence reducing undesirable (uncontrolled)

network side effects such as latency and jitters. The Network Emulator for Windows
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Figure 4.11: The Experimental Framework.

Toolkit (NWT), figure 4.12, was hosted in a server that incorporates a software-based

model to emulate a multiplicity of network conditions by varying the QoS attributes that

include but are not limited to latency, incoming and outgoing throughput, reordering of

packets, a specified degree of packet loss, and error propagations. In addition, it offers

flexibility in filtering network packets according to IP addresses or protocols for instance

TCP, UDP, and ICMP. Consequently, we have used it because of its capability to sim-

ulate a poor network connection by degrading the QoS metrics, e.g. injecting artificial

delay, packet loss between the VR server and the subjects’ workstation that runs the

immersed haptic VR application.

As can be seen in Figure 4.11, the experiment setup was based on a client-server archi-

tecture. On the server-side, a haptic virtual environment (HVE) instance was running,

while subjects interacted haptically with a client-side mirror of (HVE) on their worksta-

tions. The server, which ran the exact instance of Unity and the same environment as

the user but without the VR components, managed the HVE machine state and mirrored



Experimental and QoE Model for DT Systems 100

Figure 4.12: Network Emulator for Windows Toolkit.

it on the client-side workstations. This is how a pseudo-digital twin resemblance

was accomplished. More specifically, The server provides the remote HVE model up-

dates that reflect a real-world experience of teletouching and telemanipulation. When the

subject interacts with a local model of the HVE, an update of (positions, speeds, and 3D

models) is transmitted to the server via a remote process call (RPC) over UDP protocol

which informs the server to execute a process ( tactile, force, VR feedback). The server

will then handle the necessary process and instruct the user’s HVE to adjust its state to

match the server’s model. An emulation of network impairments was accomplished by

controlling the communication between the subject and the server such as delaying the

RPCs using NEWT. With regards to sound updates, RPC calls were also used to handle

audio in Unity. When a user’s action needs a sound to be played, the call to start the

sound will be sent via RPC, thus the server would then ask the environment to play that

sound. This permitted sounds to be delayed under the same latency conditions as the

HVE processes and state updates. The sound was purposefully delayed in this manner in

order to be harmonized and synchronized with the visual and haptic delays. The work-

stations used in the experiment were from ALIENWARE AURORA and GIGABYTE

AERO 15 - 15.6” 4K/UHD OLED -running Windows 10 with Intel I7 3.4 GHz, 32GB
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of RAM, and a GPU from Nvidia RTX 2080TI for smooth and buttery 3D rendering.

The server’s machine had identical specs and was also running Windows 10 with a clone

of Photon’s Server program and a process of Network Emulator for Windows Toolkit

(NEWT).

The experiment protocol is as the following:

1. Subjects were guided to wear the biosensors instruments including the Emotiv-X,

Fitbit sense, as well as Zephyr bio-harness belt.

2. The invigilator of the experiment runs the required software to capture the EEG

and ECG biomedical data while making sure that 100% contact quality is achieved.

3. Subjects are provided with a training session to get familiar with the experiment’s

types of equipment, e.g. haptic and VR devices, as well as the RTA and muckers

applications.

4. Subjects are asked to try the reference scenario of each haptic VR application (RTA

and muckers). It should be noted that the reference scenario of each application is

intended to achieve the best performance and stimulus experience. Therefore, no

network impairments are applied in these scenarios with a 1Gbps bilateral commu-

nication channel as well as the 3D models of HVR are set to be displayed with a

4K ultra-high definition resolution i.e., (3840 x 2160 pixel).

5. Subjects are asked to fill the experiment survey after trying the reference scenario of

each application. More details about the experiment’s questionnaire are provided

shortly.

6. After taking a rest period of 5 minutes, subjects are asked to try three controlled

scenarios for each application.

• Control scenario one which represents impairing the communication channel

between the server and the subjects’ workstations using NEWT with 25 ms
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latency, 30% drop in the throughput, and packet loss rate of 0.1 %. The resolu-

tion of the 3D objects is set to be Full-High definition (FHD), i.e., 1,920x1,080

pixels.

• Control scenario two: which demonstrates impairing the communication chan-

nel between the server and the subjects’ workstations by injecting 125 ms la-

tency, 60% drop in the throughput, and packet loss rate of 0.1 %. The HVE

3D objects are displayed with an HD resolution, i.e., 720P.

• Control scenario three: which resembles impairing the communication channel

between the server and the subjects’ workstations by injecting 225 ms latency,

80% drop in the throughput, and packet loss rate of 0.1 %. The resolution of

the 3D objects is set to be Standard Definition (SD) i.e., 576p.

7. After completing each controlled scenario, subjects are asked to fill the experiment’s

survey by reporting their experience of the control scenario against the reference

scenario. In case of ambiguity and hesitation, it should be noted that the subjects

can recall the reference scenario at any time. Further and in order to avoid any bias

in the results and to reduce the subject’s learnability effect, the order of the tested

control scenarios are randomly selected. In other words, the subjects are unaware of

the parameters of the controlled scenario for each application and their sequence.

Furthermore, the QoS impairments values chosen for the control scenarios were

based on pilot examinations to gauge subjects’ reactions to such disturbance. For

instance, the latency values are to be set to be 20 ms, 100 ms and 300 ms. In our

pilot experiments, we discovered that users did not notice or experience delays of

less than 25 ms, despite the literature review indicating that delays of much lower

duration would be perceivable, i.e., 1ms. This prompted us to expand our latency

thresholds beyond that. When we discovered that over 25 ms of latency was already

being reported as appropriate, we agreed to measure excessive amounts of delay at

100 ms intervals.
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8. While trying any of the controlled and the reference scenarios, the EMOTIV-X,

Fitbit sense, as well as the heart belt are set to capture biometric of the subjects

in order to keep track of any variation in the subject’s physical and emotional

state during the full time of the experiment. The biometric data are stored in the

database server for further analysis.

Given the unique pandemic case presented at a worldwide level, the imposing “stay-

at-home” order brought down by the Canadian Federal Government has forced the Uni-

versity to administer strict only procedures for all of its on-campus activities. This has

negatively impacted the sample size in our experiment which demands a physical at-

tendance of the subjects to be in the loop. Consequently, part of the experiment was

done at the University of Qatar in order to recruit a total of 45 subjects in our test.

Keep in mind that with the COVID-19 situation, subjects have voluntarily participated

in the experiment. We confirmed that all given consent forms had been signed by the

subjects before we initiating the experiments. Moreover, the research was approved by

the University of Ottawa and the University of Qatar while considering the public health

precautions such as wearing the mask and physical distancing. Most of the subjects are

graduate and undergraduate students and researchers from both universities with an age

range of 10-59 years. Some of the subjects already have some haptic VR background

while the reset has no experience in this domain. In all cases, we have given the subjects

detailed instructions about the experiment scenarios and objectives. We did not record

any data until each subject felt confrontable with the environment setup and tried each

scenario at least twice. After finishing each scenario, each subject was asked to complete

a survey as discussed in the next sections.

4.2.2 A Post-Experience Questionnaire

The survey in this study was used to build the ground truth of our dataset based on a

five-point Likert scale using the MoS rating system, Appendix 8. More specifically, each
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question is followed by two anchors with five points to be selected. Fundamentally, most

of the 26 questions are followed by a five-point scale in which the users are needed to

select the point that matches their level of agreement. We used a descriptive label to

mark the extreme poles of the scale to help the user understand the question properly.

Specifically, values ranging from “1” to “5” reflect various answers (e.g., “not at all”

to “completely”). The questionnaire is posted online using the google forms platform

(https://forms.gle/41mLKFppEimKoXF46).

The questions for each reference and control scenario of application are similar, with

the exception of explanations to help subjects understand questions chosen specifically

for the given application. The survey begins by gathering basic user information such as

name, gender, age-range, nationality, physical/mental state, and prior HVR experience.

The questions of the survey were designed to capture the QoE parameters related to each

high-level influencing qualities in our taxonomy namely content, hardware, and network

qualities, user experience and usability.

Questions about low-level parameters are posed first, followed by a general ranking

for the corresponding high-level parameters. For example, (Q14) asks the subject to

rank the synchronization between 3D graphics and haptic feedback; where 1 indicates

(very poor) and 5 indicates Excellent. (Q15) tackles the stability of the application by

asking the users to what experience the system responds precisely (low jitter) to your

hand movement; similarly (Q16) concerns the latency impact on the application while

(Q17) addresses the collaboration impact on the user experience. Following these four

questions, a general query NWTQ is posed to score the high-level parameter network

quality based on Q14-Q17. Therefore, the subject will have a better comprehension of

high-level metrics, e.g, content quality, hardware quality, etc. Nevertheless, in order

to minimize ordering effects, all questions were randomized for each individual user.

Furthermore, questions were posed in either a positive or negative syntax, ensuring that

subjects were not swayed into responding disproportionately positive or negative with

any question. Finally, a rating score (0-100) for the overall standard HVR QoE is asked
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to be reported with some constructive comments from the users.

4.3 Machine Learning Model

Machine Learning (ML) algorithms, when employed in the QoE modelling, use a series

of observations representing the network state and the user’s insight to derive inference

rules that forecast the QoE value inevitably. To solve this modelling challenge, the right

learning model and features must be chosen. In general, Figure 4.13 categorized the most

QoE Prediction Model based 
on Machine Learning 

Online Incremental Modeling Offline Batch Modeling 

Classification 
Models 

Regression 
Models

Figure 4.13: Categorization of QoE Prediction Models.

well-used ML approaches to predict QoE. Using offline ML, the model is conditioned on

a series of collected data before being deployed on new data. However, online learning

does not distinguish between model testing and model implementation. It keeps learning

as soon as new data becomes available in order to better its efficiency. Moreover, offline

batch models can be split into two classes based on the form of QoE values. The first

party employs regression analysis to estimate QoE as a mathematical formula of the tax-

onomy parameters, i.e., subjective reported score and biosensors data. The second group

predicts the QoE class using classification techniques. In our work, we have deployed
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regression and classification techniques. In more detail and based on the best practice of

classical machine learning engineering, we have utilized most supervised ML algorithms

used in the literature [155]. These algorithms can be split into three kinds. The first

type resembles the traditional ML algorithms such as Support Vector Machine (SVM)

and Decision Tree (DT). The second one uses the boosting-based scheme such as (boost-

ing based on DT). The third one uses bagging-based methods like Random Forest. In our

work, we compare many of them (classic, bagging and boosting) in order to choose the

right one based on our collected dataset. More specifically, for classification modelling,

we used (SVM) and Lagrangian Support Vector (LSVM) as a linear-decision boundary

algorithm, random forest (RF) as an ensemble classifier, k-nearest neighbours algorithm

(k-NN) as an instance-based algorithm and Classification and Regression (CR) Tree )

as a rule-based classifier and finally Bayesian networks (BN) as a probabilistic graph-

ical model that demonstrates a set of variables and their conditional dependencies via

a directed acyclic graph (DAG). For regression purposes, we have used generalized and

linear regression as well as SVM.
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Figure 4.14: Description of the ML based QoE prediction model.

Figure 4.14 shows our framework as well as a description of the procedures used to

predict the QoE for DT applications. It should be mentioned that Hinton and Krizhevsky

[156, 157] demonstrated in 2012 that deep learning functions are generally superior to
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other machine learning approaches for massive datasets requiring complex computation.

Since we have linear classification and regression methods as well as a comparatively

small dataset ( data are collected from 45 subjects), deep learning analysis and inference

are held beyond the scope of this work.

4.3.1 Data Set

The experiment’s results were captured and assessed in a variety of ways. A post-test

questionnaire was used to build the ground truth based on collecting subjective data on

QoE. During the each session ( reference and control) of the experiment, the EMOTIV-

X, Fitbit sense, and ECG belt were used to collect objective physiological/ physiological

data and biometric signals such as heart rate, HRV, breathing rate, EEG performance

KPIs and EDA. Recall that we used sliding windows (frames) to represent and visualize

most bio-metrics when the subject is rested i.e, (before starting the experiment scenario)

and when he/she finished ( 25%, 50%, 75% and 100% of the scenario’s tasks respec-

tively). HRV (heart rate variability) is the difference in successive inter-beat periods

(R-R intervals). The sympathetic and parasympathetic parts of the autonomic nervous

system (ANS) are also involved in heart rate control (HR). It is well established that

parasympathetic nervous system (PNS) action (vagal stimulation) lowers heart rate and

raises heart rate variability. The sympathetic nervous system (SNS) function has an

almost inverse impact on heart rate and heart rate variability, increasing HR while de-

creasing HRV. As a result, when we are at rest and thoroughly healed, our HR is lowest

and our HRV is highest. When stressed, sympathetic nervous activity raises, resulting

in a growth in resting heart rate and a reduction in heart rate variability. A high HRV

at rest is generally desirable, while a low HRV is generally adverse. When in an active

state, a lower relative HRV is normally preferable, whereas a high HRV is not favourable.
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HRV Analysis Results

HR Time Series

Selected Detrended RR Series

Kubios HRV - Results compared to normal (resting) values  Parasympathetic Nervous System (PNS)
Mean RR RMSSD SD1

684 14.1 21.7ms ms %

 PNS Index = -1.97 

 Sympathetic Nervous System (SNS)
Mean HR Stress index SD2

88 16.1 78.3bpm %

 SNS Index = 2.60 

Time-Domain Results

Variable Units Value
Mean RR*
Mean HR*
Min HR
Max HR
SDNN
RMSSD
NN50
pNN50
RR triangular index
TINN
Stress Index (SI)

(ms)
(bpm)
(bpm)
(bpm)

(ms)
(ms)

(beats)
(%)

(ms)

684
88
73

104
26.5
14.1

1
0.23
6.95

137.0
16.1

RR distribution

Frequency-Domain Results  (FFT spectrum)

Variable Units VLF LF HF
Frequency band
Peak frequency
Power
Power
Power
Power
-------------
Total power
Total Power
LF/HF ratio
EDR

(Hz)
(Hz)

(ms2)
(log)
(%)

(n.u.)

(ms2)
(log)

(Hz)

0.00-0.04
0.030

49
3.886
6.42

758
6.631

17.019
-

0.04-0.15
0.060

670
6.507
88.38
94.45

0.15-0.40
0.180

39
3.673
5.19
5.55

RR Spectrum

Nonlinear Results

Variable Units Value
Poincare Plot
  SD1
  SD2
  SD2/SD1
Approximate Entropy (ApEn)
Sample Entropy (SampEn)
Detrended Fluctutation Analysis (DFA)
  Short-term fluctuations, 1
  Long-term fluctuations, 2

(ms)
(ms)

 10.0
 36.1

3.604
1.171
1.396

1.604
0.403

Poincare Plot Detrended fluctuations (DFA)

*Results are calculated from the non-detrended selected RR series.
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Figure 4.15: HRV analysis for subject 1 while conducting control scenario 2 of the Muck-

ers application.
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For the HRV analysis, we used the Kubios platform as shown in Figure 4.15. The

metrics of interest are PNS and SNS indexes. Since the PNS index has a negative

value while SNS index has a positive value of 2.60, this implies that the subject was

under stress which can be confirmed by the depicted stress index = 16.1. Nevertheless,

for the collected HRV from both data from the Fitbit sense and the R-R heart rate

analysis, we used a binary format of 0 (indicating that the user was not stressed and

1 indicating otherwise). The data collected by the experiment was used to train the

proposed machine learning model to predict the QoE for both DT applications. The

data consisted of numerical and non-numerical features. Moreover, data entry errors

and incomplete users’ questionnaires were detected in the data set. Consequently, pre-

processing steps were taken place in order to clean the abnormalities.

4.3.2 Data-Prepossessing

Several preprocessing tasks were needed to clean and formulate the data for the function

extraction steps and to boost efficiency even further. Two anomalies reduction techniques

have been applied to the collected data set, the deleting missing data technique or the

imputing missing data technique. The former method is the simplest and most widely

used technique. In our work, we have adapted this technique since the number of rows

with missing data is small compared to the total number of records in the data set. The

sliding window principle was used to prepare the barometric data from the EEG and

ECG, EDA sensors. In addition and to make the dataset more manageable, we have

converted (NQ), user experience (UX), and usability (US) from their MOS score (1 to

5) to a percentage vales using equation 4.1:

Hi =
(HMOS−r − 1)

(N − 1)
∗ 100% (4.1)

Where Hi represents the taxonomy high-level parameter such as (NQ), HMOS−r denotes

the subject rating for that high-level parameter, and N reflects the maximum number

of response choices in the MOS scale, which is 5. Consequently, the MOS score of 1 is
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mapped to 0%, 2 is mapped to 25%, 3, 4, and 5 MOS scores are mapped to 50%, 75%,

and 100% respectively.

4.3.3 Feature Selection

Feature selection is the process of representing each captured biometric as well as reported

MOS score as a feature vector. Each entry position in a vector corresponds to a feature

type extracted from the within the experiment biometric data and post-experiment sur-

vey results. Removing irrelevant features is an important step in data preparation for

the following reasons: (1) achieving more accurate results, (2) faster model deployment,

(3) and lastly, the generated model is easier to be interpreted. A total of 83 features for

each user per scenario were collected in the dataset however only 53 features have been

utilized to build our models. This is because there is a high correlation between some sets

of questions in the survey and the summarized one. For instance, the first four questions

are confounded with the fifth question which tackles the content quality. Moreover, the

height and weight features were mapped into one feature which is the Body Mass Index

(BMI). Nevertheless, Table 4.1 demonstrate the features we used to feed the ML to

create the QoE prediction model for each DT system.
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Table 4.1: Features used to develop the QoE model.

Features Name Meaning Type Category

Age Age of the Participant Range Subjective

Phyical ST Physical state before the experiment Nominal Subjective

Mental ST Physical state before the experiment Nominal Subjective

BMI Body Mass Index of the user Value Subjective

L/R Left or right handed Flag Subjective

BR R Breathing rate captured at rested condition Value Objective physiological

BR 25% Breathing rate captured at 25% of the application scenario Value Objective physiological

BR)50% Breathing rate captured at 50% of the application scenario Value Objective physiological

BR 75% Breathing rate captured at 75% of the application scenario Value Objective physiological

BR 100% Breathing rate captured at 100% of the application scenario Value Objective psychological

HR R Breathing rate at captured at rested condition Value Objective physiological

HR 25% Heart rate at captured at 25% of the application scenario Value Objective physiological

HR 50% Heart rate at captured at 50% of the application scenario Value Objective physiological

HR 75% Heart rate at captured at 75% of the application scenario Value Objective physiological

HR 100% Heart rate at captured at 100% of the application scenario Value Objective physiological

HRV Hear rate variability Binary Objective physiopsychology

EDA R Electrodermal activity captured at rested condition Value Objective physiopsychology

EDA 25% Electrodermal activity captured at 25% of the application senario Value Objective physiopsychology

EDA 50% Electrodermal activity captured at 50% of the application senario Value Objective physiopsychology

EDA 75% Electrodermal activity captured at 75% of the application senario Value Objective physiopsychology

EDA 100% Electrodermal activity captured at 100% of the application scenario Value Objective physiopsychology

Haptic FR Haptic Familiarity Value Subjective

VR FR Virtual Reality Familiarity Value Subjective affected by objective QoS

CQ Content quality Value Subjective affected by objective QoS

HWQ Hardware quality Value Subjective affected by objective QoS

NWTQ Network quality Value Subjective affected by objective QoS

UX User experience Value Subjective affected by objective QoS

US Usability Value Subjective affected by objective QoS

Enga R Engagement EEG KPI captured at rest Value Objective physiopsychology

Enga 25% Engagement EEG KPI captured at 25% of the application scenario Value Objective physiopsychology

Enga 50% Engagement EEG KPI captured at 50% of the application scenario Value Objective physiopsychology

Enga 75% Engagement EEG KPI captured at 75% of the application scenario Value Objective physiopsychology

Eng 100% Engagement EEG KPI captured at 100% of the application scenario Value Objective physiopsychology

EX R Excitement EEG KPI captured at rest Value Objective physiopsychology

EX R 25% Excitement EEG KPI captured at 25% of the application scenario Value Objective physiopsychology

EX R 50% Excitement EEG KPI captured at 50% of the application scenario Value Objective physiopsychology

EX R 75% ExcitementEEG KPI captured at 75% of the application scenario Value Objective physiopsychology

EX R 100% Excitement EEG KPI captured at 100% of the application scenario Value Objective physiopsychology

Fo R Focus EEG KPI captured at rest Value Objective physiopsychology

Fo 25% Focus EEG KPI captured at 25% of the application scenario Value Objective physiopsychology

Fo 50% Focus EEG KPI captured at 50% of the application scenario Value Objective physiopsychology

Fo 75% Focus EEG KPI captured at 75% of the application scenario Value Objective physiopsychology

Fo 100% Focus EEG KPI captured at 100% of the application scenario Value Objective physiopsychology

In R Interest EEG KPI captured at rest Value Objective physiopsychology

In 25% Interest EEG KPI captured at 25% of the application scenario Value Objective physiopsychology

In 50% Interest EEG KPI captured at 50% of the application scenario Value Objective physiopsychology

In 75% Interest EEG KPI captured at 75% of the application scenario Value Objective physiopsychology

In 100% Interest EEG KPI captured at 100% of the application scenario Value Objective physiopsychology

Stress R Interest EEG KPI captured at rest Value Objective physiopsychology

Stress 25% Interest EEG KPI captured at 25% of the application scenario Value Objective physiopsychology

Stress 75% Interest EEG KPI captured at 75% of the application senario Value Objective physiopsychology

Stress 100% Interest EEG KPI captured at 100% of the application scenario Value Objective physio-psychology



Experimental and QoE Model for DT Systems 112

4.3.4 QoE Estimation-Prediction Model building

Python based libraries and IBM SPSS modeler for machine learning have been used

for data cleaning, statistical test, and model building. The collected data have been

randomly split into two sets: A training set consisting of 70% of the data and a testing

set consisting of 30% of the data. With the help of GRAPHLAB, CREATE, NUMPY,

and Pandas python libraries, the classification models’ performance is measured using

the F1score as given by equation 4.2.

F1score =
2 ∗ Precision ∗Recall
Precision+Recall

(4.2)

The regression models are evaluated using the Pearson’s correlation (r) of model

predictions and the mean absolute relative error re, equation 4.3.

re =
|QoEP −QoER|

QoER
(4.3)

Where QoER is the subjective QoE reported by the user and QoEP is the predicted QoE

of the given ML algorithm. It is worth noting that Numpy, SciPy, and other libraries

were also used for data manipulations and obtaining results.
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4.4 Results and Analysis

Figure 4.16: Information aspects of the subjects’ demographics.

Before digging deeper into our ML evaluation criteria, it will be to the best of the reader’s

interest to take a look at the population’s aspect of our subjects. As mentioned before the

Covid-19 negatively impacts the participant recruitment for this work. Consequently, it

was done based on convenience sampling. A visual breakdown of the population overview

is illustrated in Figure 4.16. Out of a total of 45 subjects, 77.8% were males while 22.2%

were females. As can be seen, the experiment included subjects from a wide variety of
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nationalities. In terms of subject familiarity with the HVR technologies, 46.7% were

familiar with haptic and 37.8% were familiar with VR. This might suggest that the

findings could be skewed due to the sample size’s tendency toward first-time novel use

of haptic immersive technology. However, the majority of the subjects are unaware of

the aforementioned technologies, 53.3% and 62.2% of the subjects are not familiar with

haptic and VR at all, which confirms that most probably our results will not have any

bias.

In the next section, we will discuss in-depth the results of our ML QoE modelling for

both (RTA and Mukers) DT based applications. It should be noted that in order to build

the best-generalized model that captures and forecast the users’ features and ratings at

all possible combinations and under different QoS conditions, we have blended the results

from both the reference and control scenarios for each application to create more vectors

before feeding it to ML pipeline. In this way, the selected ML algorithm will be trained

to provide a crisp output of QoE under a variety of objective biological and subjective

conditions. Furthermore, three evaluation cases are considered for each application’s

results. In the first case, only the subject’s reported high-level scaled parameters, e.g,

(CQ,HWQ,NWTQ,UX,US) are used as inputs to build the QoE prediction model.

In the second case, the QoE estimation model was built solely based on the collected

physiopsychology features(such as heart rate, breathing rate, EDA, and EEG KPIs). In

the third case, both subjective and physiopsychology results are used as inputs to build

the QoE ML model. Nonetheless, Table 4.2 and Table 4.2 illustrates the descriptive

statistics (min, max, mean,etc) about the features used to build the QoE model for each

application.
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Table 4.2: Mukers: Features Demographic for Both Subjective and physiopsychology

data.

Minimum Maximum Mean Std. Deviation

Dependent Variable QoE 10 100 58.19 27.503

Covariate

BMI 22 67 43.78 9.413

BR R 11 13 11.95 .594

BR 25% 12 17 13.95 1.433

BR)50% 13 17 14.95 1.366

BR 75% 14 22 18.63 2.794

BR 100% 14 24 20.68 4.211

HR R 65 75 71.05 2.894

HR 25% 75 90 84.15 4.692

HR 50% 75 98 89.30 6.554

HR 75% 77 110 95.48 9.815

HR 100% 77 121 101.83 13.718

HRV 0 1 .31 .465

EDA R 1 2 1.52 .285

EDA 25% 1 5 2.85 1.194

EDA 50% 1 5 2.91 1.205

EDA 100% 1 5 2.98 1.215

Haptic Familarity 0 1 .41 .494

VR Famlarity 0 1 .55 .500

CQ% 25 100 63.48 34.353

HWQ% 0 100 75.20 28.838

NW% 0 100 70.48 29.353

UX% 25 100 70.31 29.221

US% 25 100 79.30 28.601

Enga R 0 1 .41 .081

Enga 25% 0 1 .57 .230

Enga 50% 0 1 .59 .301

Enga 75% 0 1 .61 .332

Eng 100% 0 1 .60 .343

EX R 0 1 .48 .136

EX R 25% 0 1 .53 .217

EX R 50% 0 1 .57 .307

EX R 75% 0 1 .57 .332

EX R 100% 0 1 .62 .324

Fo R 0 1 .58 .166

Fo 25% 1 1 .77 .108

Fo 50% 0 1 .70 .240

Fo 75% 0 1 .68 .328

Fo 100% 0 1 .61 .328

In R 1 1 .68 .069

In 25% 0 1 .63 .270

In 50% 0 1 .63 .316

In 75% 0 1 .62 .338

In 100% 0 1 .65 .365

Stress R 0 0 .33 .084

Stress 25% 0 1 .44 .199

Stress 75% 0 1 .54 .208

Stress 100% 0 1 .62 .241
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Table 4.3: RTA: Features Demographic for Both Subjective and physiopsychology data.

Minimum Maximum Mean Std. Deviation

Dependent Variable QoE 30 100 76.11 20.729

Covariate

Height (cm) 137 190 169.73 11.884

Weight (KG) 30 110 74.97 19.632

BR R 10 13 11.58 .671

BR 25% 11 17 12.97 1.179

BR)50% 11 18 13.78 1.719

BR 75% 12 19 15.69 2.924

BR 100% 13 22 16.49 3.288

HR R 60 75 70.63 3.629

HR 25% 64 90 78.80 6.054

HR 50% 75 95 83.35 5.769

HR 75% 80 98 84.82 5.416

HR 100% 80 115 88.37 7.171

HRV 0 1 .08 .270

EDA R 1 2 1.62 .327

EDA 25% 1 4 2.12 .874

EDA 50% 1 4 2.13 .900

EDA 100% 1 5 2.21 .946

Haptic Familarity 0 1 .43 .498

VR Famlarity 0 1 .47 .502

Q01 2 5 4.13 .875

Q02 2 5 4.12 .904

Q03 2 5 4.14 .821

CQ% 25 100 86.03 19.131

HWQ% 50 100 87.25 17.500

Q17 2 5 4.38 .868

NWQ18 2 5 4.25 1.029

NW% 25 100 81.13 25.717

UX% 25 100 75.49 25.607

US% 25 100 84.56 25.134

Enga R 0 1 .46 .141

Enga 25% 0 1 .70 .193

Enga 50% 0 1 .70 .248

Enga 75% 0 1 .70 .272

Eng 100% 0 1 .70 .276

EX R 0 1 .47 .132

EX R 25% 0 1 .65 .251

EX R 50% 0 1 .66 .271

EX R 75% 0 1 .66 .270

EX R 100% 0 1 .73 .237

Fo R 0 1 .62 .146

Fo 25% 1 1 .81 .114

Fo 50% 0 1 .77 .234

Fo 75% 0 1 .79 .235

Fo 100% 0 1 .72 .264

In R 1 1 .68 .074

In 25% 0 1 .72 .215

In 50% 0 1 .76 .228

In 75% 0 1 .73 .272

In 100% 0 1 .77 .293

Stress R 0 0 .29 .098

Stress 25% 0 1 .37 .178

Stress 75% 0 1 .43 .177

Stress 100% 0 1 .49 .227
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4.4.1 Results of the Mukers Telehaptic VR Application

Regression Models results for Mukers
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Figure 4.17: QoE based ML regression based Models result.

According to Figure 4.17, we observe that both SVM and normal and generalized re-

gression are more efficient in prediction QoE for the Mukers when the inputs of the ML
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algorithm are based solely on the high-level reported Subjective parameters of the taxon-

omy. Both models outperform the others with a Pearson correlation for the SVM=87.4%

and 86.9% for the normal and generalized regression. In terms of how the reported QoE

varies from its model-predicted level. The error rate for the SVM was the minimal with

er=6.5%. This means that SVM can predict QoE for Mukers HVR game with results

that only deviate 6.5 points on a scale of 100 from the reported subjective QoE values.

The linear regression model also performs well and was capable to quantify the predicted

QoE with equation 4.4:

QoEP = α1.CQ+ α2HWQ+ α3NWQ+ α4.UX + α5.US + β (4.4)

Where αi represents the weighting factor for each influencing quality and β is the in-

tercept. With coefficient of determination= 91.0% , equation 4.4 can be realized with a

95% confidence interval as equation 4.5:

QoEP = 5.751CQ+0.1848HWQ+0.3766NWQ+0.1723.UX+0.0372US−11.29 (4.5)

As can be noticed from equation4.5 has the most significant factors due to the fact

that the users were was not aware of the simulated QoS disturbance for the controlled

scenarios and most of them reported that there was a noticeable latency that impact

the responsiveness of the game as well as physics and the force feedback from the haptic

devices were abrupted during the HVR interaction. Keep in mind that the Mukers is a

dynamic Telehaptic VR environment that demands more communication with the server

in order to update the objects’ 3D model and its haptic and locomotion parameters.
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Figure 4.18: Evaluation Performance for ML QoE based on biometrics only (red) and

Subjective+biometrics.

In terms of QoE prediction based on biosignals only. As can be seen in Figure 4.18,

the SVM again outperforms the other ML algorithms. It should be noted that even

with using biosignals as the input features for the ML algorithms, we have achieved

an accepted prediction level with the largest relative error for Chi-squared Automatic

Interaction Detection algorithm (CHAID) equal to 16.64%. It is obvious that incorpo-

rating both subjective and physiopsychological inputs improves the performance of all 6

ML algorithms reaching almost 92% correlation rate for the case of SVM. More statics

about the performance of the 6 ML algorithms is depicted in Figure 4.18. Lastly, it

should be reported that when we feed all the attributes to the ML regression pipeline,



Experimental and QoE Model for DT Systems 120

the predictor’s importance are depicted in Figure4.19.

Figure 4.19: Predictor Importance of the linear regression QoE model.

As can be noticed, the user experience, the collaboration aspect of the game (Q16),

the responsiveness of the HVR (Q17), as well as heart rate, breathing rate, and EEG

engagement are the most important predictor in the linear regression model.

Classification Models Performance Evaluations for Mukers

In order to estimate QoE using classification-based algorithms, we have converted our

dependant variable QoE into a binary format. More specifically, if the user reported a

MOS equal to 3 i.e., accepted scaled of 50% QoE score, we set the classifier to 1 otherwise

the value of QoE is set to equal 0.
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Decision
lists

Logistic
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Figure 4.20: The impact of different QoE features on F1score.

In essence, Figure 4.20 depicts the Evaluation performance of the QoE classification

model based on 6 ML algorithms for our three cases of interest, i.e., subjective only, bio-

metric only, and a combination of both. A point of interest is that most of the ML in the

case of prediction QoE using the bio-metrics factors were capable to reach a threshold of

F1score >= than 70%. In general, incorporating both biometrics and subjective ratings

in the QoE classification model increases F1score of all ML algorithms, hence boosting

the overall prediction performance. An exception to that is the Bayesian network is a

boosting-based method that struggles in the case of large numbers of Feature’s vectors.

On the contrary, SVM can handle a large number of vectors configurations hence it can

achieve an F1score approaching to 91%.
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4.4.2 Results of the Remote Tactile Application

Regression Models results for RTA
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Figure 4.21: RTA Prediction Models: Performance evaluation In terms of correlation

and er for the deployed ML algorithms.

In the case of prediction QoE for the RTA using the subjective parameters, both the gen-

eralized linear and regression models represent a good equilibrium in terms of correlation

which is equal to 0.86 and relative error rate which is equal to 9.07%. The linear model

outperforms all the other 5 ML models with a correlation equal to 0.87. It can be used
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to quantify the predicted QoE in terms of the taxonomy high-level reported parameters

as given in equation 4.6 with 95% confidence interval:

QoEP = 0.2193CQ+ 0.2809HWQ+ 0.236NWQ+ 0.1443UX+ 0.1348US−8.575 (4.6)

Note that the hardware quality has the most significant weight. This can be justified by

the fact that the HVR in case of RTA was static (3D models do not need frequent update

from the server) and even in the controlled scenario 2 ( 100 ms latency, 60% drop in the

throughput), subjects were still capable to feel the texture and the stiffness of the 3D

objects. Not to forget that the tactile glove increases the subject’s degree of perception.

This confirms that the tactile modality is more immune to network impairments com-

pared to other haptic such as force feed-backs and physics. With regards to predicting

QoE using the user’s physiopsychology features, as shown in Figure 4.21, all models did

well with correlation results margined above 0.78 ( the case of CHAID) and the best

models were the linear and SVM with relative error rates margined around 13.5%. It is

worth noting that the most significant biometric predictors are shown in Figure 4.22.

Figure 4.22: Predictor Importance in case of QoE regression ML for RTA
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Figure 4.23: Impact on the HRV predictor on QoE.

Note that the predicted QoE linearly decreases, Figure 4.23, with the growth of HRV

which indicates that subjects are under stress and overwhelming condition. The same

observation is reinforced in the case of the telehaptic game. Lastly and as confirmed by

Figure 4.21, combining both subjective and physiopsychology features boosted the pre-

diction performance for most ML methods. In fact, the generalized linear and regression

were the best estimation method with a correlation equal to 0.905 whereas the CR tree

was the least efficient ML with er= 16.20%.
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Classification Models Performance Evaluations For RTA
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Figure 4.24: Performance Evaluation of RTA model classifiers in terms of F1score

As we discussed earlier, the tactile interaction was less susceptible to networks impair-

ments. This leads all of our subjects in most scenarios to give an overall QoE over 60%.

Only, A few subjects with haptic and VR backgrounds perceived the latency at control

scenario three (the most disturbed QoS one) and reported that the impedance and as

well as textures of the VR 3D objects become softer and marginally differ from the ref-

erence scenario. Unfortunately, this negatively impacted the data set. As a result, we

have changed the classifier to report 1 if the user rated his/her tactile interaction above

75%. Even with this tweaking, the overall performance of the ML classifiers for RTA in

terms of F1score is comparably lower than its correspondent at the tele-haptic game. This

can be observed in the case of the subjective-based boosted Bayesian network classifier

which gives a very low performance (F1score=25) as the model failed to develop effec-

tive discriminative learning algorithms. A point of interest is that the Bayesian network

classifier performed well when it is fed with the biometrics only features. Lastly, one can
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observe that using the biometrics and the subjective results create more feature vectors

which enhance the overall performance of most ML classifiers especially in the case of

SVM and logistic regression.

4.5 Summary

This chapter included a discussion of the technology employed in the experiment as well

as the research methodologies used to realized our DT QoE taxonomy. We wanted to

elaborate and show the reasoning and justifications that drove the implementation of

this experiment. We also comment about the variables that were important for this QoE

modelling and why they were selected. We also build multiple QoE prediction models

based on machine learning. These models can automatically estimate the QoE based on

explicit users’ subjective and implicit biomedical features. The models were benchmarked

and assessed using multiple metrics. In the next two chapters, we will emphasize the QoE

of DT teleoperation on a large scale as well as we will model an important physiological

attribute i.e., fatigue when designing a DT system.



Chapter 5

Use Case 1: QoE for Large Scale

Immersive DT Haptic Virtual

Reality Communication over the

Internet

5.1 Stabilized control Schemes for Haptic Commu-

nication

As discussed earlier, a standard teleoperation system over the digital twin architecture

consists of slave (teleoperator) and master (operator) devices that interchange haptic

data (positions, orientation, forces, speed, torques, impedances ), video content, 3D tex-

ture, and audio content through a network channel such as the internet. The conveying of

haptic information, in particular, places significant demands on the communication net-

work because it closes a global control loop between the operator and the remote robot.

As a consequence, the system’s stability is extremely vulnerable to network latency. In

particular and hypothetically, any non-zero value of latency or jitter leads to instabil-
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ity of the DT system. Furthermore, high-fidelity teleoperation necessitates a high-level

sampling rate for haptic signals of 1 kHz or greater in order to guarantee high-quality

interaction and the stability of the system As a result, teleoperation systems necessitate

the exchange of 1000 or even more data packets per second (PPS) among the master and

slave devices. Such high packet rates are difficult to sustain in Internet-based network-

ing. It should be noted that the user’s quality-of-experience (QoE) and the teleoperation

performance degrade with increasing communication impairments. Consequently, sev-

eral techniques have been established by incorporating various stability-assuring control

methods with haptic signal reduction systems to address the three key communication-

related challenges of teleoperation systems (i.e. latency, jitter, and high data rate).

While all control schemes can, in principle, guarantee system stability for random laten-

cies, several control solutions have diverse latency tolerance, leading to various artifacts

that reduce the user’s degree of perception and necessitate various quantities of communi-

cation network resources. In the literature, the most well-known control schemes are the

incorporation of the Perceptual Deadband-Based (PD) haptic data reduction approach

with Time-Domain Passivity Approach (TDPA) [158, 159] or Model-Mediated Teleop-

eration (MMT)[133, 134]. Both of them are referred to as TDPA+PD and MMT+PD

respectively [160], the operation of each control scheme is illustrated in Figure ??.

The TDPA is proposed to tackle the stability of the teleoperation system. The ar-

guments for stability are founded on the principle of passivity, which exemplifies energy

transmission throughout a two-port network model and offers a necessary requirement

for input-output stability. As depicted in Figure 5.1, the combination of passivity con-

trollers (PC) as well as passivity observers (PO) will assist in ensuring the TDPA-based

teleoperation system’s stability. The former is used to contextually tune the adapted

damper’s parameters ( α and β) in order to properly dissipate energy, hence ensuring

the system’s passivity. The latter is used to calculate existing system energy. In the

TDPA+PD control approach, the PO is positioned right after the blocks of haptic data

reduction and used to occasionally downsample the exchange of haptic packets using
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Figure 5.1: A demonstration of the state of the art stabilizing control approaches that

use haptic data reduction.

perceptual limits. The TDPA is described as a conservative control scheme. As the

delay increases, the demonstrated remote environment attributes turn out to be more

distorted (e.g., the impedance of the objects irregularly changes, hence solid objects

are experienced softer than they really are). Furthermore, when the PCs are triggered

to dissipate the system output energy, the TDPA+PD method may cause abrupt force

changes. With growing network latencies, this outcome becomes greater leading to an

abrupt experience. As a result, the TDPA+PD solution is appropriate for short-distance

teleoperation applications that may run at the communication network’s edge in order

to satisfy the necessity of repeated haptic updating among the operator and the teleop-

erator. Thus, it can deal with high ranges of interaction forms as well as frequent object

dynamics such as deformation and motion.

One major problem with passivity-based control systems e.g., TDPA is the trade-off

between the system passivity and transparency. This implies that the control scheme

achieves stability at the expense of reduced transparency. To tackle this problem, an

MMT control scheme is introduced to assure the transparency as well as stability of the

teleoperation system even with the existence of network latencies. As can be seen in

Figure ??, on the operator side, a local object model is used to estimate the teleoperator
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environment in the MMT control method. Once the teleoperator gets a new model, the

model parameters representing that object in the teleoperator environment are always

approximated concurrently and sent back to the operator. On the operator side, the local

model is regularly rebuilt or modified frequently based on the obtained model parameters

of the remote environment, and the haptic feedback is calculated without significant lag

based on the local model. Stable and transparent teleoperation can be accomplished

if the anticipated model is a precise approximation of the teleoperator environment.

In the MMT-PD control scheme and using perceptual thresholds, the data reduction

method is used to irregularly downgrade the sampling rate of the velocity signals in the

forward channel and the model attributes in the backward channel. These thresholds

for model attributes decide whether a model change results in a perceptible variation in

the displayed signal. If this is not the case, the model update does not require to be

sent back to the operator. The MMT scheme does not display hard objects softer with

increasing delay, as the TDPA scheme does. As a result, when the network latency is

considerably high, the MMT approach outperforms the TDPA in terms of teleoperation

efficiency and quality. However, keeping the local model in harmony with the remote

environment is difficult to infrequently updated scenes. As a result, the MMT solution is

advantageous for medium-long distance teleoperation applications and situations with a

low degree of scene dynamics. To test the aforementioned outcome, we have conducted

a use case experiment for both teleoperation methods as discussed in the next sections.

5.1.1 A kinesthetic IEEE P1918.1.1. Reference Setup Descrip-

tion and QoE Experimental Protocol

We have used the example hardware and software setup for the evaluation of the haptic

communication described in [161]. Further, we have also incorporated the implementa-

tion of TDPA+PD as well as MMT-PD schemes for control stabilizing communication

with haptic perceptual data reduction. Ten subjects with and without haptic background
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Figure 5.2: Experimental Setup for stabilized control teleoperation System. The master

is the Omega.3 device while the slave is the VE.

are guided to use the teleportation system as shown in Figure 5.2. The subjects’ ages

range from 15-40 years old while all of them are right-handed.

The teleoperator i.e., the salve is represented as a virtual world consisting of a

rigid (movable) cube sitting on a rigid planar surface The haptic device i.e the mas-

ter is portrayed in virtual space by the small grey coloured ball (virtual tool). The

omega.3 system is used to control the orientations and velocity of the virtual ball,

and the subject perceives three degrees of freedom force feedback whenever the vir-

tual ball makes contact with objects in the environment. Based on this configuration,

we aim to achieve both static and dynamic teleoperation interactions: interactions with

the rigid planar surface are classified as static, whereas interactions with the movable

cube are classified as dynamic. Regardless of that, it should be noted that the omega.3

(www.forcedimension.com/products) is built around a one-of-a-kind kinematic architec-

ture that has been designed for high-end force feedback. Its high mechanical stiffness,

merged with its embedded fast USB 2.0 controller, allows it to make crisp contact forces.

The omega.3 was developed and produced in Switzerland especially for challenging ap-

plications such as medical and space robotics, micro and nano manipulators, and tele-
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operation research where performance and reliability are important. When the Omege.3

haptic device is powered on for the first time, it must be calibrated in order to display

force feedback correctly. Else, there would be no force feedback. If the device is not

calibrated, a red colour appears on the device’s front light-emitting diode (LED). To

calibrate the device, push/and pull it so that all joints meet their limits. When the LED

turns blue, the device has been calibrated appropriately and read to be used.

The teleoperation environment was hosted in a workstation with an Intel i7 processor,

16 GB of RAM, Windows 10 Pro edition, and Nvidia Geforce 1060 TI GPU for smooth

3D frames and the best haptic rendering experience. with regards to communication

network disturbances i.e, increasing latency and reducing the data rate, were simulated

in the local work-station. To minimize learning effects and to increase the confidence

Figure 5.3: Teleoperation Reference Scenario.

of interval, each subject was first given a training session and we did not begin the

experiment until the user felt comfortable with the device setup and the experimental

procedure. After that, the subjects were asked to try the reference scenario at which no

network impairments were deployed as well as the original environment haptic impedance
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was shown, as well as the best output (no data-reduction, with no latency, as well as 1000

packet/s for both the positions and force-feed-backs) for this setup as shown in Figure

5.3.

Typically, throughout a closed-loop kinesthetic communication with a VR world,

position-velocity signals are normally transmitted from the master (subject controlling

the omega.3 device) to the salve i.e the virtual environments objects and 3D textures,

via the forward channel, and force feedback signals are naturally transmitted from the

slave to the master backward channel so it can be perceived by the subject. This is how

the bilateral channel is established. Consequently, the haptic traces for the reference

session are encoded using the kinesthetic IEEE P1918.1.1. reference codecs as illustrated

in Figure 6.3 and Figure 6.4.

Figure 5.5: Measurements of the force feed-backs signals from the the slave to be per-

ceived by Subject1

After the training session, each subject was asked to try control scenarios at which we
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Figure 5.4: Measurements of the position and velocity haptic signals from the Master of

Subject1.
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injected artificial delays of 20 ms, i.e., 10 ms network delay on commanding channel plus

10 ms on the network delay on Force feedback channel, and overall 40 ms, and 80ms for

the TDPA+PD teleoperation scenarios and then dynamically switch to MMT-PD control

teleportation scenarios with a total of 100 and 200 ms, 300ms delays respectively. We have

selected these thresholds very carefully as any latency≤ 10ms is considered unperceivable

for the TDPA+PD teleoperation whereas the MMT-PD based teleportation can hold a

latency ≥ 100 ms with a haptic data rate reduction of 10% [162]. The data rate was

reduced by increasing the value of positional and force DB from 0.01 to 0.1 accordingly.

All control scenarios are demonstrated in Figure 5.6. ‘

(a) (b) (c) 

(d) (e) (f)

Figure 5.6: Control scenarios parameters. a) TDPA+PD with 20 ms latency and DB

of 0.01. b) TDPA+PD with 40 ms latency and DB of 0.02. c) TDPA+PD with 80 ms

latency and DB of 0.03. d) MMT-PD with 100 ms latency and DB of 0.1. e) MMT-PD

with 200 ms latency and DB of 0.1. f) MMT-PD with 300 ms latency and DB of 0.1.

It is worth noting that for the sake of benchmarking each of the control schemes

individually, we let the user try both the TDPA+PD and TDPA+PD under all latency

and date rate conditions. The user interacted with the virtual environment by moving



Use Case1: QoE for Large Scale DT Communication over the Internet 136

the ball (virtual tool) towards the remote cube (virtual model) and gradually changing

the force applied to move it accordingly. Users were asked to rate the interaction quality

between each control of the six scenarios and the reference scenario using the DCR

scale. The rating has 5 grading where level 5 denotes ”imperceptible difference”, 4

denotes “perceptible”, but not disturbing”, 3 denotes ”slightly disturbing”, 2” denoting

disturbing”, and level 1 represents “strongly disturbing and unacceptable experience”.

Since the reference scenario was deemed to give a score of 5 i.e, best experience, the

user can recall it any time through the experiment session. Users were asked to try

each control scenario three times as well as we have randomly selected the sequence

of the control scenarios to eliminate any bias in the results. It should be noted that

when reporting the interaction quality, we have requested from the users to consider all

possible perceivable artifacts such as noticeable object’s impedance changes, force jumps

and, sudden vibration.
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a)  Master  and slave force signals for TPDA-PD with 20ms network latency and data rate of 300 pps. 

b) Master  and slave force signals for TPDA-PD with 40ms network latency and data rate of 200 pps.

c) Master  and slave force signals for TPDA-PD with 80ms network latency and data rate of 100 pps.

Figure 5.7: Measurements of the force signal of the master and salve during TDPA+PD

control scenarios
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5.1.2 Objective Results

Figure 5.8 illustrates the force signals of the salve and the master during the TDPA+PD

control scenarios. The blue line represents the force signal generated by the slave whereas

the dashed red line represents the force feedback observed by the master after the data

reduction and the given network conditions. As can be seen the TDPA+PD is stable

as long as the overall latency is less than 40 ms with data rate maintained around 200

packets-per-seconds (PPS). Otherwise, the master force has much deviation from the

slave force as depicted in Figure 5.8.c. This leads to unstable interactions as the users

experienced sudden force jumps, demonstrated as unexpected peaks, and overshooting

stiffness of the remote object model. On the contrary, during the MMT+PD teleop-

eration control scenarios, the force of the master was following the salve force with a

slight deviation when the latency ≥ 300 ms with a data rate of 100 PPS. This reinforces

the fact that MMT+PD maintains a stable and transparent QoE even in tight network

conditions such as an increased communication latency. This is because the MMT+PD

creates a local model of the remote environment and the parameters of the model are

only rebuilt when a major model mismatch has occurred, i.e., movement of the cube. It

should be noted that the users reported flickering artifacts when the latency of the bilat-

eral channel increased above the threshold of 200 ms compared to the best performance

of the TDPA+PD scheme which could be explained by the fact that MMT+PD perfor-

mance depends on the local model accuracy which will require more time to be effectively

updated and rendered to the master in the case of high dynamics model variations with

the existence of network latency.
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   a) Master  and slave force signals for MMT-PD with 100 ms network latency and data rate of 100 pps.

    b) Master  and slave force signals for MMT-PD with 200 ms network latency and data rate of 100 pps.

    c) Master  and slave force signals for MMT-PD with 300 ms network latency and data rate of 100 pps.

Figure 5.8: Measurements of the force signal of the master and salve during MMT+PD

control scenarios.
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5.1.3 Subjective Results

Figure 5.9: QOE reported score for the control teleportation methods and end-end la-

tency.

Figure 5.9 depicts a quantitative assessment of the reported scores (QoE) for the two

control methods. When the network latency is low, the TDPA+PD approach scores

a higher QoE than the MMT+PD method. The QoE of the TDPA+PD scheme, on

the other hand, degrades rapidly with increasing delay. This is because as the latency

increases, the participants can feel more vibrations and force jumps, as well as softer

environmental impedance. It should be noted that when the network latency is low,

the TDPA+PD approach scores a higher QoE than the MMT+PD method. The QoE

of the TDPA+PD scheme, on the other hand, degrades rapidly with increasing delay.

This is because as the latency increases, the participants can feel more vibrations and

force jumps, as well as softer environmental impedance. In contrast, the QoE of the

MMT+PD approach is reasonably steady, reinforcing that the QoE of the MMT+PD

scheme is primarily determined by model approximation precision rather than latency

impairment.
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a) Estimated QoE for TDPA+PD  

b) Estimated QoE for MMT+PD 

Figure 5.10: Curve fitting to quantify QoE(delay) for both TDPA+PD and MMT+PD

Using the Matlab curve fitting toolbox, we can quantify the QoE for both control

schemes. The non-linear regression two-term exponential function was the best fit for

TDPA+PD teleportation with the goodness of the curve determined by the coefficient of

determination R2= 0.8955. Hence equation 5.1 can be used to objectively quantify the

QoE with respect to latency for the TDPA+PD user experience.

QoE =
2∑

i=1

ai.e
−bi(QoS) (5.1)

where the values of the coefficient (ai and bi are calculated based on a 95% confidence

interval as depicted in Figure 5.10.a. On the other hand, Figure 5.10.a confirms that

the linear model of the quartic polynomial i.e., the fourth-degree polynomial is the best

exemplary with (R-square=0.9531) to objectively quantify the QoE for MMT-PD tele-

operation with respect of QoS latency increasing as illustrated in equation 5.2.

QoE(QoS) = p1QoS
4 + p2QoS

3 + p3QoS
2 + p3QoS + pi (5.2)
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The values of the coefficient pi of equation 5.2 are already illustrated in Figure 5.10.b

calculated with a 95% confidence upper and lower bounds.

In summary, even though the two stabilizing control methods tackle different teleop-

eration scenarios, the smaller the overall network impairments such as end-end latency,

the higher the system transparency and thus the QoE. Combining equations (5.1,5.2)

will establish a dynamic multiplexing among control and QoS algorithms according to

the giving network conditions, hence the optimal solution to the best QoE teleopera-

tion can be achieved (as illustrated in the orange dashed line in Figure 5.9). The QoS

implementation of haptic communication on large scale is discussed in the next coming

sections.

5.2 QoS for Immersed CHAVE

Again, The most common QoS architectures and protocols that are recommended by the

IETF include Application Layer QoS, Relative Priority Marking, Service Marking, In-

tegrated Services with Resource Reservation Protocol (RSVP), Differentiated Services

(DiffServ), Multiprotocol Label Switching (MPLS), and Software-defined networking

(SDN). So far, these approaches have been deployed to support the transmission of

traditional modalities e.g, video, audio, and graphics. The provision of a specific QoS

implementation for multimodal haptic traffic as well as human-computer interaction has

got minimal research attention. Therefore and as indicated in [163], one of the most

alarming challenges in the industrialization of 5G is to provide the QoE/QoS implemen-

tation needed to support and enhance the performance of haptic communication over

the Internet.

According to [42] which evaluated a number of solutions to transmit haptic teleoperation-

telepresence data, ALPHAN was found one of the best haptic communication protocols.

Unfortunately, ALPHAN was evaluated neither at the Internet where network resources

become shared, limited and changing nor on large scale. Therefore, The main contribu-
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tion of this work is to provide a framework capable of minimizing the overall latency,

jitter, and packet loss of large-scale haptic transmission sent over the Internet. Conse-

quently, we conducted a set of experiments and analytical studies to model the Alphan

haptic traffic so we can benchmark it on a large scale measuring the impact of several

IP-QoS mechanisms on the haptic system performance.

5.3 Haptic Networked Traffic Modeling

To model the haptic network transmission we used an application that is immersed with

3D audiovisual as well as bilateral tactile and kinesthetic codecs. This application is

is the Balance Ball game[164], shown in Figure5.11.b. As per haptic rendering, the

application was implemented in C++ using the OpenHaptics API. The experiment was

carried out on the MCR-Lab at the University of Ottawa. The collaborative application

ran on two workstations. The workstations were running Windows platforms on a 2x

Intel Xeon 3.8GHz with 4GB of RAM and an Nvidia GTX 1050TI video card. A Touch

X haptic device [25] was attached to each workstation. The Touch X haptic device is six

degrees of freedom (DOF) positioning and sensing haptic device developed and marketed

by Geometry Touch, Inc. It has a compact design and provides three DOF force output

capabilities. The technical specification for the Touch X haptic interface is provided in

Figure 5.12. A ball is placed on a long wooden board that is held by two players from

each side. A player holding one end of the board would feel many forces that mimic the

real-life force experience. The game involves the two users collaborating in maintaining

the balance of a virtual ball on a board using local and remote haptic devices. Each

player holds one end of the board with his/her haptic device and raises it slowly over

a virtual pole to a predefined threshold. The challenge is to collaborate in a trail to

keep the board horizontally balanced as much as possible from the initial location to

the destination. Any displacement in the horizontal balance will cause the ball to move

away thus punishing both players. The players should remedy that by using the force
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Figure 5.11: Experimental Setup. (a) represents A screenshot of the Haptic balance ball

game. Two users are interacting haptically with the board, (b) represents schematic

model of a multimodal collaborated haptic system over an ultra-low latency Communi-

cation Channel.
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Figure 5.12: Touch X Technical Specifications

feedback and the 3D graphics to apply their judgment in balancing the board again.

Further, to confirm the authenticity and integrity of our experiments, we extended

the testbed used in the ALPHAN networked haptic protocol as shown in Figure 5.11.b.

Instead of running the haptic transmission process on a dedicated local area network

where minimal background traffic exists, we decided to move the communication process

to the Internet where network resources become shared and changing. To emulate and

mimic the vision of the Tactile Internet, two 1Gbps ethernet cards were attached to each

computer. Two Cisco 3750 switches used to implement the LAN as well as three Cisco

4431 Integrated Services Routers were used to provide very low latency, high-reliability

communication channels, high-bandwidth WAN connectivity. In order to eliminate un-

desirable jitter, the clock of the local and remote site’s computers was synchronized with

a Network Time Protocol (NTP).

At each side, a Riverbed Application Characterization Environment (ACE) module

[165] later named SteelCentral Transaction Analyzer was used to capture haptic traffic

sent between local and remote sites. The collected traces of the haptic traffic were

used to generate a real-life discrete event flow to simulate the QoS behaviour of haptic
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Figure 5.13: Throughput of the Developed ALPHAN-based Haptic Model over a TI

Communication Channel

in a large-scale network running ALPHAN as a haptic communication protocol. As

shown in Figure 2, the captured haptic model was capable of transmitting around 1044

packets per second. This rate matches ALPHAN experimental rate as ALPHAN sends

the static position information at the graphics loop rate i.e., 30 updates per second

whereas the dynamic position pieces of information are sent at the haptic loop rate

which is 1000 updates per second. Ideally and based on Cisco routers statistics, sending

haptic information on a network topology that mimics the vision of the TI infrastructure,

haptic communication will enjoy a very low end-to-end latency (less than 0.208 ms), and

ultra-low delay variation of 1 µs and a zero-data-loss. This will indeed enhance the

overall quality of perception to the haptic users. It should be noted that when the

communication channel between the two players is impaired using the network emulator

user have reported an abrupted user experience. Briefly, table 5.1 summarizes the impact

of impaired QoS KPI on QoE in a collaborated haptic VR system. For instance, when the

latency increases, users perceive more force jumps and vibrations of the haptic interface.

They might also perceive wrong feedback as the objects in the remote environment get
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Table 5.1: Impact of QoS disturbance on over all QoE of DT Modalities.

Undesirable QOS metrics Impact on QOE

Throughput Abrupt movement and force jumps

Packet Loss Inaccurate and abrupt movement of the haptic device

Latency Reduce user’s perception and eliminate collaboration aspect

Jitter Instability of the system

softer impedance (stiffness).

5.4 Riverbed Simulation Scenarios

Riverbed® Modeler [165], was formerly referred to as OPNET Modeler Suite, is a dis-

crete event (DES) simulator that has been widely used by academic and industrial en-

tities to analyze networks and compare the impact of different technology designs on

end-to-end behaviour. Unlike other network simulators, the riverbed modeller was cho-

sen because of its ability to utilize the real-life captured haptic traffic to create a better

representation application model that gives more precise emulation results. In addition,

Riverbed is capable of simulating in both explicit DES and hybrid simulation modes

and supports other simulation features like co-simulation, parallel simulation, high-level

architecture, and system-in-the-loop interactive simulations. In a nutshell, the riverbed

modeller constructs the models using an object-oriented modelling approach. Network

devices such as routers, switches, firewalls, etc, are called node models. Node model

comprises of modules connected by packet streams or static wires. Each module is allo-

cated to a process module to attain the required behaviours. Riverbed’s process model

uses a finite state machine (FSM) approach to support the implementation of protocols,

resources, applications, algorithms, and queuing policies. States and transitions graphi-

cally define the progress of a process as a result of certain events. Each state of a process

model contains embedded C/C++ code, supported by an extensive library of functions
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Figure 5.14: Riverbed Process Model of ALPHAN Sending Module.

designed for network programming. Since ALPHAN was implemented in C++, riverbed

was feasible in constructing ALPHAN process model as shown in Figure 5.14.

In order to evaluate the performance of the ALPHAN haptic transmission model, we

have created a network model using the riverbed’s network editor. As shown in Figure

5.15, the human-operator and teleoperator workstations are configured using ”Task Con-

figuration Utility” to send and receive data through the process model with a throughput

of 1044 messages per second. Discrete event flows that match the characteristics of the

real captured haptic traces are defined by the riverbed ACE module and thus deployed as

customized applications and profiles. Similarly, 28 other workstations are placed in the

local and remote haptic LANs providing a large-scale haptic network. The IP cloud was

also implemented with the Tactile Internet results achieved in the previous section i.e, 0
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packet discard ratio, and packet latency of 0.1ms. The other three workstations/LANs

are configured to use the built-in applications and profiles to send voice-PCM G.711,

video H.264, and file transfer FTP Accordingly. Since our main goal is to explicitly op-

timize haptic communication, heavy FTP was modelled as an implicit, i.e., background

traffic.

Figure 5.15: Network topology for QoS performance verification of ALPHAN-based Hap-

tic communication Model.

Figure5.15 illustrates the effect of transmitting haptic, audiovisual, and background traf-

fic on the local router’s resources when different data rates are selected. By neglecting

the intermittent period, we can clearly notice that the router exhausts its resources and

reaches to the maximum utilization when the transmission rate is set to be 15Mbps.

Consequently, This is the ideal data rate to create a congested scenario that matches

the characteristic of the shared Internet. Therefore, The bottleneck link is positioned
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Figure 5.18: Comparison of the impact of CQ, CQ-LLQ and PQ on the End-to-End

latency of the ALPHAN-based Haptic traffic.

immediately before the output interface of the local router where different types of queu-

ing algorithms are implemented to optimize the QoS performance of the haptic traffic in

terms of latency and jitter. In this context, we are considering the average end-to-end

latency and jitter both measured in milliseconds. Unlike [47] which only focused on the

provision of WFQ and CBWFQ on the haptic stream, we extend our experiments to cover

the impact of FIFO, PQ, CQ, and CQ with LLQ on the ALPHAN haptic transmission

model.

As highlighted in Figure 5.17, sending haptic data over ALPHAN in a congested

network using the best effort approach i.e, no IP-QoS algorithm i.e. is deployed, will

result in high latency and jitter values. When FIFO with large queue size is applied on

the bottlenecked router interface, the performance slightly improved as the latency of the

haptic stream decreased from 800 ms to 450 ms and this reflects a minimal enhancement

of the stream’s jitter values. Even though these results still do not meet the minimum

threshold to maintain a stable haptic rendering experience.

Figure 5.18 illustrates the overall latency of the haptic stream when PQ, CQ, and
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CQ with LLQ are applied on the bottlenecked router interface. For CQ, results were

obtained after assigning the haptic queue with the highest byte count among other types

of services (TOS) such as voice and video. Given that ALPHAN haptic packet has

a size of 74 bytes ( 28 byte payload and header + 8 byte UDP header+ 20 byte IP

header + 18 byte Ethernet header), we used equations 5.3 and to guarantee 60% of the

15 Mbps congested bandwidth to ALPHAN haptic stream. The remaining 40% were

shared equally between voice and video TOS queues. Remember that CQ is based on

round-robin transmission, therefore if we are looking for more guarantees, the haptic

TOS queue can be assigned with the highest priority possible using LLQ. As can be seen

from Figure 7 both CQ-LLQ and PQ with expedited forwarding PHB reduced the overall

latency to 2.54 ms and 1.36 ms respectively. It is worth noting that the jitter results for

the aforementioned algorithms were very minimal in µ seconds and can be neglected.

CQBY TECount
(Qi) =

A ∗ Tr ∗ C
8 ∗ p (5.3)

BW CQ BY TECount
=

CQBY TECount
(Qi)∑N

0 CQBY TECount
(N)
∗BW interface (5.4)

Where: A denotes The total packet size of of application i in byte, Tr: Transmission

rate bps, C: the number of end-to-end connections, N :the total number of CQ queues,

P : The proportional weight of the packet size of i compared to packets’ sizes from all

other N queues, BW interface: the bandwidth capacity of the congested router’s

interface.
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5.5 Qualitative Relationship between QoE and QoS

meterics for telehaptic over LTE-A with SDN

and MEC

Instead of audio-visual data delivery, TI and DT offer skill-set delivery services and ap-

plications. More specifically, content-delivery communication can be utilized to only ex-

change text messages, voice content, video streaming, and emails, while skill-set delivery

networks will take the internet one step ahead by conveying physical touch experiences

through haptic devices. However, the TI technology is only in its early stages and its cor-

nerstone, 5G, is not available anywhere. Further, it has been reported that more than 50

billion devices are already connected to the internet in the year 2020 [166]. This certainly

creates a huge burden on the current network infrastructures such as the 4G as it can

not be able to meet tremendous bandwidth and low latency requirements such as a huge

number of devices. Not to forget that the Covid-19 pandemic is not ending soon, hence

adding another burden on the internet as most of the daily work is now taking place

online. Fired by this motivation, we have endeavoured to assess the correlation between

QoE to QoS KPIs created by the incorporating of SDN and mobile edge computing

(MEC) technologies to the current wide implemented Long-Term Evolution-Advanced

(LTE-A) to realize the deployment of DT skill-set delivery as well as Industry 4.0 in a

large-scale. For that purpose, we have created an experimental test-bed to first capture

skill-set delivery content between a two-port teleoperation network model, as illustrated

in Figure 5.19.

The test-bed consists of a master represented by the user controlling the 3D Touch

haptic device and a salve represented by the Omege.3 device which is used to enable

the telewriting skill-set delivery. The correspondent workstations of the master and

slave are connected via the mobile routers which in turn are configured to use the LTE-

A communication channel. The haptic data at the forward and backward channels
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a) Logical representation of the experiment  test-bed.

b) A real  demonstration  of the experiment  test-bed.

Master Slave 

Figure 5.19: Testbed configuration: a) represents the logical scheme of the MST. B)

shows a real demonstration of a skill-set delivery (tele-writing) over LTE.

use the non-proprietary UDP transport protocol ( ports: 886-889) while delineating

a specific route between them. In other words, all incoming and coming traffic have to

pass through the stations running Wireshark open-source packet analyzer to be captured

before transmitting through the LTE-A routers. This configuration allows us to capture

the packet being interchanged between the master and slave for further interpolation
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Figure 5.20: Application throughput of two port network MST over LTE.

via the Riverbed Modeler. The application throughput for the MST DT tale writing

skill-set delivery is shown in Figure 5.20. It is clear that we have deployed the DP with

10% reduction rate as the traffic from the master to the slave is margined around 2000

Kbps while the traffic from the salve to the master ( which deploys 0.1 DB for the force

feedbacks) is approximated around 1,300 Kbps.

5.5.1 LTE-A Network Simulation with SDN and MEC Integra-

tion, for Haptic Audio/Video (HAV)-Large scale.

The haptic traffic generated from the aforementioned test-bed was used as a user appli-

cation profile in the riverbed modeller environment. According to Figure 5.21, we have

deployed a 7 cells LTE-A based network with randomly distributed devices that move

within the cells. Each cell consists of an Evolved-Node-B eNodeB base station along

with five randomly distributed devices (User Equipment) that can move on a defined

vector-based trajectory. The devices that were used in simulation topology are described

in Table 5.2. In this work, the LTE-A simulated by the Riverbed Modeler is release

13. The latter uses OFDMA (or Orthogonal Frequency Division Multiple Access) with

MIMO (or Multi-Input Multi-Output): OFDMA is a multi-user variant of the famous
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Figure 5.21: Riverbed simulation test-bed .

Orthogonal Frequency Division Multiplexing (or OFDM) digital modulation technique.

OFDMA is considered as profoundly reasonable for broadband mobile communications

because of its benefits which range from scalability, adaptability, and utilization of dif-

ferent user-friendly multiple antennas (MIMO), as well as its capacity to exploit channel

frequency selectivity. As can be seen, we have considered the MEC approach by bringing

the computational and storage resources for the haptic audiovisual media closer to the

edge of the network. In other words, we have deployed the HAV server for each cell.

Consequently, the end-to-end global latency should be reduced significantly. In addition,

the QoS orchestration is done using an SDN controller. In this work, the OpenDaylight

SDNC is a Java Virtual Machine (JVM) software. It is also recognized as the Open-

Daylight platform and can be run from any operating system or any hardware since it

supports Java API. The OpenDaylight Controller features open northward APIs, used

by the applications. These applications: (1) use the controller to gather information

about the network, (2) run algorithms to operate analytics, and afterwards, (3) exploit

the Controller to build new rules all over the network. It should be noted that we have

configured the controller to dynamically assign more priority to the haptic traffic in case
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Table 5.2: SDN-MEC scenario parameters.

Component Riverbed Modeler Entity

Base Station lte enodeb 4ethernet 4atm 4slip adv

IP Backhaul router slip64 dc

Gateway lte access gw atm8 ethernet8 slip8 adv

Number of Cells 7

Cell Radius 1KM

Number of UEs per Cell 5 LTE UE (User Equipment)

UE Speed in Movement 10 Kmph

Standard LTE-A Rel.13

Bandwidth 20 MHZ (FDD)

Modulation type OFDM

Multimedia Server ethernet server

Workstation Application lte wkstn adv

LTE Server Lte server adv

OpenFlow Switch of switch eth16 adv

SDN Controller OpenDaylight

System in the loop sitl virtual gateway to real world

of communicating with the remote haptic server or in the case of MEC system fail over.

The SDN controller has a synopsis of the total network and is in charge of the set-

tlement to be taken, whereas the hardware (switches, routers, etc.) is merely in charge

of expediting packets to destination using a set of packet-handling rules. The controller

is installed on a virtual machine to deploy Network Function Virtualization (NFV) i.e.,

network functions can be hosted on virtual machines, in order to provide network scal-

ability, which corresponds to the possibility of making functional additions without the

need to install or acquire specialized equipment. Thanks to the STIL Riverbed Mod-
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eler’s feature. SITL bridge serves as a foreign device whereby the simulation transfers

the packets from e ‘OpenDaylight’ SDN controller (which is installed on an external

machine) to the simulation process on Riverbed. In such a simulation manner, physical

hardware and simulation can interact as a unified system.

a) Data rate for UE Mobile HAV

b) Overall Latency and Jitter UE Mobile HAV

Figure 5.22: Evaluation of KPIs of LTE-A network with MEC-SDN.

Figure 5.22 shows the QoS KPIs for the exchanging of haptic audiovisual streams

over the LTE-A network. By bringing the tactile applications’ network functions at the

edge of the mobile access network, i.e., close to the UEs, the data rate for transmission
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of the multimodal stream is maintained at around 1000 PPS. As can be seen in 5.22.b

the delay variation is maintained around 2.5 ms (red line) while the end-end delay is

approximated by 18 ms (blue line). We believe that the is the best performance that

can be achieved in this simulation topology as the tactile internet demands that the

physical transmission must have very small packets to enable a one-way physical layer

transmission of 100 µs [167]. However, the duration for the one orthogonal frequency

division multiplexing (OFDM) symbol alone is close to 70µ long under current LTE-A

cellular systems.

The haptic audiovisual traffic was fed to the ACE Analyst which is part of the

riverbed modeller that can analyze and reshape applications’ performance over WAN

accelerators. We have utilized the ACE module to study the correlations of QoE in

term of application response time and the impact of available QoS parameters namely

bandwidth and latency for skill-delivery communication. To estimate the parameters of

each QoE-QoS relationship, the curve estimation and non-linear regression methods are

deployed. Goodness-of-fit tests are used to determine which relationship and function

type best explain the correlation of QoE and QoS.

Figure 5.23: Available bandwidth influences on response time.

Figure 5.23 illustrates the impact of the available communication bandwidth on the
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HAV application. As can be seen, the one-degree exponent function is used to assess the

interdependence of the response time (QoE) over the availability of the communication

bandwidth. Based Figure 5.23, the QoE-QoS relationship can be described as:

QoE(QoS) = a.eb∗QoS (5.5)

We have used the Matlab curve fitting toolbox to calculate the coefficients (with 95%

confidence bounds): a =470.2 with (lower bound= 415.4, and upper bound = 525.1), b

=-0.03556 with (-0.0406, -0.03052) to represent the lower and upper bounds respectively.

The goodness of fit for the model function gives a coefficient of determination R2 equal

to 0.9268.

B)

A)

Figure 5.24: Mapping Curves for QoE(Bandwidth).
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Figure 5.25 shows more optimal fitting functions to quantify the impact of bandwidth

on the HAV application response time. Obviously, the two-terms exponent function

outperforms the previous one-term exponent function with R2= 0.9961. Hence, the

QoE-QoS interdependencies can be denoted by equation 5.6:

QoE(QoS) = a.eb∗QoS + c.ed∗QoS (5.6)

Using the optimization toolbox of Matlab, the values of the coefficients are calculated

(with 95% confidence bounds) as the following:

• a =746.1 ↔(688, 804.2)

• b =-0.09409 ↔ (-0.1018, -0.08634)

• c =97.89 ↔ (87.09, 108.7)

• d =-0.008678 ↔ (-0.009641, -0.007714)

Note that the power mapping curve fit is the ideal function to describe the readership

of the application response time with a variation of the throughput, 5.25.b. It yields

a coefficient of determination R2= 0.9998.As such, to best describe QoE in terms of

available bandwidth, we should use equation 5.7:

QoE(QoS) = a.QoSb (5.7)

The values of a and b are estimated as 4145 and -1.027 with 95% confidence interval.

With regards to studying the impact of communication latency on the networked HAV

application response time, Figure5.25 shows measurement of QoE with increasing net-

work delay. With R-square approaching to 1, It is crystal clear that the two-terms

exponential function form can adequately explain the perception-centric relationship be-

tween QoE and QoS in this regard. Hence QoE in terms of delays can be also quantified

using equation 5.6. The values of coefficients to realize function 5.6 (with 95% confidence

interval) are as follow: a = 247.1, b = 0.001988, c = −203.6, and d = −0.01999.
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a) two terms exponent curve fitting   

b) Second degree polynomial curve fitting 

Figure 5.25: Mapping Curves for QoE(latency).

It should be noted that a linear model Poly2 also performs well, with R-square:

0.9835, in describing the influence of delay on the HAV response time. Consequently, we

can quantify QoE in terms of varying delays using :

QoE(QoS) = p1QoS
2 + p2QoS + p3 (5.8)

where the values of p1,p2,p3 are equal to -0.003202, 2.096, and 84.95 respectively with

95% confidence interval-calculation .
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5.6 General Remarks:

Based on the dynamics of the remote environment i.e, where the DT is located, the QoS

requirements and KPIs of the teleoperation DT systems considerably differ. For the

case of a highly dynamic remote environment, an example of that is a tele-basketball

where the user interacts remotely with his DT in VR/AR basketball match as shown in

Figure5.26), to maintain stable operations with quick-moving VR objects), the sending

and receiving of haptic stimuli are tremendously time-critical, with an end-end delay has

to be margined between 1-10 ms.
Holland et al.: IEEE 1918.1 “TI” Standards WG and its Standards

Fig. 1. Remotely balancing an object through the TI.

conveyed in time to the other end of the link—all before
the basketball passes a point of no return and falls.

Aside from such human–client use of the TI,
the situation might be even more challenging in cases
where machines rather than humans are clients to the
haptic interaction. This is because of the increased
reactivity, impulsive force, and other enhanced physical
capabilities of machines compared with humans. In the
case of such machines using the TI, latency might be
reduced from the requirement of around 5-ms round-trip
for the most challenging human–client cases to as low
as 1-ms round-trip for machine–client cases. Moreover,
central to the TI is the more general realization of new
realms of communication application not only requiring
the ultralow latency touch interaction, but also ultrahigh
reliability, security, and availability, such as industrial
control (pertaining to “Industry 4.0” scenarios [3]).
Ultrahigh reliability might also be required in many other
TI scenarios, even human–client ones. One indicative
scenario is the human–client case of remote (medical)
surgery, where there can be no scope for the end-to-end
(E2E) communication between the surgeon and the
remote robotic machinery operating on the patient to be
erroneous during, for example, a brain surgery.

It is noted that the sensors and actuators, and robotic,
networking, computational and other components that
comprise a TI system, as well as the dedicated haptic
human-interaction hardware (e.g., haptic wearables)
in some cases involved and comprising a combination
of many of the above-mentioned elements, typically use
different and often proprietary communication/interaction
formats and means. Moreover, there are a range of
differing and often conflicting decisions linked to the
scenarios and structures that E2E TI deployments
might assume. It is, therefore, necessary to standardize
the aspects of the TI to harmonize such essentials.
This will allow TI components to freely interact with
each other directly out-of-the-box, without requiring

custom/proprietary communication design that is
dependent on the scenario and specific set of equipment
used. Such standardization will also facilitate other
aspects of the network supporting the TI to be deployed in
a consistent way, such as network side processing.

The TI is one key example of the benefits of some of
the pioneering capabilities argued for 5G and beyond
communication systems, specifically the Ultra-Reliable
Low-Latency Communication (URLLC) 5G mode of
operation. However, the TI cannot redefine the standards
that are being developed to realize 5G or other networks,
or combinations of networks, on which it might run.
In most realistic scenarios, the TI must simply operate
on top of them. With this in mind, the IEEE 1918.1 TI
standards are intended to complement and identify
what is missing in 5G and other appropriate networks
that might serve the TI, such as haptic communication
protocols/codecs, and, e.g., network side support for
the TI, emulating remote physical environments. As a
side note on such emulation, simple propagation delay
implies that the end points of the TI service can be a
maximum of only 150 km apart (or only 100 km apart for
propagation through fiber) to achieve the 1-ms E2E round-
trip latency needed in some TI scenarios. Emulation might
significantly increase that distance while still conveying a
convincing/realistic experience to the TI client.

The working group (WG) and its standards, particu-
larly the IEEE 1918.1 baseline standard, also intend to
define which functionalities and functional entities have
to be present in which locations, the relationships between
them, how they are interfaced, and how the overall net-
work is invoked among other considerations. This paper
addresses all such aspects.

This paper is organized as follows. To set the scene,
Section II provides a brief definition of the TI and out-
lines the important assumptions about the TI to which
the WG operates. This section also covers some key
related standards efforts and technologies, commenting on
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Figure 5.26: Telebasketball over TI adapted from [8]

For the case of a medium dynamic teleoperation scenario (such as tele-rehabilitation),

the end-end delay for the exchange of haptic data can be relaxed to 10-100ms, since the

teleoperator can cope with deformable objects and react and move with lowered velocity.

In the case of quasi-static or static environments such as tele-maintenances, the end-end

delay KPI can be more extended by 100 ms to 1s. it is worth noting that for the last two

cases, control architectures have to be implemented as well as cooperatively constructed

with the QoS communication architectures to stabilize the remote interaction. Examples

of stabilized control architecture are 1) Teleoperation Time-domain Passivity Approach

with Perceptual Deadband based haptic data reduction (TDPA+PD) [159] as well as

2)Model-mediated Teleoperation in cooperated with Perceptual data reduction (MMT-

PD) [168]. The former is suitable for short-range tele-haptic applications that run at the
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network edge and support high dynamic haptic exchange ( motion, deformation, forces,

etc) between the master and the slave, while the latter is suitable for medium to long-

range teleoperation scenarios which are described by a low level of haptic updates between

the master and the salve. It is worth noting that TPDA-A outperforms (MMT+PD) in

terms of stability however it is more susceptible to communication delay. Tables 5.3 and

5.4 illustrate the KPI Requirements and traffic characteristics for the DT teleoperation

systems over TI as well as summarize the Higher-layer requirements and capabilities in

different teleoperation scenarios.
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Table 5.3: KPI Requirements and Traffic Attributes for DT Teleoperation over TI

Traffic 

characteristics 

description 

Master ➔ Slave 

Local User ➔Remote 

Participant 

Exchanged Stimuli Slave ➔Master 

Remote Participant➔ 

Local User 

Traffic types + 

Haptics (position, 

velocity, angular 

velocity) 

Video Audio VR/AR 
Haptic feedback (forces, 

torques, vibrotactile 

signals) 

Burst size 

1 DoF: 2-8 B 

3 DoFs: 6-24 B 

6 DoFs: 12-74 B 
MTU~1.5 KB ~50 B MTU~1.5 KB 

- Kinesthetic signals

1 DoF: 2-8 B 

3 DoFs: 6-24 B 

6 DoFs: 12-74 B 

- Tactile signals

1 DoF: 2-8 B

10 DoFs: 20-80 B 

100 DoFs: 200-800 B 

Reliability ([%]) 

99.9 (w/o 

compression) 

99.999 (w/ 

compression) 

99.999 99.9 
99.9 99.9 (w/o compression) 

99.999 (w/ compression) 

L
a

te
n

cy
([

m
s]

) 

High-

dynamic 

environment 

1-10 10-20  * *1-10 1-10

Medium-

dynamic 

environment 

10-100 30-40  *

*<100 

10-100

Static or 

Quasi-static 

environment 

100-1000 50-150  *

*<300 

100-1000

Average data rate 

- 1000-4000 packets/s

(w/o compression)

- 100-500 packets/s,

(w/ compression)

1-100 [Mbps]
5-512

[Kbps]

600 Mbps 
- 1000-4000 packets/s (w/o

compression) 

- 100-500 packets/s, (w/

compression) 

Arrival model 

- Periodic (w/o

compression)

- Gilbert-Elliot (2- state

discrete Markov 

chain) (w/ 

compression) 

Periodic Periodic 
Aperiodic 

- Periodic (w/o

compression)

- Gilbert-Elliot (2- state

discrete Markov chain)

(w/ compression) 

+ For position-force bilateral teleoperation architecture (with force signals feedback from the teleoperator to the user).

* For the synchrony of video/audio and haptic feedback (with haptic feedback goes first).
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Table 5.4: Higher-layer requirements and capabilities in different DT Tele-operations

Environments 

Requirements 

& Metrics 

Teleoperation is a 

high-dynamic 

environment 

Teleoperation is a 

medium-dynamic 

environment 

Teleoperation is a 

static or quasi-static 

environment 

Stability 

Guaranteed 

control  and QoS 

architecture) 

Guaranteed 

(control architecture and 

QoS required) 

Guaranteed 

(control architecture 

control  and QoS 

required) 

Task performance High High/Medium High 

User experience High High/Medium Medium/Low 

System transparency as a 

function of control 

algorithm and 

communication delay 

High High Low 

Asynchrony of video and 

haptic modality 
Low Medium/Low High/Medium 

5.7 Summary

The Tactile Internet where haptic is appended to the traditional multimedia commu-

nication is one of the main technologies used in the development of future network

infrastructures such as the fifth generation of mobile networks (5G). When it comes

to network resources, haptic is very challenging in terms of latency, jitter and packet

loss. We have benchmarked the performance of the two well-known stabilizing control

teleoperations (TPDA+PD) and MMT+PD. With the facility of the riverbed modeller,

we have modelled the networked haptic flow sent by haptic based-ALPHAN applica-

tion over the Internet. The model was used to evaluate the performance of haptic in a

large-scale environment. Based on our experimental study, the provision of the DiffServ

priority queuing or custom queuing with LLQ dramatically enhanced the performance

of the ALPHAN haptic transmission over a congested IP network. We have also studied

the impact of utilizing the advanced (SDN) QoS solution along with MEC on haptic-

audiovisual transmission over LTE-A networks. The outcome of this study allows us to

correlate QoE to QoS in terms of bandwidth and latency KPIs.



Chapter 6

QoE Use Case 2: Predicting and

Quantifying Fatigue for

Haptic-Visual System

As has been discussed throughout this thesis, appending and augmenting haptic to ev-

eryday life activity is the main objectives of the new technologies such as tactile internet,

internet of skills along with their applications e.g. Health 4.0 and Industry 4.0. Since

haptic interactions imply continuous arm movements, fatigue is an important physiolog-

ical aspect that strongly correlates with the QoE of haptic-based application. In some

circumstances, fatigue could be the desired effect, e.g, virtual reality fitness application,

where the goal is to improve the user’s endurance and physical exercising. Cumulative

muscle fatigue may cause musculoskeletal injuries and disorders [169]. Therefore, there

is a demand to measure and detect fatigue for haptic-based applications especially when

Tactile Internet becomes the most prominent networking paradigm.

Fatigue is defined as a reduction in the physical movement activities associated with

energy dissipation in the muscle caused by internal and external forces [170]. This defi-

nition is related to physical fatigue. On the other hand, there is another form of fatigue,

referred to as mental fatigue, which is a result of prolonged periods of cognitive ac-

167
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tivity [171]. However, since mental fatigue is not strongly connected to the muscular

interactions with the haptic interface, it is kept out of the main scope of this chapter.

Fatigue can be analyzed subjectively through surveys and observations by users who

interact with the haptic interface. The involvement of the users in the assessment pro-

cess implies that this approach is very expensive, time-consuming, and lacks repeata-

bility. It also cannot be applied in a real-time fashion. In this chapter, we show our

framework towards objectively and simultaneously detect the user’s arm fatigue when

haptically interacting with a multimedia application. In essence, we look into the surface

electromyogram signals and their power spectrum’s attribute [172] generated from the

typical five-arm muscles looking for signs of fatigue. The trends of the median and mean

frequency spectrum serve as indicators that can be used by the developers of the haptic

application to steer the muscle interaction contextually to increase the QoE of the users.

The rest of the chapter is organized as follows; In section 6.1, we review the related work

concerning the analysis of fatigue in the multimedia domain. Section 6.2 and 6.3 describe

the experimental setup and the collected data. In Section 6.5 and 6.6, we present the

results and analyze them from three different angles (raw EMG analysis, MNF/MDF

analysis, subjective analysis). We conclude the chapter in section 6.7.

6.1 QoE Fatigue Measurements in Multimedia

In the literature, there are two main objectively approaches to measure physical fatigue:

simulation-based methods and experiment-based methods. The first approach is adopted

by Kahol et al. [173] where a haptic enabled virtual reality simulator is used to mea-

sure the fatigue of physicians by evaluating their task completion time, psychomotor and

cognitive skill assessment. Besides, authors in [174] used Hill’s model to create a frame-

work capable of calculating the effect of muscles’ fatigue on the force-time relationship

of skinny muscle by using the PAK program. Ma et al. [175] proposed a framework to

evaluate fatigue in maintenance and assembly operations by using a digital human sim-
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ulation in a virtual environment. In which, the muscles motion was parameterized into

a set of virtual human aspects. The fatigue was evaluated by measuring the endurance

time as well as the reduction of joint strength. The virtual framework was evaluated

through an avatar carrying out a hole-drilling task. Regarding the experiment-based

methods, the most prominent approach is the use of a surface electromyogram (sEMG)

measurement system [172]. It is a wearable arrangement that can be used in a wireless

mode with a semi-invasive technique i.e., does not need punctures, and thus it maximize

the subject’s comfortability. Kotani and Horii [176] measured the comfortability of us-

ing a pen-tablet input system compared to a typical mouse-keyboard system. For that

purpose, the authors captured the EMG signals from different arm’s positions namely

biceps brachii, flexor digitorum superficialis, extensor digitorum, and trapezius in order

to compare the amplitude of EMG muscles signals while using both inputting systems

and concluded that the skill process for the pen-tablet system was very short and the

subjects felt comfortable to use this inputting system from the beginning. The authors in

[177] developed a prototype of a wearable fatigue-tracking system using the experiment-

based methods to monitor the overall fatigue status of the human body movement based

on the mean frequency of the sEMG signal. The system was proven subjectively by con-

ducting two different experiments with 17 users in which each fatigue level was found to

be negative. However, this framework was designed to measure the whole body fatigue

under the extreme physical exercising condition and not tested for a special case, e.g,

the user repetitively manipulates the haptic device.

6.2 System Framework

The framework for this case study is illustrated in figure 6.1 includes a surface electromyo-

gram station, sEMG sensors with triaxle accelerometers from Delsys Inc [172], Geomagic

Touch [25], and a central workstation, which is running a wireless-trigno sensor acqui-

sition system. The geometry touch device is selected due to its six-degree-of-freedom
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 5 sEMG &Triaxle 

Embedded Sensors

Electromyogram Station Central WorkStation            Geomatery Touch

Figure 6.1: System architecture of the fatigue-deducing system for haptic-based applica-

tions.

positional sensing, three degrees of freedom of force feedback, ease of use, and automatic

workspace calibration. The haptic writing application was hosted on a Unity-based VR

server and connected to the user via a bilateral ultra-high bandwidth with a lag-free

communication channel. The environment, shown in figure 6.2, is built using C Sharp

programming language in which a Haptic Plug-in for Unity [178] is used to give the

subjects a realistic writing experience while using the phantom interface.

While conducting repetitive haptic writing tasks, five muscles, named: flexor carpi

radialis, brachioradialis, triceps brachii, biceps brachii, and deltoid, are mainly respon-

sible to constantly move the subject’s arm. Therefore, the sEMG sensors are placed at

the center of the aforementioned muscles. These sensors are connected wirelessly with

the main workstation that simultaneously analyzes the online received data from the

mobile electromyogram station. It is worth noting that triaxle accelerometers can record

dynamic muscle movement and interact simultaneously with the sEMG recordings.
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Figure 6.2: A screen shot of the Haptic Learining Tool. The subject was asked to write

the illustrated character during the fatigue experiment.

6.3 Experimental Setup

Twenty volunteers, including twelve males and eight females, with different ages (25-

59) and different haptic VR backgrounds have participated in the experiments. Before

initiating the haptic tasks, we briefly went over the experiment’s goal and steps. The

volunteers were advised to wipe the skin of their five muscles with rubbing alcohol, then

guided to attach the sEMG sensors at the center of each muscle via adhesive tapes. To

confirm the accuracy of our results, the experiment did not begin until the subjects felt

comfortable with the setup and tried the haptic writing task twice. After that, each

subject was asked to re-write a given Arabic alphabetical character and perform a haptic

signature repetitively. The duration of the trial was 400 seconds. During that period, the

sEMG and acceleration signals were captured via EMGworks 4.7.3 Acquisition software.

At the end of the experiment, the subject was asked to submit his/her feedback using

a short questionnaire regarding his/her arm fatigue level. Most questions have answers

from 1 to 7 with two main anchors (not at all and completely) to reflect the best subject’s

experience.
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6.4 Position and Force profiles results
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Figure 6.3: Position’s profiles for Subject 1.

Figure 6.3 shows the position profiles for subject1 extracted from almost 4000 time-

stamps. As can be seen, the subject stretches his arm to the three possible orientations

(X,Y,Z) while conducting the experiment. This confirms that the task given to the

subjects demands a continuous movement from the subject’s arm.
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Figure 6.4: Normalized cumulative Force Profile for Subject1 with Pareto analysis.

Figure 6.4 illustrates the normalized cumulative force profile of subject1 while exper-

imenting with the given exercises. The force profile is a representation of the force at all

timestamps from all trials. The cumulative force is computed by Fc = 2
√
fx + fy + fz.

where fx,fy,and fy are the force vectors in the x,y, and z directions. It can be noticed that

the haptic interactions require a heavy and frequent workload on the subject’s muscles as

the user reaches the maximum force i.e., 1, 362 times. Another interesting observation is

shown by the Pareto histogram which indicates that the subject got tired over the time

of the experiment as a force bucket of 0.0 to 0.27 is the most frequent generated force

i.e., 80% of the forces needed to finish the experiment.
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6.5 sEMG Signal Analysis

For the sake of simplicity, we start this section by discussing the results from the surface

electromyogram signals for subject 1, then we present the comprehensive outcomes for

the muscles of all subjects and we finally link them to feedbacks from the subjective

questionnaire. Figure 6.5.a and 6.5.b illustrate the filtered sEMG signal from the biceps

brachii and the flexor carpi radialis respectively. The two signals are filtered by the

Bessel filter to provide monotonic and smooth magnitude responses by eliminating ringing

issues caused by sharp inputs. The sampling frequency of the sEMG signals was set at

1 kHz. The Y axes in the aforementioned figures is measured in Volts, whereas the X

axes is measured in Second. Even though the Biceps Brachii gives a steady voltage of

approximately 38mV, flexor carpi radialis was the heavy loaded muscle with 80mV.
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Fig. 3: Results and Analysis

fatige index for a given muscle mi after performing a haptic
task in time t can be relatively calculated using

FIMNF '|
MNFt

MNF0
− 1 | (5)

where MNF0 and MNFt, indicate the mean frequency of
sEMG signal of a given muscle mi at the start and end time of
the haptic task respectively. using equation 5, The overall MDF
fatigue index illustrated in figure (3.e) represents the average
percentages of the relative decrease of the mean frequency
of flexor carpi radialis, brachioradialis, triceps brachii, biceps

brachii, and deltoid. Please note that the FIMNF statistics for
all subjects are shown in detail for all subjects in (Table 1).

2) Median Frequency Analysis (MDF) : Compared to
MNF, the analysis of Median Frequency (MDF) of the mus-
cular sEMG siginal, is proven to give better results, because
MDF is not susceptible to extremes in the frequency range as
well as it is more immune against random noises, and therefore
gives more sensitive and precise measures[21, 22].The Median
Frequency (MDF) is the frequency that divides the sEMG
power spectrum into two areas with the same amount of power.

Figure 6.5: EMG Results and Analysis for Subject 1. (a) Filtered sEMG signals for

Biceps, (b) Filtered sEMG signals for Flexor Carpi Radialis, (c) Acceleration signal from

Brachioradialis (ACCy), (d) Acceleration signal from deltoid (ACCy).

Figures 6.5.c and 6.5.d demonstrate respectively the correspondent re-sampled ro-

tational acceleration signals (ACCy) generated from the Brachioradialis and Deltoid.

The resolution of the acceleration signal is computed with 8 bits over the full 3.3V dy-

namic range, covering accelerometer ideal maximum outputs of ±1.5g. The ACCy signals
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are measured with respect to the standard gravity g, which is equal to 32.174ft/s2 or

9.8m/s2. Notice that deltoid ACCy signal has a periodic pattern while the Brachiora-

dialis ACCy is a non-periodic signal. In addition, the highest magnitude value of the

Brachioradialis ACCy, i.e., 1.1g, indicates that the movement of that muscle was slightly

higher than the movement of the deltoid with a peak value of 0.65g.

6.6 Frequency Analysis

Generally, The analysis of sEMG and acceleration signals is commonly used as mus-

cle movement /pattern /force detection index whereas its performance and accuracy to

detect muscle fatigue are questionable[179]. On the contrary, frequency attributes[180]

mean and median frequencies were proven to be efficient to detect muscles fatigue and

that’s what we will explore in the upcoming section.

6.6.1 Mean Frequency Analysis (MNF)

MNF is the average frequency which can be computed by taking the sum of the product

of the EMG power spectrum of a given muscle and the frequency divided by the total

sum of the power spectrum. Therefore, and based on the aforementioned definition,

MNF after a given interaction time t can be calculated using:

MNF =

∫∞
0
ωPosEMG (ω) dω∫∞

0
PosEMG (ω) dω

(6.1)

and can be simply expressed by

MNF =
M∑

j=1

fjPoj/

M∑

j=1

Poj (6.2)

Where: M is the length of frequency bin, PosEMG at frequency ω is equal to Poj which

is the EMG power spectrum at the frequency bin j, and can be computed via fast Fourier

transform (FFT):
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PosEMG (ω) = FFTsEMG (ω)FFT ∗sEMG (ω)

=| FFTsEMG (ω) |2

Where FFTsEMG (ω) indicates the fast Fourier transform of a given muscle sEMG

signal. FFT ∗sEMG (ω) is the complex conjugate of FFTsEMG (ω). According to a previous

analysis [177], the mean frequency decreases linearly with muscular interaction time as

the fatigue gradually increases. In other word, the mean frequency degrades with the

increase of the fatigue intensity. As such, the decrease of mean frequency satisfies a linear

correlation with haptic-interaction time of a muscle under fatigue.

MNFt = λt · t+ ∆t (6.3)

where λt is slope parameter of the linear regression fit model.∆t is remaining haptic task

time. t is working time under fatigue status of the muscle. Hence, the mean frequency

fatige index for a given muscle mi after performing a haptic task in time t can be relatively

calculated using:

FIMNFmi
'| MNFt

MNF0

− 1 | (6.4)

where MNF0 and MNFt, indicate the mean frequency of sEMG signal of a given muscle

mi at the start and end time of the haptic task respectively. Using equation 6.5, The

overall MDF fatigue index represents the average percentages of the relative decrease of

the mean frequency of flexor carpi radialis, brachioradialis, triceps brachii, biceps brachii,

and deltoid.

Overall − FIMNF =
m∑

1

[
FIMNFmi

m

]
(6.5)

Please note that the FIMNF statistics for all subjects are shown in detail for all subjects

in (Table 6.1).

6.6.2 Median Frequency Analysis (MDF)

Compared to MNF, the analysis of Median Frequency (MDF) of the muscular sEMG

siginal, is proven to give better results, because MDF is not susceptible to extremes in
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the frequency range as well as it is more immune against random noises, and therefore

gives more sensitive and precise measures[181, 180]. The Median Frequency (MDF) is the

frequency that divides the sEMG power spectrum into two areas with the same amount

of power. MDF can be given using the following formulas:

∫ MDF

0

PosEMG (ω)dω =

∫ ∞

MDF

PosEMG (ω)dω (6.6)

MDF∑

i=1

Poi =
M∑

i=MDF

Poi (6.7)

M∑

i=MDF

Poi =
1

2

M∑

i=1

Poi (6.8)
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B. Median Frequency Analysis

While time increases, the muscle fatigue outcomes in an
aesthetically pleasing descending shift of the sEMG frequency
spectrum, therefore extracting the median frequency, from
the raw sEMG data channels of the five arm muscles, is an
effective way to detect and analyze the induced arm fatigue.
The Median Frequency (MDF) is the frequency that divides the
sEMG power spectrum into two areas with the same amount
of power. MDF can be given using the following formulas:

MDF∑

i=1

EMGi =

M∑

i=MDF

EMGi (1)

M∑

i=MDF

EMGi =
1

2

M∑

i=1

EMGi (2)

Where: EMGi is the EMG power spectrum at the frequency
bin i, and M is the length of frequency bin.

In the same domain, figure 6 shows the median frequency
pattern of brachioradialis muscle. The specifications of the
moving window used to generate the MDF signal are: the
window length is equal to 0.125s, i.e, M=8, while the window
overlap is equal to 0.0625s [23]. The red subplot in figure
6 represents a second order polynomial curve fit that was
chosen due to its ideal fit for the median frequency spectrums
expected decay pattern.The same trend was consistent among
all subjects. From figure 7, It is obvious to observe that
the median frequency patterns of the flexor carpi radialis,
brachioradialis, triceps brachii, biceps brachii, and deltoid
muscles decrease over time, which is an indication of a muscle
fatigue. We used the slope of the decreasing pattern of the
second polynomial regression function that fits the muscle
MDF signal as an index to quantify the fatigue level of that
corespondent muscle. By applying these findings for each
subject, our algorithm 1 to compute the fatigue index for each
muscle is shown above and hence, the sEMG fatigue index
statistics for arm muscles of the sixteen subjects volunteered in
the haptic writing experiment are shown in table I. The overall
sEMG fatigue index denotes the level of arm fatigue for a
given user and is calculated from taking the average percentage
of flexor carpi radialis, brachioradialis, triceps brachii, biceps
brachii, and deltoid fatigue indices.
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Algorithm 1 Fatigue measurement

1: procedure USER’S MUC
2: for each user do
3: for each muscle do
4: Acquire EMG signal
5: Acquire Accy signal
6: Perform FFT(EMG)
7: Calculate MDF
8: V= second polynomial regression
fit of MDF

9: end for
10: Fatigue index = d2V

dt2

11: end for
12: end procedure

User Brachio
Radialis Deltoid Flexor

Radialis
Biceps
Brachii

Triceps
Brachii

Overall sEMG
Fatigue Index (%)

M1 0.28 0.15 0.68 0.24 0.61 39.2
M2 0.33 0.24 0.72 0.31 0.73 46.6
M3 0.20 0.14 0.49 0.23 0.47 30.6
M4 0.40 0.17 0.65 0.39 0.69 46.0
M5 0.49 0.67 0.78 0.47 0.75 63.2
M6 0.44 0.59 0.84 0.42 0.88 63.4
M7 0.25 0.18 0.61 0.21 0.69 38.8
M8 0.39 0.42 0.71 0.34 0.79 53.0
M9 0.29 0.26 0.57 0.29 0.67 41.6
M10 0.22 0.11 0.49 0.19 0.50 30.2
F1 0.38 0.24 0.69 0.24 0.69 44.8
F2 0.36 0.26 0.73 0.33 0.81 49.8
F3 0.43 0.38 0.66 0.49 0.89 57.0
F4 0.31 0.40 0.59 0.42 0.78 50.0
F5 0.33 0.45 0.54 0.40 0.71 48.6
F6 0.49 0.73 0.69 0.47 0.77 63.0

TABLE I: sEMG Muscles Fatigue Index for 16 Subjects

C. Questionnaire Results

To evaluate and validate our results from a user’s experi-
ence perspective, we asked the subjects to fill out and complete
a subjective Likert questionnaire. The questions of the survey
are shown in table II. The likert scale ranges from one to

Figure 6.6: MDF Signal Analysis for Subject 1. (a) Curve fit of Brachioradialis MDF

signal, (b) Temporal decay for subject 1 arm’s muscles.

In the same domain, figure 6.6.a shows the median frequency pattern of the bra-

chioradialis muscle. The procedures to extract the MDF from the sEmg muscle power

spectrum is similar to MNF. Hence, The specifications of the moving window used to

generate the MDF signal are: the window length is equal to 0.125s, i.e, M=8, while the

window overlap is equal to 0.0625s [182]. The red subplot in figure 6 represents a second-

order polynomial curve fit that was chosen due to its ideal fit for the median frequency
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spectrum’s expected decay pattern.The same trend was consistent among all subjects.

From figure 6.6.b , It is obvious to observe that the median frequency patterns of the

flexor carpi radialis, brachioradialis, triceps brachii, biceps brachii, and deltoid muscles

decrease over time, which is an indication of muscle fatigue. We used the slope of the

decreasing pattern of the second polynomial regression model that fits the muscle sEMG

MDF signal as an adequate predictor to quantify the fatigue level of that corespondent’s

muscle.

Algorithm 1 MDF Fatigue measurement

1: procedure SUBJECT’S MUSCLE
2: for each subject do
3: for each muscle do
4: GET EMG signal
5: GET Accy signal
6: do FFTsEMG (ω)
7: Calculate MDF
8: V= second polynomial regression

fit of MDF
9: end for

10: FIMDF = d2V
dt2

11: end for
12: end procedure

Subject # Overall FIMNF

in (%)
Overall FIMDF

in (%)
M1 33.21 39.2
M2 55.22 46.6
M3 25.12 30.6
M4 32.21 46
M5 66.1 63.2
M6 39.2 41.6
F1 20.74 30.2
F2 43.1 44.8
F3 50 49.8
F4 77.1 57
F5 65.22 50

TABLE I: Average sEMG Muscular Fatigue Statistics calcu-
lated using MNF and MDF respectively

MDF can be given using the following formulas:

MDF∑

i=1

Poi =
M∑

i=MDF

Poi (6)

M∑

i=MDF

Poi =
1

2

M∑

i=1

Poi (7)

According to the MDF analysis outlined in our previous
work [7], also shown in Figure 3.f, we used the slope of the
decreasing pattern of the second polynomial regression model
that fits the muscle sEMG MDF signal as an adequate predictor
to quantify the fatigue level of that corespondent muscle. As
such, the procedures of overall MDF fatigue level computation
are summarized in Algorithm 1 and used to compute FIMDF

which denotes the the cumulative average percentage of the
subject’s arm fatigue based on the MDF analysis for the five
aforementioned sEMG muscles.

C. Questionnaire Results

To validate our results from a user’s-centric-perspective,
we asked the subjects to fill out and complete a subjective
Likert questionnaire.The likert scale for each question ranges
from one to seven (seven denotes high score). Reported scores
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Fig. 4: sEMG Fatigue Level and Survey Results

of the arm level fatigue questionnaire were translated into a
percentage quantity for each subject based on equation(8).

(rating − 1)

(number of response categories − 1)
x 100 (8)

Figure 4 depicts the arm’s fatigue level based on our MNF,
MDF and subjective analysis. The vertical axis represents the
arm’s of fatigue percentage whereas the horizontal axis shows
the subject index. We also conducted a statistical analysis to
calculate the correlation between overall FIMNF , FIMDF

and the subjects’ self-evaluated results. With a t-Test (Paired
Two Sample for Means test), the Pearson correlation coefficient
for the MNF fatigue index is equal to 0.74 with a (P-value<=
0.1). One the other hand, the MDF fatigue index outper-
formed MNF with a Pearson correlation coefficient = 0.908
and (p<0.05). Consequently, there is a significant positive
relationship between the objective calculated sEMG fatigue
indicators and the subjective questionnaire fatigue results with
advantages to the median frequency over the mean frequency.

VI. CONCLUSION AND FUTURE WORK

In this paper, we extended our framework to dynamically
and objectively deduce the arm’s fatigue experience among
subjects who repetitively interact with a haptic-enabled appli-
cation. For that goal, we used the trends of the MDF and
MNF models generated from the electromyography power
spectrum as adequate estimators to quantify fatigue. Both MDF
and MNF can be taken into consideration when developing
a new haptic application to steer the muscles’ movement in
a contextual way that improves the QoE of the application.
The results from our experiments reinforce our expectations as
MDF outperformed MNF when both compared to the haptic
users’ perception of fatigue. Lastly, effective techniques to
objectively mitigate fatigue resulting from haptic interfaces are
our prospective research work.
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Figure 6.7: Overall MDF Muscular Fatigue Index Calculation.

As such, the procedures of overall MDF fatigue level computation are summarized in
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Algorithm 1 and used to compute FIMDF which denotes the cumulative average percent-

age of the subject’s arm fatigue based on the MDF analysis for the five aforementioned

sEMG muscles.

6.6.3 Questionnaire Results

To evaluate and validate our results from a user’s experience perspective, we asked the

subjects to fill out and complete a subjective Likert questionnaire after finishing the

experiment to build the fatigue ground truth. The questions of the survey are shown

in table 6.3. The Likert scale ranges from one to seven (seven denotes a high score).

Reported scores of the arm level fatigue questionnaire were translated into a percent-

age quantity for each subject based on equation (6.9). As illustrated in table 6.2, a

detailed statistical analysis was conducted to obtain descriptive statistics for each indi-

vidual Frequency Fatigue estimators FIMNF and FIMDF and as well as to quantify the

forecast KPIs (Mean Absolute Deviation (MAD) the Mean Square Error (MSE), The

Root Mean Square Error (RMSE), and the Mean Absolute Percentage Error (MAPE))

between sEMG fatigue indications (MDF and MNF) and the subjective fatigue reported

by our participants. Statically, We noticed that there is a slight difference in quanti-

fying the user’s fatigue level of the haptic VR application. For example, FIMNF has

an average of 57.76% with a 95% confidence range between 50.76 and 64.36, a median

of 51.62, a mode of 42.1, a standard deviation of 14.53, and a standard error of the

mean(SEM) equal to 0.325; theFIMNF has an average of 50.76% with a 95% confidence

interval of 42.39 and 58.68, a median of 46.88, a mode of 35, a standard deviation of

17.6, and lastly a standard error of the meanSEM=0.395. In the context of the forecast

KPIs, RMSE (6.13) calculation is an excellent candidate to be used in indicating the

average model prediction error between actual and predicted fatigue levels. The usage

of error square is important to statistically weigh any irregular values that might affect

the results. Compared to traditional error calculations such as Error Rate (ER) and

Mean Absolute Deviation (MAD), RMSE performs better in terms of error prediction
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Table 6.1: Average sEMG Muscular Fatigue Statistics calculated using MNF and MDF

respectively.

Subject #
Overall FIMNF

in (%)

Overall FIMDF

in (%)

M1 43.22% 35.00%

M2 50.21% 37.00%

M3 49.12% 22.00%

M4 42.10% 59.00%

M5 70.10% 75.30%

M6 40.10% 45.66%

M7 51.74% 21.00%

M8 42.10% 35.00%

M9 53.20% 39.00%

M10 67.10% 59.00%

M11 45.22% 50.00%

M12 51.50% 42.30%

F1 60.30% 45.60%

F2 70.90% 66.60%

F3 49.40% 39.80%

F4 69.91% 65.90%

F5 80.45% 73.10%

F6 50.79% 48.10%

F7 70.49% 71.10%

F8 93.18% 81.87%
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accuracy as well as monotonicity since it has the advantage of penalizing large errors in

predicting observations according to variables of previous results. As can be observed

from the aforementioned tables, the FIMDF index has an advantage over the FIMNF as

its estimated result will only deviate 7.21 points on a scale of 100 from the ground truth

value i.e, the actual reported fatigue value. The same conclusion has been reinforced by

looking at the coefficient of determination R2 metric, the (FIMDF model has a close to

perfect match to the user’s reported fatigue with R2=91.01 whereas FIMNF model has

a R2=68.86.

(rating − 1)

(number of response categories − 1)
∗ 100 (6.9)

MAD =

n∑
i=1

|Subjective(FI)i − sEMG(FI)i|

n
(6.10)

MSE =

n∑
i=1

(Subjective(FI)i − sEMG(FI)i)
2

n
(6.11)

MAPE =
1

n

n∑

i=1

∣∣∣∣
Subjective(FI)i − sEMG(FI)i

Subjective(FI)i

∣∣∣∣ (6.12)

RMSE =

√√√√
n∑
i=1

(Subjective(FI)i − sEMG(FI)i)
2

n
(6.13)
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Figure 6.8: Overall Fatigue rating scores by subjects and their FIMNF and FIMNF

estimator models.

Figure 6.8 depicts the arm’s fatigue level based on our MNF, MDF and subjective

analysis. The vertical axis represents the arm’s of fatigue percentage whereas the hori-

zontal axis shows the subject index. We also conducted a statistical analysis to calculate

the correlation between overall FIMNF , FIMDF and the subjects’ self-evaluated results.

The t-Test (Paired Two Sample for Means test), was used to determine if the calculated

fatigues from MDF and MNF are a significant relationship with the correspondent self-

reported one or not. To do so and at the 95% confidence level (i.e., 5% significance level),

we propose the following hypotheses (6.14) and (6.15) :

H0 : µ1 = µ2 (6.14)
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(denoting the null hypothesis which represents that the paired population means are

equal. In another word, MDF and MNF are suitable estimators and predictors of the

arm fatigue level associated with the haptic interaction)

H1 : µ1 6= µ2 (6.15)

(denoting that the paired population means are not equal hence MDF and MNF are

not useful predictors of the arm fatigue level associated with the haptic interaction) To

verify which hypothesis is right, we should calculate the t and p values. The t score is

can be calculated using formula 6.16:

t =
M1 −M2

SEp
(6.16)

Where M1 and M1 denotes the means of the two paired samples e.g, subjective fatigue

mean and FIMDF and SEp denotes the standard error of the difference between these

two samples which can be given as equation6.17:

SEp =

√
(SEM1)

2 + (SEM2)
2 − 2r(SEM2)(SEM2) (6.17)

SEM =
STDEV (M)√
Count(M)

(6.18)

Where STDEV (M) is the standard deviation of the sample M , Count(M) is the number

of items per sample M , SEM1 and SEM2 represent the standard error of the means of the

self-reported fatigue experience and sEMG MDF or MNF fatigue indicator samples, and

r is the correspondent Pearson correlation coefficient for each fatigue index. Using table

6.1 The Pearson correlation coefficient for the MNF fatigue index is equal to 0.74. On

the other hand, the MDF fatigue index outperformed MNF with a Pearson correlation

coefficient = 0.908. Therefore for MNF and MDF sEMG fatigue estimator models, we

can compute the values of t using equation 6.16 as 1.729 and 1.685 respectively.

With the obtained t values and the degree of freedom (df = 19, calculated from

the number of users-1), we deployed the t distribution table to obtain the two-tailed
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Table 6.3: Fatigue Level Questionnaire

Q#
N/A COMPLETELY

1 2 3 4 5 6 7

1 To what extent, if any, did using the haptic device cause fatigue?

2 Please indicate your current arm fatigue level?

3 To what extent do you think the haptic playback was realistic?

4 To what extent do you think the haptic feedback was useful?

5 To what extent did using the haptic device gives a better experience?

6 Please indicate your current frustration and boredom level?

p − values for FIMNF and FIMDF 0.92 and 0.34 respectively. Since both (p − values
> α = 0.05 i.e., the significance level, then the null hypothesis H0 holds. Consequently,

there is a significant positive relationship between the objective calculated sEMG fatigue

indicators and the ground truth subjective questionnaire fatigue results with advantages

to the median frequency over the mean frequency.
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Figure 6.9: Questionnaire Results
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From Figure 6.9, we can also notice that almost all the subjects indicated that they

felt fatigued from using the haptic phantom device. 40% of the subjects indicated high

fatigue whereas 60% of the responses are in the moderate range. In addition, and from

a user’s experience perspective, all the subjects found the haptic playback application

more realistic and useful when compared to a traditional drawing system using Microsoft

Styles. There are diverse feedbacks from the subjects regarding their boredom and frus-

tration levels which perhaps are related to the diversity of the subject’s haptic experience

and background.

6.7 Summary

In this chapter, we propose and deploy a framework to dynamically and objectively de-

tecting, tracing, and quantifying the induced arm fatigue experience among subjects who

repetitively interact with a haptic-enabled Tactile Internet application. For that goal,

we used the trends of the MDF and MNF models generated from the electromyography

power spectrum as adequate estimators to quantify fatigue. Both MDF and MNF can be

taken into consideration when developing a new haptic application to steer the muscles’

movement in a contextual way that improves the QoE of the application as Our out-

comes reveal a significant relationship between users’ perceived fatigue experience and

sEMG analysis. The results from our experiments reinforce our expectations as MDF

outperformed MNF when both compared to the haptic users’ perception of fatigue.



Chapter 7

Conclusion and Future Work

Undoubtedly, the world is presently facing a pandemic that is reshaping daily lives and

business activities. With the special focus on maintaining physical distancing norms

for curbing the expeditious spread of the disease, many institutions, individuals, and

industries rely on communications networks or telecoms for ensuring service consistency

so as to avoid complete termination of their business operations and other activities. As

a result, there is a huge demand to move traditional health and manufacturing actions

to what are referred to as Health 4.0 and Industry 4.0 over the Digital twin architecture.

Thanks to the Tactile Internet where new modalities such as haptic are appended to

traditional multimedia communication. This is one of the main technologies used in

the development of future network infrastructures such as the fifth generation of mobile

networks (5G). This certainly paved the road for the emergence of new technologies in

particular the digital twin system and Internet of Skills.

Given that multimedia is no longer limited to audiovisual application, as the real-

ization of the digital twin demands the spatial, temporal, and contextual combination

of new HD modalities e.g., olfaction, haptic and gustatory, we proposed a new quality-

of-experience (QoE) taxonomy for evaluating digital twin systems, through referencing

objective, implicit biomedical, and subjective parameters, such as QoS, psychophysio-

logical metrics, user’s perception, and usability factors. The taxonomy was evaluated

187
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through the usage of machine learning algorithms to automatically predict the QoE for

the said system at all times hence reducing the need for the time-consuming user sub-

jective feedbacks. Thus, the developers, manufacturer, and network providers of the

DT systems can enhance their products, devices, and services. In this thesis, we also

review the most in-depth listing of the technical challenges required to realize the Digital

twin technologies. We show that the QoS requirements differ based on the Digital twin

modality type and nature. We also designed a QoE-QoS evaluation studies to optimize

the dissemination of new media, haptic and VR in particular, on a large scale environ-

ment using up-to-date and modren networking technologies such as SDN and mobile

edge computing. In addition, We comment on the up-to-date studies related to QoE

frameworks and measurements in the area of new immersive and interactive multimodal

applications.

As the DT system implies that remote haptic will be embedded in our daily media

interaction and consumption, studying the way users perceive fatigue is a proactive step

in enhancing the overall QoE of the said system. As such, we proposed a framework

to dynamically and objectively deduce and predict the arm’s fatigue experience among

subjects who repetitively interact with a haptic-enabled interface. The outcomes of our

research confirmed that our MDF and MNF fatigue estimator can be taken into con-

sideration when developing Industry 4.0 and Health 4.0 systems in a seamless way i.e.,

without the involvement of the user, to steer the muscles’ movement in a contextual way

that improves the QoE of the application.

QoE for DT is a relatively novel area with new contributions emerging persistently. We

have argued that the user behaviour and perception are not linear thus can be described

as huge, fuzzy, and complex. We attempt to objectify underlying perceptual and cogni-

tive behaviour by using implicit bio-metrics, equations, and machine learning algorithms

in a traditional and specific situations. Undeniably, there is consistently something that

can be done better thus we suggest a room for enhancement. As future work, we plan
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to incorporate AR devices, olfactory display and digital taste in our use case as well as

considering more bio-metrics such as eye-tracking, lactic acid, and eye blinking rate in

our QoE framework. Accordingly and after enlarging our dataset, we plan to employ

powerful AI such as deep learning algorithms to build QoE prediction models. This

would be done in stages, similar to how we investigated fatigue in this dissertation. The

new media data can also be used to standardise and detect other QoE factors that cap-

ture any variation in the user’s emotional state during and after the experience of the

DT system. Furthermore, we plan to benchmark more stabilizing control algorithms for

DT-based teleoperation through a real 5G and beyond networks that use millimetre-wave

and terahertz communication. Lastly, effective techniques to objectively mitigate fatigue

resulting from haptic interfaces are our prospective research.
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Figure 8.1: Questionnaire for DT QoE Evaluation Page 1.
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Figure 8.2: Questionnaire for DT QoE Evaluation Page 2.
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Figure 8.3: Questionnaire for DT QoE Evaluation Page 3.
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Figure 8.4: Questionnaire for DT QoE Evaluation Page 4.
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Figure 8.5: Questionnaire for DT QoE Evaluation Page 5.
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Figure 8.6: Questionnaire for DT QoE Evaluation Page 6.
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kHIlKLILKUgSIiKUÎNR\IiKÛIPQXP̂TPRYPIUVTRWIOMPIMNXOTYISPZTYP̀ILMP̂PIeITRSTYNOPVaZP̂iIXKK̂dINRSIhITRSTYNOPVImQYPggPROHIj
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Figure 8.7: Questionnaire for DT QoE Evaluation Page 7.
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Figure 8.8: Questionnaire for DT QoE Evaluation Page 8.
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Figure 8.9: Questionnaire for DT QoE Evaluation Page 8.
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Figure 8.10: Questionnaire for DT QoE Evaluation Page 10.



Appendix 200

�������� ��	
��
�����	��
������������������������
�


����
����
�
��

��	��
���
��
������
 !"��#$
 �%��&�'�()��!�*+,%-��./)01��2���	��� ����3
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Figure 8.11: Questionnaire for DT QoE Evaluation Page 11.
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Figure 8.12: Questionnaire for DT QoE Evaluation Page 12.
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Figure 8.13: Questionnaire for DT QoE Evaluation Page 13.



Appendix 203

�������� ��	
��
�����	��
������������������������
�


����
����
�
��

��	��
���
��
������
 !"��#$
 �%��&�'�()��!�*+,%-��./)01��2���	��� �3��3

456 789:�;<=>�;<?�;@8=ABC4DEF:GH�I;�JK?LIG;<�MNOPQRSTUVWTXRYPQZ4[6
D\6

]̂_T̀aRYTPbTcVdXTebRfPSPYcTbgVXhTi
jQcTgVQbYXPgYPkhTgVllhQYbTRfVdYTcVdXThmnhXPhQgho
pShRbhTZPkhTRTZXRqhrTVkhXTsttrTuVXTYahTVkhXRSSTvdRSPYcTVuTYaPbTaRnYPgTwxThmnhXPhQghoyyyzsttT{

Figure 8.14: Questionnaire for DT QoE Evaluation Page 14.
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