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Abstract

In this thesis, the performance of decision-based Cooperative Spectrum Sensing (CSS)
using random medium access sequential reporting assuming an imperfect reporting channel
shared with a primary user is studied. Random medium access reporting using unacknowl-
edged transmissions is the case of vehicular networks using IEEE 802.11p. This entails,
as opposed to scheduled medium access, a non-negligible probability of collision and a
variable reporting phase duration. Sequential reporting can reduce the reporting phase
duration by employing different early termination schemes where the Fusion Centre (FC)
terminates the reporting process once it receives enough evidence about the primary user
status. A reduced reporting phase duration for a given detection accuracy performance
enhances the overall network throughput. A centralized CSS scheme, where energy detec-
tion is employed at the secondary users, and hard-decision fusion is employed at the FC,
is considered in this thesis. The objective is then to derive closed-form expressions for the
overall probabilities of detection and false alarm at the FC as well as the average reporting
phase duration. Analysis is performed first for the simple OR decision fusion rule, at the
FC, and then generalized to the K-out-of-M decision fusion rule. Two early termination
schemes are investigated for sequential reporting and then a heuristic energy-based report-
ing priority scheme is proposed. The proposed energy-based reporting scheme gives higher
priority to secondary users more capable of detecting the primary user to access the com-
mon reporting channel. The proposed reporting scheme is compared to a base or control

scheme where all secondary users have the same reporting priority.
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Chapter 1

Introduction

Modern vehicles are increasingly getting equipped with Global Positioning System (GPS),
navigation systems, a multitude of environmental awareness sensors, in addition to ad-
vanced multimedia systems. Research and deployment of Intelligent Transportation Sys-
tems (ITS) utilize vehicles as floating sensors and a primary source of traffic control mea-
surements, and makes use of Information and Communication Technologies (ICT) to reduce
road congestion costs, and to improve the safety, reliability, quality, and efficiency of the
transportation system. The objective is to create an ICT-based transport environment
that can exploit recent advances in communications and electronics to connect vehicles to
both the transportation infrastructure and to other vehicles, which enables a number of

new services and applications [Ezel0)].

Vehicular Ad hoc NETworks (VANETS) are one of the most promising, and challenging
areas in ITS. A number of cooperative vehicular applications have already been imple-
mented and evaluated in realistic urban environments with a view to improving drivers’
safety and traffic monitoring (e.g., adaptive cruise control, enhanced driver awareness, col-
lision avoidance, traffic control systems, network management, cooperative freight, fleet
management, and cooperative traffic information and monitoring systems). Practical sys-
tems have been created by a Honda and Volkswagen-led consortium, the Car-2-Car Com-
munication Consortium (C2C-CC). These systems and solutions are the result of massive

investments made by several developed nations, such as the United States, Japan, South



Korea, Singapore, Hong Kong, and the European Union in the field of ITS. For example,
in Europe, the European Commission’s Directorate-General for Mobility and Transport
is investing billions of Euros for the adoption of ICT-based solutions in the transport
sector. The CVIS project , the COOPERS project (CO-OPerative SystEms for Intelli-
gent Road Safety), Pre-DRIVE C2X project, and the European Field Operational Test
on active safety systems (EuroFOT) are some of the most developed examples of such

systems [SRB14, DFCB13].

A radio spectrum scarcity problem is looming on the horizon for ITSs for several rea-
sons. First, the number of wireless-enabled vehicles is expected to increase considerably in
the future. Second, vehicular communication applications are expected to grow in a num-
ber of areas, beside road safety, reliability, and transport efficiency, and include common
entertainment applications (e.g., gaming and video) and information applications (e.g.,
driver assistance through real-time feeds on traffic, weather, and visual inputs from ex-
ternal cameras) [DFDMCB12]. Many of these applications need strict bandwidth and/or
limited delay requirements to function properly. This high demand for spectrum is espe-
cially anticipated in urban environments, particularly during peak traffic hours. Third,
federal agencies, in the United States for example, have been recently subjected to strong
pressure from major industry players (e.g., Qualcomm, Cisco) to release a part of the 5.9
GHz band for more general usages such as WiFi. Hence, these bands could be jointly
used by both ITSs and other applications. For these and other reasons there is a need;
for adoption of novel techniques and approaches to address this looming spectrum scarcity

problem in VANETS, and to allow for efficient use of radio spectrum resources.

Spectrum scarcity is a growing concern in telecommunications in general and not just
VANETSs. This situation has arisen due to the fixed spectrum allocation policy used by
many governments that leads to over utilization of some frequency bands and sporadic
use of other frequency bands (like the DTV bands). Cognitive Radio (CR) technology
is a key solution to enable more efficient spectrum usage through the implementation of
opportunistic spectrum sharing. Examples include IEEE 802.22 Wireless Regional Area
Networks (WRANSs) that uses CR on TV bands in rural areas, and the IEEE 802.16h



(Improved Coexistence Mechanisms for License-Exempt Operation) that is working on
efficient resource allocation and interference management over shared spectrum bands.
This motivated the interest in analyzing how the CR concept could be applied to the
vehicular environment with the goal of increasing the available bandwidth to address this

looming spectrum scarcity problem.

A Cognitive Radio Vehicular Ad hoc NETwork (CR-VANET or CRV) is composed of
communicating vehicles and Road Side Units (RSUs) with reconfigurable Software Defined
Radio (SDR) devices and intelligent CR functionalities, that enables network nodes to re-
configure all the aspects of radio control including the operating spectrum frequencies, and
the transmitted power levels, among others. Consequently, vehicles will need to detect va-
cant spectrum with high reliability in order to use it as Secondary Users (SUs) and vacate it
upon the return of Primary Users (PUs) for whom the spectrum is allocated. CR-VANETS;
however, cannot be considered a mere application of the CR technology to VANETS, as
they have some unique characteristics that must be accounted for and assumptions that
can be exploited. For example, the spectrum management process is more involved as it
becomes a function of vehicular mobility in addition to the activity of PUs’ where a vehi-
cle may experience several PUs along its trajectory. On the other hand, constrained and
predictable, in nature, vehicular mobility can be exploited for better information about
available spectrum. By example, vehicles can cooperate to inform other vehicles about
Spectrum OPportunities (SOP) at future locations along their path [DFCB10a]. In the
remainder of this chapter we discuss the motivation behind the thesis as set out in Section
1.1, followed by the research objectives and contributions noted in Sections 1.2, and 1.3

respectively. Finally, the thesis outline is given in Section 1.4.

1.1 Motivation

Quick and accurate detection of SOPs as well as returning PUs is crucial in a CR-VANET.
However, the vehicular environment is characterized with high mobility and propagation

obstructions (e.g., buildings and bridges) that cause several channel impairments such as



shadowing, multipath fading, and Doppler shifts that reduce the accuracy of detecting
PUs, that must be protected, and increase the probability of false alarms. Cooperative
Spectrum Sensing (CSS), is a powerful means of enhancing the spectrum awareness of
CR terminals by virtue of spatial diversity. CSS is well studied in the Cognitive Radio
(CR) literature [YA09, ALB11]. Dispersed CR vehicles, say K terminals, each perform
local spectrum sensing, and then share their sensing outcomes among each other or with a
central Fusion Centre (FC) for the purpose of reaching a better decision about the status of
the examined channel [BLZ09]. The duration of this collaborative endeavor is proportional
to the sensing accuracy, but also causes a proportional loss in the network throughput. This
tradeoff between sensing accuracy and throughput loss is referred to as sensing-throughput

tradeoff [LZPHOS].

The CSS process consists of three consecutive stages, local spectrum sensing, reporting,
and decision (data) fusion. Most works on CSS assume scheduled reporting in a round-
robin manner. This requires pre-allocation of time-slots to reporting CR terminals in a
Time Division Medium Access (TDMA) fashion. In a vehicular network however, vehicles
travel across adjacent cells and hence the pre-allocation or scheduling of reporting has to
be repeated continuously. The result is therefore a significant increase in control traffic to
prepare the vehicles’ reporting schedule in each cell. Furthermore, in a vehicular network
using IEEE 802.11p, terminals access the Common Control Channel (CCC) using random
medium access which is more practical, lacks the need for tight vehicles’ synchronization,

and more suitable for the varying number of vehicles in a given cell.

The reporting stage is the least studied aspect of CSS. Therefore, we are interested in
CSS based on random medium access using unacknowledged transmissions, (e.g., the case of
vehicular networks using IEEE802.11p). In such networks, terminals use random back-offs
to avoid collision with other terminals. Once a back-off counter expires, the corresponding
terminal performs clear channel assessment. If the channel is found empty, the terminal
transmits its decision, otherwise, it chooses another back-off counter and repeats the same
process. It is important to analyze the impact of random medium access on the performance

of CSS in CR-VANETSs. That performance is reflected by the detection and false alarm



probabilities as well as the average reporting time as a function of the medium access
process. Such analysis also will be useful in devising random medium access schemes
with lower average reporting time without sacrificing detection accuracy accounting for

the sensing-throughput tradeoff discussed earlier.

1.2 Objectives

A cooperative spectrum sensing process consists of three consecutive stages, local spectrum
sensing, reporting, and decision (data) fusion. In this thesis, we consider the problem of
agile cooperative spectrum sensing in CR-VANETSs. More specifically, we study the per-
formance of several decision reporting strategies based on random medium access using
unacknowledged transmissions, (e.g., the case of vehicular networks using IEEE802.11p).
Terminals use random back-offs to avoid colliding with each other; hence, causing an ad-
ditional delay. Our objective is to derive closed form expressions for the average reporting
time in addition to the probabilities of detection and false alarm. Then verify these equa-
tions with intensive computer simulations. The final goal is to devise a sequential decision
making version wherein the base station will be terminating the process once it receives
sufficient evidence about the status of the channel. In doing so, a higher priority access
category is assigned to CR terminals that are more capable in detecting the PU to access
the reporting channel. This reduces the reporting phase duration without sacrificing the

accuracy of detection, i.e. protecting the PU.

1.3 Contributions

The contributions of this thesis are as follows:

e Closed form expressions are derived for the detection and false alarm probabilities
as well as the average reporting time as explicit functions of the contention window
size. We assume the absence of a dedicated reporting channel, and hence, reports

are transmitted over a shared channel resulting in non-negligible decoding errors.



e Two sequential reporting with early termination schemes are devised to reduce the

reporting phase duration and hence increase network throughput.

e We introduced an Energy-based Heuristic Reporting Priority Scheme using both
sequential decision reporting mechanisms. The Energy-based heuristic reporting pri-
ority scheme favours SUs more capable of detecting the PU in reporting to the FC.
We compare energy-based sequential reporting scheme to a base or control scheme

where all SUs have equal reporting priority.

1.4 Thesis Outline

This thesis is organized as follows. In Chapter 2, we present a literature review of CSS
techniques devised for CR-VANETSs. Chapter 3 introduces decision-based cooperative spec-
trum sensing using random medium access reporting, the simple OR decision fusion rule,
and a fixed contention window. In Chapter 4, we generalize this analysis to the K-out-of-M
decision rule, and investigate two sequential reporting schemes with the objective of reduc-
ing the decision reporting duration, and hence increase network throughput. In Chapter
5, we introduce an Energy-based Heuristic Reporting Priority Scheme which favours CR
terminals more capable of detecting the PU in reporting to the FC. Conclusions and future

work are discussed in Chapter 6.



Chapter 2

Cooperative Spectrum Sensing for

Cognitive Radio Vehicular Ad Hoc
Networks: State-of-the-Art

2.1 Introduction

Intelligent Transportation Systems (ITS) aim to improve transport safety, reduce road ac-
cidents, and offer infotainment services. In response, the US Federal Communication Com-
mission (FCC) allocated 75 MHz of spectrum in the 5.9 GHz band (i.e., 5.85-5.925 GHz)
to support vehicular communications. Cognitive Radio (CR)-assisted Vehicular Ad-hoc
NETworks (CR-VANET) utilize Cognitive Radio (CR) technology to increase Spectrum
OPportunities (SOPs) for vehicular communications when the allocated 75 MHz cannot
meet the high spectrum demands due to the increasing number of connected vehicles fore-
seen in the future [SA18, EZLE18a]. It is predicted that 75% of vehicles will come with
built-in Internet of Things (IoT) connectivity by 2020 where CR-VANETS represent one
of the frameworks to build CR-based IoT systems [Grel6, AAAT19]. CR-VANETS are
expected to play a significant role in the development and implementation of various smart
city applications [GSMJ18]. For example, vehicles with CR capability are sought-of to

support delay-tolerant data transportation, necessary for various smart city applications,

7



as opportunistic data carriers to transport data from its collection points to its places of

consumption [YHM 17, MTC17,DZCF17,DLC*18].

Spectrum awareness is the cornerstone for the operation of a CR-VANET. Vehicles will
need to identify Spectrum Opportunities (SOPs) quickly and accurately. Spectrum aware-
ness can be achieved through sending queries to a spectrum databases and/or through
spectrum sensing. Database queries by CR vehicles are expected to be more frequent due
to high vehicle mobility and they will require Internet access. On the other hand, spectrum
sensing lends more control to individual vehicles. However, in a vehicular environment mo-
bility as well as surrounding infrastructure, like buildings and bridges, cause several channel
impairments such as shadowing, multi-path fading, and Doppler shifts that significantly
reduces PU detection accuracy and increases the probability of a false alarm [DFCB11a].
Cooperative Spectrum Sensing (CSS) is used to leverage cooperation among CR vehicles
in order to exploit spatial and temporal diversity in the spectrum sensing process and thus

allowing for higher PU protection and reduced false alarms.

Several CSS techniques have been proposed for general Cognitive Radio Networks
(CRNs). However, many of these techniques cannot be applied directly to CR-VANET'S
due to their unique characteristics. More specifically, the lifetime of SOPs is not merely
a function of PUs’ activity, but also the mobility of vehicles. Moreover, a vehicle may
encounter several PUs along its path, and hence collecting PUs activity statistics by an
individual vehicle is of less benefit than in general CRNs. Furthermore, a vehicle’s neigh-
bours will change more dynamically than in a CRN. These aspects, along with others, fuel
the need for more frequent spectrum sensing, and hence higher control and coordination
communication overhead. On the positive side, vehicles’” mobility are restricted by road
topology and the path of each vehicle is predictable, thus encouraging the utilization of
cooperation and prediction techniques. For example, a vehicle can obtain future knowledge
of SOPs along its path through cooperation with its neighbours to reduce delay and control
traffic.

This chapter reviews state-of-the-art CSS techniques proposed in the literature for CR-

VANETSs. The different techniques are discussed in terms of architecture, local-sensing



methods used by individual vehicles, soft vs. hard sensing reports, the data fusion algo-
rithm, and the assumptions made about the reporting mechanism used to exchange sensing
reports. In terms of architecture, a CSS technique can be centralized, where vehicles report
to a BS or a RSU that is responsible for the decision fusion process, or distributed where
vehicles exchange reports amongst themselves and make spectrum decisions individually,
or a hybrid where vehicles make individual decisions with assistance from a BS or a RSU.
The reporting channel, necessary for exchanging sensing reports between RSUs and vehi-
cles and amongst vehicles is often assumed ideal in the literature. However, some of the
proposed work investigate the impact of an imperfect reporting channel. Furthermore, it
is usually assumed that dedicated reporting channels exist between each vehicle and the
RSU in range. Some work, however, assume the use of Wireless Acces in Vehicular En-
vironments (WAVE)/Dedicated Short Range Communications (DSRC) Common Control
Channel (CCH) for reporting purposes using random access according to the IEEE 802.11p
PHY/MAC layers. With regards to data fusion, it is important to differentiate between
Hard-Decision-Fusion (HDF) and Soft-Decision-Fusion (SDF). In general SDF leads to
higher sensing accuracy but at a reporting overhead cost. Either way, we also discuss the
fusion algorithm employed by the CSS technique. For example,the OR rule or the K-out-
of-M rule in the case of HDF techniques, and Equal Gain Combining (EGC) vs Weighted
Gain Combining (WGC) for SDF techniques. How weights for WGC are calculated is also
investigated in this chapter. Some open research issues and future directions are then dis-
cussed, namely possible security threats to CSS in a CR-VANET and possible mitigation
techniques, as well as more on the overhead necessary for control and coordination. While
secure CSS have been considered in the literature for general CRNs, the vehicular envi-
ronment brings about additional security challenges that will be discussed in this chapter.
The remainder of this chapter is organized as follows: Section 2.2 provides an overview of
CSS techniques for CR-VANETS. Security issues are then discussed in Section 2.3. Section
2.4 include open research issues and future directions pertaining to CSS in CR-VANETS.

Finally, we present our conclusions in Section 2.5.



2.2 Cooperative Spectrum Sensing

A CSS scheme is comprised of three main steps, namely local sensing, reporting, and
decision making. Local sensing schemes are assessed in terms of their detection accuracy
as well as their agility, (i.e., sensing speed). Energy detection (ED) [DAS07] is the most
commonly used local sensing method due to its simplicity and ease of implementation.
ED does not require prior knowledge of the PUs’ signals, but it needs to estimate the
noise power at the SU’s receiver and hence its performance deteriorates significantly at
low Signal-to-Noise-Ratio (SNR) environments [YA09]. Other local sensing techniques
include Matched Filter Detection (MFD) [CMBO04], Cyclo-Stationary Detection (CSD)
[GS08], EigenValue-based Detection (EVD) [GT90], and Higher-Order Statistics Detection
(HOSD) [GT90]. MFD offers higher detection accuracy but requires prior knowledge of
the PU transmit signals, achieved through periodic pilot signals transmitted by the PU
to enable coherent detection by the SUs. This entails explicit cooperation between the
primary and the secondary systems [CMBO04]. CSD, on the other hand, does not require
prior knowledge of the PUs signals while offering better performance than ED in the low
SNR region by exploiting the periodic statistics, (e.g., the modulation type of the PUs’
signals). EVD also is robust to the noise uncertainty problem, encountered by ED, but
also is computationally intensive as it needs to perform eigenvalue decomposition. HOSD
use higher-order statistics, third-order cumulant of the received signal to combat Gaussian
noise effect, to separate noise from received signals even at extremely low SNR regions.
However, HOSD requires a large number of samples to obtain an accurate estimate of
relevant statistics lending it to be impractical due to high sensing time. The authors
in [HCK11], aim to reduce the sensing time needed of HOSD by employing a Sequential
Probability Ratio Test (SPRT), where the third-order cumulant is calculated for a new

block of samples only if needed.

Vehicular Secondary Users (VSUs) report their sensing results to each other or to
a central FC which can be a RSU or a cluster head. Sensing results reported can be
local decisions, (i.e., hard-decisions), and local decision metrics, (i.e., soft-decisions), such

as local energy values. In the literature, it is mostly assumed that reporting is carried
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over ideal dedicated channels. Some works assume dedicated orthogonal channels between
VSUs and the FC, but consider channel impairments such as noise and fading. Other works
use the WAVE/DSRC CCH using IEEE 802.11p PHY/MAC layers for random multiple
access. Fusion or aggregation of sensing reports is carried on at the centralized FC, in the
centralized case, or at individual VSUs, in the distributed case. Some hybrid techniques
are found in the literature where a centralized FC receives sensing reports from VSUs and
distributes estimates of channels availability probabilities to VSUs, while the final decision
is made by individual VSUs. Fig. 2.1 shows the basic architecture for centralized and
distributed CSS techniques.
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(a) Centralized
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Figure 2.1: Cooperative Spectrum Sensing Architecture

In this chapter we classify CSS techniques proposed for CR-VANETS into detection
and predication techniques. Detection techniques represent the basic effort of a group of
CR vehicles to determine whether a channel is busy or idle. All channels in this class
are treated equally when searching for a SOP. Prediction techniques, on the other hand,
employ sensing statistics to calculate a channel’s probability of being available. Channels,

in a multi-channel network, are then ordered according to their probability of availability.
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VSUs utilize this information to expedite the detection of SOPs. Even though detection
techniques can be thought of as a special case of the more general class of prediction
techniques, we treat them separately to illustrate the impact of the CSS technique on the
process of searching for a SOP. In the following, we discuss CSS techniques proposed in the
literature for each class in terms of their architecture (centralized vs. distributed), local
sensing technique employed, type of decision fusion used, and reporting channel assump-

tions.

2.2.1 Detection Techniques

Detection techniques can be centralized, distributed. or hybrid. Local sensing techniques
employed at the individual VSUs include Energy-based Detection (ED), EigenValue-based
Detection (EVD), and Maximum Likelihood Ratio (MLR) detection. Sensing reports sent
to the FC or exchanged among vehicles can be Soft or Hard reports, and hence data
fusion can be Soft Data Fusion (SDF) or Hard Decision Fusion (HDF). Most of the work
in the literature assumes ideal dedicated reporting channels between each vehicle and
the FC. However, some authors consider fading reporting channels, while others consider
multiple random access to a single reporting channel using the WAVE /DSRC IEEE 802.11p
PHY /MAC layer.

Centralized Detection Techniques

The performance of CSS performance in a vehicular environment is investigated in [BIVT11]
for sensing pilot tone signals transmitted from i) a RSU and ii) radios located on other
vehicles using Energy-based Detection (ED). The authors’ goal is to characterize the de-
tection speed and reliability of simple hard and soft ED CSS for the vehicular environment.
They show cooperation reduces sensing time by a factor of five in an AWGN channel, and
even more significantly for a fading and shadowing environment. However, the authors
assumed ideal dedicated reporting channels. The performance of centralized CSS using
ED local sensing and HDF is investigated in [QH15, QHNT18]|, assuming temporally cor-

related Rayleigh fading sensing channels, as well as binary symmetric dedicated reporting
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channels in [QH15] and temporally correlated Rayleigh fading dedicated reporting channels
in [QHNT18]. These works illustrate the influence of the reporting channel conditions over
the decision made by the FC, as well as the opportunity to exploit temporal diversity at
each vehicle due to its high mobility in addition to the benefits of spatial diversity.

Furthermore, another centralized ED-based HDF CSS technique designed around IEEE
802.11p called Over Head Free (OHF) protocol is proposed in [EKM18]. The purpose of
OHF is to address the considerable amount of time dissipated in channel exploration, since
each vehicle has to sequentially sense all available channels as well as the time needed to
obtain a Radio Environment Map (REM) to be broadcast by the FC if all vehicles need to
report their sensing results. OHF divides time into frames, each is divided into four phases:
local sensing, reporting, REM broadcast, and data transmission. In the local sensing phase
each vehicle randomly selects, with equal probability, a channel to sense to distribute the
sensing load over cooperating vehicles. Reporting to the RSU, (i.e., FC), is done over
802.11p CCH, where the reporting phase is further divided into a number of equal-duration
contention slots equal to the number of channels, where only vehicles that chose to sense
channel ¢ contend to report to the FC during contention slot 7. A contention slot is divided
further into a back-off interval and a report transmission interval. The back-off interval is
composed of CW mini-slots. Each contending vehicle chooses a random counter, listens to
the CCH, and reports only if the CCH is idle until its counter expires. Remaining vehicles
contending during a given contention slot will drop their reports. Therefore, OHF sacrifices
spatial diversity in its channel exploration endeavour for reduced reporting time. This is
justified by the authors for a dense vehicular network in a rural scenario where vehicles’
sensing results are highly correlated, noise levels and shadowing effects are relativity low,
and hidden terminals almost do not exist. The RSU produces its REM after the reporting
phase is over to indicate which channels can be used by the vehicles in its road segment,
where vehicles may commence data transmission upon receiving the REM. The result is a
reduction in the time needed to obtain the REM compared to IEEE 802.11p based CR-
VANETS, an increase in network throughput, and a reduction in PU outage which can be

controlled through the contention window size.
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Another centralized CSS scheme using Maximum Likelihood Ratio (MLR) local de-
tection and OR-rule HDF at the FC is investigated in [XHZG12, XJLW13] for wide-band
spectrum detection in Orthogonal Frequency Division Multiplexing (OFDM)-based overlay
CR-VANET. MLR, similar to ED, uses an estimate of the channel SNR which is related
to the noise variance. MLR has an adaptive detection threshold that can be changed with
received Signal-to-Noise-Ratio (SNR). The scheme’s performance is evaluated in terms of
global detection probability and corresponding Receiver Operation Characteristics (ROC)
performances considering the fading of sensing and reporting channels as well as inter-user

error rates.

A Centralized detection CSS technique employing ED local sensing and EGC-SDF
is investigated in [QH14], assuming ideal reporting channels with negligible delay. ED-
EGC-SDF also is used for a dense CR-VANET in [ZGFL16]. In a dense-traffic network,
the authors drop the assumption of independence across reports from different VSUs, as
neighbouring vehicles are more likely to experience a higher degree of spatial and tem-
poral correlation [DFCB11b]. The selection of cooperating VSUs is hence crucial, hence
the authors compare two VSUs-selection algorithms, random vs. distance based, in terms
of sensing capacity of the network. The authors also derive expressions for the detec-
tion and false alarm probabilities based on a mobility model derived from trajectory data
set obtained from traffic simulators for specific roads in the U.S. Another distance-based
correlation-aware VSU selection and weight assignment CSS technique, also using ED-
EGC-SDF, is proposed in [LZG17, LZG18] to select a limited number of uncorrelated
VSUs having higher sensing reliability from a dense CR-VANET. Cooperating VSUs se-
lection using a double-threshold optimization problem is proposed in [LSZ'18] followed
by a joint spatial-temporal correlation based CSS, also using ED-EGC-SDF, called Hy-
brid Cooperative Spectrum Sensing based on Spatial-Temporal Correlation (HCSS-STC).
First threshold is a mobility stability threshold, where larger speed corresponds to lower
mobility stability, while the second threshold is a probability of detection threshold for
a given desired probability of false alarm. The optimization problem is both non-convex
and non-linear, and hence solved using an exhaustive, or brute-force, search algorithm.

After VSUs selection, the FC can proceed with EGC of sensing data from selected VSUs.
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Previous sensing results from a VSU, for a certain length, are used as virtual VSUs and
fused together with most recent results from the VSU in a linear matter. The weights used
for previous sensing results are calculated according to the VSU location and the time at

which each previous sensing result was obtained reflecting spatio-temporal correlations.

A number of authors considered WGC-SDF centralized CSS. For example, Asynchronous
Cooperative Spectrum Sensing (ACSS) is proposed in [LXY"14]. Energy Information (EI)
is tagged with location and time information, where these tags are used to assign weights
to EI reports from VSUs during fusion factoring in spatial and temporal diversity. More
specifically, the weights are calculated using an optimization problem to maximize the
overall detection probability and minimize the overall probability of false alarm. The
asynchronous feature of the proposed technique is justified by the high hardware require-
ments needed to synchronize all VSUs. This asynchronous feature entails that cooperation
can only be received from VSUs that already performed their sensing, (i.e., using most re-
cent and tagged EI). Moreover, the weights of WGC-ED-SDF in [DD16] reflect the spatial
correlation between VSUs. In [YWMF17], an adaptive CSS technique is proposed where
the RSU can request more sensing samples from a VSU if the average power of the received
samples falls below a certain threshold, and the weight of samples received from a VSUs
is equal to the received power. The authors show that WGC performs better than EGC
in low SNR region.

EVD is investigated in multiple works in the literature. EVD-based techniques received
a lot of attention as they do not require prior information on the transmitted signal, as in
cyclostationary detection. EVD, also does not require knowledge or estimation of noise vari-
ance as in ED, where a slight error in the estimation of the noise variance may lead to a no-
ticeable degradation of sensing performance. EVD uses a test statistic computed from the
eigenvalues of the received signal covariance matrix. The detection performance of multiple
eigenvalue based techniques is investigated in [GdSB13, AAdSAGAdA13,SBCA14]. These
works consider an M —antenna VSU using local EVD, or equivalently M single-antenna
VSUs each using local ED and EVD-fusion at the FC. The performance of the Arithmetic-
to-Geometric Mean (AGM) EVD algorithm from [ZLLZ10] is investigated in [SBCA14].
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The Nakagami-m fading model is used to characterize the sensing channels as it is em-
pirically proven to be suitable model for the 5.9 GHz DSRC narrow-band allocated to
VANET communications [CHST07]. Meanwhile, [GdSB13, AAASAGAdA13] investigate
the performance of the Generalized Likelihood Ratio Test, Max-Min Eigenvalue Detection,
and Maximum Eigenvalue Detection vs. ED. The same authors also consider a realistic
implementation-oriented model of the VSU receiver-end, taking into account typical signal
processing tasks performed by a CR before sending its collected samples to a FC. Such
tasks include wide-band bandpass filtering, low-noise amplifying, down conversion, auto-
matic gain control, lowpass filtering, analog-to-digital conversion, and white filtering. The
authors also model the possibility of Impulsive Noise, typically caused by lightning or a
vehicle’s ignition system, using models from [Fer04, TS10, TSC11].

A centralized CSS using a Largest Eigenvalue (LE) detector, also a blind EVD tech-
nique, for local sensing and the HDF AND-rule at the FC is proposed in [KLC*17]. Each
vehicle employs multiple receive antennas. The LE detector compares the largest eigen-
value of the received covariance matrix to a threshold to make the local decision. A cen-
tralized joint CSS and channel allocation scheme is proposed in [BSAT15] that uses a blind
EVD-based local sensing technique called Symmetry Property of the Cyclic Autocorrela-
tion Function (SP-CAF) [KNP12,SANT14]. SP-CAF estimates the Cyclic Autocorrelation
Function (CAF) of the received signal using an iterative compressed sensing tools, known
as Orthogonal Matching Pursuit (OMP) [DMA97], that benefits from the sparseness prop-
erty of the CAF function to guarantee relatively small sensing time. The authors show that
three iterations of OMP are sufficient to decide on the symmetry of the vector. A channel is
deemed busy if the CAF function has a symmetry feature. The SP-CAF detector can out-
perform ED in low SNR environments at a reasonable computation complexity [KNP12].
The objective of the joint scheme is to extend WAVE/DSRC CCH using CR and create
maps of ISM bands to exploit as cognitive extensions across the roads. Local sensing, using
SP-CAF, occurs during the SCH time slot and stored in the Vehicle’s Spectrum Availabil-
ity Database (SADB) as Spectrum Availability Entries (SAE). The road is divided into
segments, each served by a RSU which contains a Central SADB (CSADB). At the end of

a road segment or after a timeout a vehicle aggregates its SAEs and sends it to the RSU to
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update its CSADB. RSUs use collected data from passing vehicles to assign a quality grade
between 0 and 1 for each (channel, cell) pair falling on their corresponding road segments.
The accompanying channel assignment algorithm assigns an extension ISM band channel
for a road segment using a heuristic algorithm that aims to reduce the number of switches
in a road segment, and the variance in length for the sub-segments assigned to the same

channel.

In order to reduce sensing time and control overhead, a CSS technique based on limited
data sets for PU detection and a density-based clustering mechanism is proposed in [NS18|
for a relatively low SNR environment. VSUs forward hard sensing results to their corre-
sponding cluster heads, which use HDF OR-rule to aggregate received reports. Cluster
heads forward aggregated results to the RSU, where the final sensing decision is performed
using the logical AND rule, and then it is sent to the cluster heads that in turn inform
VSUs. Individual VSUs use a blind cumulative spectrum sensing method proposed for
small data sets based on the Maximum-Minimum Eigenvalue (MME) algorithm [ZLO07],
and the Oracle-Approximating Shrinkage (OAS) estimator [CWH11]. The decision metric
used in the MME algorithm is the ratio of maximum and minimum eigenvalues of the
sample covariance matrix. However, since the data set is limited, MME performance will
be compromised. Hence, the OAS estimator is used to replace the eigenvalues from the

sample covariance matrix with the eigenvalues from an estimated covariance matrix.

Distributed Detection Techniques

Distributed detection techniques delegate data fusion and spectrum decision duties to
individual vehicles. Two iterative techniques are proposed in [LI10] and [WYB15], where
vehicles exchange messages several times before converging on a spectrum decision. The
first technique [LI10] uses belief propagation message passing for data fusion. A VSU sends
a message to each of its neighbouring VSUs. This message represents the sending vehicle’s
belief about the state (busy or idle) of a channel at the receiving VSU. Note that each VSU
has to send a separate message to each of its neighbours for each channel to sense, and

hence we can see the high degree of communication overhead involved. After all iterations,
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a VSU can calculate its final belief about the channel that represents the marginalized
probability of the channel state given the set of all local and received observations. The
second technique is a weighted consensus-based CSS scheme [WYB15]. In each iteration,
each VSU receives EI from its neighbours and calculates a new local EI to send in the next
iteration. The weights used for EI received from neighbour VSUs represent a trust metric
that is used to marginalize sensing reports from non-trustworthy VSUs. A VSU compares
local EI with a designated threshold to conclude a final spectrum decision about a given
channel. This is done after the difference between the new EI and a common consensus EI

is less than or equal a given tolerance deviation.

Another distributed CSS and allocation framework, referred to as Cog-V2V, is proposed
in [DFCB10b, DFCB11a] that allows vehicles to decide in advance the channels to use on
future locations. This work introduces the concept of spectrum horizon that represents
a vehicle’s current segment in addition to a fixed number of future and past segments
for which a VSU maintain spectrum information in a local data base. Licensed channels
to be used opportunistically are periodically sensed for a full SCH period to update the
local spectrum database. VSUs remain quiet and do not transmit data in the SCH period
designated for sensing. Spectrum databases are exchanged, periodically as well, over the
CCH. Note that, sensing and database broadcast periods are different. A weighted sum
data fusion algorithm is used by each VSU to decide a schedule that specifies available
channels for use during current and future road segments in the vehicle’s spatial horizon.
The weights used by a VSU to merge EI received from a neighbour vehicle may depend
on the number of sensing samples collected by the neighbour or on the distance from the
neighbour VSU. More specifically, a VSU that collected more sensing samples for a channel
over a given road segment will have a higher weight, likewise a more distant neighbour will

have a higher weight to enhance spatial diversity.

The authors in [LXY114], propose a distributed version of the centralized ACSS dis-
cussed above. Again, weights assigned to EI from neighbour vehicles are based upon the
location and time information tags to reflect spatial and temporal correlation. Each VSU

runs a frame-by-frame operation consisting of four major components: reservation through
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negotiation, sensing, exchanging, and transmission, where a VSU can only receive EI from
its immediate neighbours that already performed their sensing. The authors in [AW17]
propose another distributed CSS technique that uses an adaptive ED threshold and a ro-
bust voting mechanism for cooperative decision making. The ED threshold is chosen by
each VSU to minimize the probability of misdetection using the Secant Method. VSUs use
WAVE/DSRC CCH to exchange sensing reports with one-hop neighbours. Sensing results
from neighbours are given weights according to two mechanisms: a proposed entropy-based
weighting voting mechanism, where weights are determined according to received SNR, and
an equal weight voting mechanism. The entropy-based voting mechanism has higher con-
trol overhead as opposed to the equal-weight voting mechanism, and hence the authors
propose to switch between entropy-based voting for low traffic scenarios and equal weight
voting for dense traffic scenario considering a tradeoff between computational cost/latency

and accuracy.

Hybrid Detection Techniques

A two-stage hybrid CSS technique where individual vehicles perform final spectrum deci-
sion based on coordination instructions from a coordinator node is proposed in [WhH10].
The coordinator could be a RSU or a cluster head. The coordinator performs periodic
coarse (fast) ED of licensed channels considered for opportunistic access. A VSU with
data to transmit sends a request over the CCH to the coordinator specifying data trans-
mission requirements such as tolerable delay and bandwidth. Upon receiving the request,
the coordinator responds back with sensing instructions which include a number of chan-
nels that are likely to satisfy the VSU requirements. The VSU then has to perform its
own fine sensing for each of the suggested channels until a SOP is detected. The VSU in-
forms its neighbours as well as the coordinator of the detected SOP over the CCH, causing
the VSU’s intended receiver to sense the detected SOP to ensure its availability on the
receiving side. The transmitting VSU waits for a reply from the intended receiver on the
detected SOP. Note that the coordinator does not only periodically sense licensed channels

but also keeps track of VSUs’ access attempts which aids its coordinating capabilities.
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The authors in [EZLE18b] developed a hybrid CSS and allocation scheme which allows
VSUs to be aware of SOPs on their current and future positions. Local sensing is based on
a three-state, (i.e., double threshold), ED from [EZL"15,JZL*16], where a licensed channel
can be idle, (i.e., Hy), occupied by a PU, (i.e., Hy), or occupied by another VSU, (i.e., Hy).
Using a double threshold reduces the probability of false alarm due to the gap between the
two thresholds. A VSU can distinguish whether the spectrum channel is actually occupied
by a PU or by another VSU using a distance estimation technique. The CSS scheme is
slot-based, where a certain VSU provides one observation on a certain channel in a certain
slot so that the total number of observations in all slots is equal to the total number of
VSUs. The challenge is to determine the number of VSUs that should cooperate to sense
a channel ¢ during slot ¢,V:e = 1,2,--- , N. This problem is solved by the RSU in order to
maximize the sum of probability that channel 7 is available when VSU V; sense channel ¢
for i =1,2,---, N. The solution of this optimization problem is an assignment of sensing
duties to all VSUs in the road segment over the set of licensed channels to be sensed.
A low complexity solution is obtained through dynamic programming using the Viterbi
algorithm [BD15]. The final sensing decision is determined by each VSU in a distributed
manner using local sensing and overheard sensing reports from neighbours. Therefore, the
RSU is responsible for distributing the sensing duties over the VSUs that are responsible
for making the final decisions about the channel state. The authors then discuss integration

of the proposed framework into the IEEE 802.11p protocol stack.

2.2.2 Prediction Techniques

Prediction techniques estimate channel availability in the future to expedite a vehicle’s
search for a SOP or to determine the amount of sensing reports needed to make a decision
about the state of a given channel. A RSU or a cluster head usually provides VSUs with
coordination instructions that represent channel availability probabilities or channel state
predictions. A clustering scenario is proposed in [BDGD12|, where the cluster head is
responsible for data fusion and consequently spectrum decision. The cluster head also

is responsible for channel allocation to requesting vehicles, (i.e., cluster members). The
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cluster head would like to reduce the time needed to allocate a licensed channel to a
requesting CR vehicle. Normally, in each frame the cluster head has to wait for sensing
reports from all cluster members before deciding on channel availability. Instead, the
authors proposed a CSS prediction technique that utilize a Hidden Markov Model (HMM)
to predict the state of a channel over subsequent time frames. This prediction, which is
a probability, is then used to reduce the number of sensing reports needed by the cluster

head to make a decision on channel availability.

A hybrid CSS prediction technique is proposed in [AQAA15] that utilizes channel avail-
ability probability estimates as coordination instructions to determine the order of channels
to sense for both suburban and highway scenarios. RSUs are installed at proper distances
on the sides of highways and vehicles are arranged in clusters in each direction. Each
cluster has three coordinators: main coordinator, front coordinator, and back coordinator.
The communication range of the main coordinator is divided into equal distance segments.
Coordinators selections are given in details in [AQAT13]. VSUs send and receive control
information over the CCH of WAVE/DSRC, where each coordinator of the three is respon-
sible for a fixed number of segments. RSUs preserve channel usage history, where a day is
split into a number of time slots for its corresponding road segment that may encompass
more than one cluster. Member VSUs periodically sense all licensed channels using ED
to identify the presence or absence of PUs. VSUs, then report, periodically, their hard
sensing results for the channels they sensed along with their coordinates to the appropriate
coordinator. On receipt of sensing reports from VSUs, coordinators compile results based
on majority decision if more than one result is obtained for a given segment over the same
channel. Hence, results for the space, time, and frequency are then sent to the main coor-
dinator to be submitted to the RSU. RSUs exchange their database information with other
RSUs, where each RSU stores the database for the segments covered by its Basic Service
Set (BSS) as well as the segments covered by the BSS of the next RSU. Therefore, VSUs
can utilize the spectrum proactively on their future path to their corresponding destina-
tions. RSUs sort the database in order of high probability for the next time slots and share
this information with the main coordinators, which in turn share it with their front and

back coordinators. The main coordinator is responsible for compiling the results based on
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current availability and availability probability received from the RSU for the segments in
its coverage range. Upon receiving a CR spectrum utilization request from a VSU moving
in segment S; and time slot T}, the main coordinator sends back the channel numbers in
order of higher probability of availability to the lower one for the next distance segments

and time slot T},.

Machine learning is adopted in [HWLT16] and [AS18] to exploit the spatiotemporal
correlations in historical spectrum sensing data and predict, or have a prior knowledge of,
the channel’s availability probability. The objective is that when transmission load over
DSRC channels is heavy, and vehicles decide to use TV White Space (TVWS), they have a
list of channels ordered by their probability of availability to speed up the search for vacant
licensed channels. Cooperation, or fusion, is based upon the Dirichlet Process (DP) that
produces, for each channel, a probability of availability for the coming road segment, (i.e.,
a prior distribution), and then use a threshold probability to determine if a channel is idle
or busy. The prior distribution produced by DP uses a posterior distribution or channel
state transition probabilities calculated using a non-parametric HMM that exploits the
historical sensing data collected from previous vehicles. In terms of implementation, wire-
connected Access Points (APs) are installed at the beginning and at the end of every road
segment. The AP at the beginning of a road segment broadcasts the derived channel
availability rules, (i.e., posterior probabilities), to all vehicles entering the road segment,
while the AP at the end of the road segment collects historical spectrum sensing data
from all vehicles leaving the road segment. The data mining algorithm that produces the
posterior distribution runs over a server at the end AP. The posterior distribution is passed

to the beginning AP to be distributed over newly entering vehicles.

2.2.3 Database Assisted Techniques

An extension of the Cog-V2V distributed CSS technique is presented in [DFGAB13|, where
the authors investigate the optimal ratio between using CSS and querying a national spec-
trum database assuming a scenario of multi-interfaces, (e.g. DSRC, 2G/3G/4G, ... etc.),
VSUs dynamically try to decide the detection mode to use. Furthermore, in [AACDFP14]
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and [AASDFT15], the authors aim to identify spatial regions and/or duration periods,
where local sensing would be satisfactory and spectrum database queries are unnecessary.
The objective is to reduce spectrum database queries in a dense network scenario to avoid
congesting the spectrum database and the control channel with spectrum queries. The
authors resort to a concept established through experimental studies, whereby at certain
locations cellular Received Signal Strength Indicator (RSSI) is used as a good indicator of
the accuracy of spectrum sensing for some TV channels owing to the common set of re-
flection, absorption-causing objects, and the large-scale path-loss. A vehicle collects RSSI
values off cellular towers and determines the amount of correlation relative to saved TVWS
saved data. A high degree of correlation implies local sensing results would be sufficiently
accurate and a database query is not needed. In [AASDF*15], this concept is further
enhanced by employing interference alignment techniques to increase the utilization of the

control channel used to disseminate database queries.

2.3 Security Issues

CR vehicles learn from and adapt to their environment. Therefore, an adversary can
manipulate the belief and behaviour of CR vehicles through false sensory input. This
manipulation could have a significant impact on the network performance and can lead
to a complete denial of service. In fact, CR-VANETS are more prone to security threats
than traditional CRNs due to their dynamic nature resulting in greater difficulty in de-
tecting and defending against attacks. In the literature, two major physical layer attacks
are strongly related to CSS. These are PU Emulation (PUE) attacks and Spectrum Sens-
ing Data Falsification (SSDF) attacks, also known as the Byzantine attack, [CPHRO0S].
Database assisted CSS techniques also face security threats such as location privacy and
jamming. In the following we outline some proposed CSS with security threat mitigation
techniques. Most of these techniques are proposed for the general CRNs, however some

are specific to CR-VANETS.
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2.3.1 CSS with Primary User Emulation (PUE) Mitigation Tech-

niques

In a PUE attack, an adversary masquerades as a PU by changing its transmission char-
acteristics (e.g., modulation, frequency, and power) to resemble that of a PU. Such an
attack is either to maliciously deny service to the CR-VANET or to selfishly obtain higher
access priority. A selfish attack would require the coordination of more than one node,
while a denial of service attack in a given location can be administered by a single node.
In all cases, both types of attacks can drastically limit available SOPs for legitimate CR
vehicles. Mitigation techniques proposed for PUE attacks in traditional CRNs mainly rely
on a combination of knowledge of true PU locations and RSSI. PUs are considered to be
mainly TV towers, and hence while an attacker in the vicinity of a TV tower will pass

the localization test, its received signal strength will be much weaker than a legitimate

PU [SQC13].

The authors in [FFEGAEMEB19] propose a localization technique relying on trilater-
ation and a Bayesian model for PUE position detection assuming uncertainty conditions.
More specifically, anchor nodes use trilateration based on RSSI measurements of the sig-
nal coming from either a PU or a malicious PU emulator in order to detect location. At
the same time a Bayesian decision model uses a cost function to check the legitimacy of
the PU. Furthermore, a two-stage PUE attack prevention scheme is proposed in [SSM19],
where learning and classification are performed at edge nodes and then core cloud nodes
are responsible for deeper machine learning that takes into consideration historical data.
The proposed method is compared to two other machine learning-based PUE attack pre-
vention protocols and is found to reduce false alarm probability to the secondary network,
and improve overall detection accuracy of the primary network. Due to mobility, localiza-
tion, as well as signal strength estimation is more involved and needs to be updated more
frequently in a CR-VANET. The impact of the vehicular environment on these mitigation
techniques is yet to be fully understood.
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2.3.2 CSS with Spectrum Sensing Data Falsification (SSDF) Mit-

igation Techniques

Spectrum Sensing Data Falsification (SSDF), also known as a Byzantine attack, is the
second major physical layer attack. SSDF occurs when an attacker reports incorrect local
spectrum sensing results to the FC in order to alter its spectrum decision. There are four
SSDF attacking strategies. These are “Always Yes”, where a Malicious SU (MSU) always
sends “1” to the FC regardless of the sensing result, “Always No”, where the MSU sends
“0” to the FC regardless of the sensing result, “Opposite Attack”, where the MSU sends
an opposite result to what it or other SUs sense, and “Completely Random Attack”, where
the MSU sends random sensing information with some given probabilities. Mitigation
approaches for the SSDF attack takes two directions. First, the FC needs to authenticate
submitted sensing reports to prevent injection of false information. Second, developing
more robust data fusion techniques that are less vulnerable to SSDF attacks by employing
the concept of trust or reputation of a CR vehicle. For example, the trust or reputation of
a SU would depend upon the accuracy of its sensing reports relative to the final sensing
decision. Furthermore, SSDF attacks cause a reduction in a CRN’s detection accuracy,
which consequently degrades throughput and causes harmful interference to the operation
of PUs due to more misdetection events. Therefore, trust and reputation management are
needed to calculate and update a Reputation Value (RV) [LYP14] for SUs. In the following
we shed some light over some centralized and distributed CSS techniques with SSDF attack

mitigation.

Centralized Techniques

The authors in [NVD18] and [BZY17] propose the most basic reputation-based CSS to
counter SSDF' attacks, where the FC determines the trustworthiness of SUs by assessing
their past behaviour. SUs with reputation values above a selected threshold, of 0.6, were
discarded from the decision making. The threshold is preset and constant throughout the

operation of CSS. Multiple other trust (or reputation) mechanisms have been proposed to

combat SSDF attacks in [PYLL13,ZPT14,FLC15,CZX"16,KSS17]. These efforts estimate
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the honesty of a SU by its historical behaviour and assign lower weights to sensing data
from less honest SUs during the fusion process. In [FLLT18|, the authors envision a
centralized CSS mechanism where a SU requesting the status of a given PU is called an
initiator while SUs that aid CSS are called collaborators. After receiving the sensing result
of CSS about the PU status from the FC, initiators send a feedback to the FC about the
validity of the sensing decision they received. These feedbacks are trusted by the FC. The
authors then envision a Collusive False Feedback (CFF) attack, where attackers conspire
with each other to form a collusive clique and exploit feedback data intentionally. More
precisely, a CFF attacker is assigned to be disguised as an initiating SU that will send
feedback to the FC in accordance with his conspirators’ sensing data. This would increase
their sensed trust value of the SU, and hence seen to be as honest with a high trust
after several rounds of attack giving the attackers the opportunity to start injecting false
sensing data and manipulate the FC sensing decision. The authors then propose a two-
level defence mechanism called FeedGuard to detect CFF attackers. At the request-level,
FeedGuard introduces the concept of feedback trust to reject CFF initiating SUs, and at
the feedback-level FeedGuard checks the collusion frequency or feature between initiating

and collaborating SUs.

Another centralized ED-HDF CSS mechanism that counters collusive SSDF attacks
is considered in [SJRB18] based on a Collision Penalty (CP) [DMHS12] parameter. The
PU penalizes the FC with a CP if it suffers collision, and the FC consequently penalizes
the SUs by dividing the CP equally among all of them, irrespective of whether they are
malicious or not. It is assumed that the FC knows the idle PU signal probability, and that
smart malicious SUs can overhear the decisions of the other SUs. The authors then identify
possible malicious strategies and adjust CP bounds accordingly. The impact of an imperfect
CCC on the identification of MSUs is analyzed in [MXP*18]. The authors then propose a
centralized ED-HDF reputation-based CSS scheme to differentiate malicious from Honest
SUs (HSUs) under independent, cooperative, and mixed SSDF attacks. The FC maintains
a threshold for each SU. If the reputation value of an SU is greater than that threshold it is
classified as honest, otherwise it is classified as malicious. Obviously, the choice of a good

reputation value threshold is crucial. The authors do not assume that the ratio of malicious
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SUs to honest SUs is known to the FC as in [RACV10], or that the threshold is fixed and
set to 0.5 as in [HGXE14], or that the CCC is ideal as in both [HGXE14] and [RACV10].
Centralized SDF-ED CSS mechanisms that use reputation to counter SSDF or Byzantine
attack are proposed in [CPB08,CCCL12,CPB12,LW15 DFC15,SN16, WSW*17, WSY*18,
WSWH18]. These are reputation-based versions of the sequential probability ratio test.

Machine-learning techniques also are useful in countering SSDF attacks. For example,
the authors in [YLC19] propose a centralized ED-SDF CSS technique which uses Maxi-
mum Mean Discrepancy (MMD) [GBR"12] as a distance metric between sensing reports
to distinguish between MSUs and HSUs. MMD maps the distributions of different sens-
ing reports into a high-dimensional, nonlinear feature reproducing kernel Hilbert space
associated with a kernel function suitable to achieve a good classification. With MMD,
two different sensing reports generated by different SUs can be differentiated even when
they have equal mean and variance. The FC then gives each SU’s sensing report a weight
which represent its distance from a genuine sensing report. The sensing decision is then

calculated by comparing the summation of all weighted sensing reports to a threshold.

Clustering techniques also can be used to counter SSDF attacks. The basic idea is that
HSUs will find themselves in the same cluster, while MSUs will be in a separate cluster.
The authors in [RNMT18], propose using clustering techniques on SUs’ sensing reports to
detect and isolate SSDF attackers in a centralized ED-HDF CSS that assumes an ideal
CCC and the majority decision fusion rule. An advantage of clustering techniques over
reputation-based methods is that they do not require pre-defined thresholds for the system

to operate.

As for CSS techniques proposed specifically for CR-VANETS, the authors in [LZG18§]
and [LZG17], address a challenge where a VSU could sporadically and randomly contribute
with abnormal data, due to either accidental equipment failures or random malicious be-
haviours. This makes the CSS output decision inaccurate. Given the fact that the real
occupancy state diagonal matrix is low-rank due to under-utilization of the licensed bands,
and that abnormal events due to accidental equipment failures or random malicious be-

haviours are random and sporadic, then the corrupted data matrix is sparse. Therefore,
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the goal, at the FC, is to recover the real spectrum occupancy state matrix from the noisy
and corrupted observations using the augmented Lagrangian multiplier approach. The
authors propose the Low-Rank Matrix Recovery - Robust Cooperative Spectrum Sensing
(LRMR-RCSS) algorithm for low traffic density environments. However, in a dense ve-
hicular network the computational complexity of LRMR-RCSS, would be prohibitive due
to large, highly-correlated matrices. Hence, the Weighted Low-Rank Matrix Recovery -
Robust Cooperative Spectrum Sensing (WLRMR-RCSS) algorithm is introduced, which
uses a distance-based correlation-aware VSU selection and weight assignment schemes to
select a limited number of uncorrelated SUs having higher sensing reliability out of the to-
tal VSUs. WLRMR-RCSS takes advantage of spatial diversity while reducing cooperation
and computation overhead. Another CSS scheme based on low-rank Matrix-Completion
(MC) [CRO09] is proposed in [QGP18] for MSUs detection, where channels sensed but cor-
rupted by MSUs are removed before making the final decision using the Adaptive Outlier
Pursuit (AOP) algorithm [YYO13,YYO12]. An estimation strategy for the rank of the
sensing information matrix and the number of malicious users also is proposed to avoid

requiring any prior information about the CSS network such as the ratio of MSUs to total

SUs.

Distributed Techniques

A number of distributed CSS techniques with SSDF defence have been introduced in the
literature. For example, the authors in [MV18b] test and compare the performance of
two CSS schemes in countering the effects of SSDF attacks in a mobile CRN using the
network simulator 2.31 (NS 2.31), namely the Cooperative Neighbouring Cognitive Radio
Nodes (COOPON) [JHKI13] and Pinokio [TZWM12, TJPM13] schemes. Pinokio utilizes
a Misbehaviour Detection System (MDS), which uses training data to profile the normal
behaviour of network nodes and then detects MSUs by checking the bit rate behaviour of
nodes. SUs that do not exhibit the normal expected behaviour are classified as malicious.
The COOPON scheme tries to detect selfish MSUs through cooperation among legitimate

neighbouring SUs. Neighbouring SUs exchange channel allocation information among each
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other to detect an overusing or selfish SU. Results show a performance degradation when
increasing the number of MSUs in the network so they propose a new scheme which employs
the Extreme Studentized Deviation Test to mitigate the SSDF attack in [MV18a]. The

new scheme is more resilient to the increasing number of MSUs in the network.

A hybrid ED-HDF reputation-based CSS is proposed in [BWD19]. SUs are arranged
in clusters and the leader of each cluster has the task of fusing reports from other SUs in
the cluster. Cluster leaders then exchange fusion results to reach a final decision. Within
a cluster, the cluster leader uses a weighted majority voting where weights are determined
based on reputation. The reputation of SUs is calculated using an online learning-based
algorithm, (i.e., an adaptive multiplicative weight update function). The rate of change of
SUs’ reputation is based upon the difference between the population of the majority and
minority, in a term called confidence. The higher the confidence level the higher the rate
the reputation increases or decreases. The use of an adaptive learning rate increases the
speed of detecting MSUs. Insistent Spectrum Sensing Data Falsification (ISSDF) is a form
of SSDF' attack specifically aimed at distributed CSS schemes that are based on iterative
average consensus where a MSU repeatedly broadcasts falsified sensing information in
all consensus iterations to maximize their effect [VCM15, BK18]. The authors in [BK18|
propose a distributed trust-based mitigation technique for ISSDF, where SUs analyze the
trustworthiness of received sensing reports by considering the mobility and energy values

of other SUs.

Finally, a special form of the SSDF attacks specific to CR-VANETSs and coined Speed
Adjustment Attack is introduced in [LGCP19]. In such an attack, multiple colluding
attackers, selfish or malicious, aim to evade data accumulation detection schemes of a
Distributed Cooperative Spectrum Sensing Algorithm (DCSSA), adopted from [LZL"12a,
EUHK13, ZGL"15], by rapidly changing neighbour-sets through vehicles’ speed adjust-
ments algorithm. The attackers seek to maximize the number of neighbour-sets affected
and minimize the number of attackers joining a single neighbour-set to maximize the effi-
ciency of error diffusion. This can speed-up the spread of wrong sensing-data efficiently in

a mobile highway scenario and hence increase the difficulty of detection.
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2.3.3 Attacks against Spectrum Databases and Mitigation Tech-

niques

Database aided CSS also face a multitude of security threats that can affect the accuracy
of spectrum information it acquires or the privacy of PUs as well as SUs if their infor-
mation are leaked in database query responses. In the following we briefly discuss some
of these database related security threats and their mitigation. The first threat is false
data injection into Spectrum Sensing Providers (SSPs) or databases. SSPs are crucial for
crowdsourcing, a promising approach to offer effective sensing information over a large geo-
graphic region. SSPs out-source sensing duties to distributed mobile users, thus benefiting
from the ubiquitous penetration of mobile devices into everyday life. SSPs then respond
to sensing information requests from SUs as in database aided CSS. Therefore, SSPs are
vulnerable to malicious sensing data injection attacks, where a MSU may opt to submit
false ED reports to inflate or deflate the final average. Secure crowdsourcing-based CSS is

discussed in [ZZZ713,BZGW19, Alm19].

Location privacy for both PUs and SUs is another major concern for database aided
CSS. A PU might hesitate to share its spectrum if its location’s privacy is leaked by sensing
reports or spectrum queries to the database. Furthermore, an attacker can infer a SU’s
location from its spectrum query or even its channel usage. Location privacy is investigated
in a number of publications as in [GZL113,CNDM19,DZL*19,GYH19,ZXZY19,CLG"19].
In [GZL*13] a Private Spectrum Availability Information Retrieval scheme utilizing a
blind factor to hide the SU location is proposed to thwart location privacy leaking from
SU queries. Another scheme leveraging encryption, interference calculation, and obfusca-
tion methods is proposed in [CNDM19]. In [GYH19], multi-servers are used for private
information retrieval that proves to be more efficient in terms of location privacy, while
in [ZXZY19] the authors propose a witness selection mechanism to generate distributed
location proofs that allow SUs to not provide location information to a database in the
presence of MSUs. Finally, an efficient privacy-preserving spectrum allocation scheme for

a crowdsourcing-based CSS architecture is proposed in [CLGT19].

The third database assisted CSS related security threat is radio jamming. Jamming is
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a Denial of Service (DoS) attack that disrupts communications at both the physical and
link layers of a wireless network [ZXYY19]. In a database aided CSS scheme, a jammer
could obtain spectrum information through database queries instead of stand-alone sensing
where a database cannot, in general, distinguish a jammer from a normal SU. Query-based
Jamming Attacks in database driven CRNs and a proposed Bayesian Jammer Inference
method are investigated in [ZFL*16] and [FKB*19]. Anomaly-based jammer detection, a

form of machine learning, is studied in [FNKF13].

2.4 Open Research Issues

The CSS techniques proposed in the literature for CR-VANETSs make simplifying assump-
tions that motivate further research needed for practical implementation. In the following
we discuss open research issue related to CSS in CR-VANETSs. The work done on CSS
for CR-VANETSs mostly assume that an ideal control channel is available for the exchange
of sensing reports and spectrum decisions. Even techniques designed for integration with
the WAVE protocol, assume flawless exchange of all CR vehicles’ coordination and sensing
reports traffic during the CCH period. However, access to the CCH is random through
carrier sense multiple access, and hence can experience collisions and loss of sensing reports
from some CR vehicles. Furthermore, the CCH of WAVE is mainly intended for safety
applications, some having strict delay and packet delivery rate requirements, and can be

already congested during peak hours of traffic [FGOA10].

Secure CSS for traditional CRNs is not a new topic, however the efficacy of many
secure CSS techniques in a CR-VANET is yet to be investigated. As discussed above,
CR-VANETS have unique characteristics and face additional challenges that must be con-
sidered when mitigating security threats. For example, the maintenance of a trust or a
reputation metric for each vehicle in a CR-VANET is a more challenging endeavour. The
assessment of a CR vehicle reputation takes place at the FC, which is either a RSU for
centralized techniques or an individual vehicle for distributed techniques. A FC, RSU or

vehicle, needs to collect a large number of sensing reports from other CR vehicles to build
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corresponding reputation metrics. However, this may not be possible in a CR-VANET due
to mobility. A CR vehicle will spend less time in the coverage of a single RSU, or has
a changing neighbourhood as other CR vehicles dynamically join or leave its neighbour-
hood. Furthermore, making a reputation decision based on a limited number of sensing
reports can be misleading, where a legitimate CR vehicle submitting inaccurate reports
due to environmental conditions such as shadowing can be considered malicious. Finally,
as pointed out in [CGO8|, security attacks can have a long-term impact on CSS techniques
that employ learning methods. An example for that is a prediction CSS technique that
utilized sensing statistics to calculate channels’ availability probabilities would be more
affected by PUE and SSDF attacks as they can span more than one spectrum decision

round.

Extending security measures to span the entire network stack also is advocated in
[CGO8], which requires developing a sense of identity for CR vehicles and developing a
mechanism for earning and using trust. The notion of identity allows building up learned
statistics specific to individual neighbours rather than to all neighbours combined. For
example, a CR vehicle does not only understand detected energy over a channel as an-
other wireless device, or even differentiate between a PU and a CR vehicle; but also can
distinguish two CR vehicles. This sense of identity enables a CR vehicle to learn trust
metrics about its neighbouring CR vehicles. Trust should be quantified at different lev-
els. At the medium access layer, trust would indicate if a vehicle is using more than its
fair share of bandwidth, or is not willing to participate in forwarding packets, or trying
to prevent other vehicles from communication. At the network layer, CR vehicles learn
trust information about the broader network from each transmitted and received packet
to develop policies about the routing and forwarding of received packets. One advantage
of upper layer processing, is that the trust information exchanged is usually cryptograph-
ically protected. The propagation of the cognition capability up the communication stack
of CR vehicles will motivate a multitude of cross-layer techniques that integrate security,

spectrum sensing, spectrum access, and routing.
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2.5 Summary

This chapter provides an overview of state of the art in CSS techniques proposed for CR-
VANETSs. We classified CSS techniques into detection techniques, prediction techniques,
and database-assisted techniques. Prediction techniques use sensing statistics to determine
the order of channels to sense in search for a SOP. We reviewed centralized, distributed, and
hybrid CSS techniques in the aforementioned classes. We then reviewed two major physical
layer attacks that face CSS. Namely, PUE and SSDF. We discussed the challenges of CR-
VANETSs that need to be considered when developing techniques to mitigate the effect
of these attacks. Some open research issues are then discussed including the allocation of
sensing responsibility to a selected number of vehicles to maximize detection accuracy while
maintaining an acceptable control communication overhead, and extending the cognition
capabilities up the communication stack to better address the security challenges of CR-

VANETSs.
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Chapter 3

Decision-Based Cooperative
Spectrum Sensing Using Random

Medium Access

3.1 Introduction

Cooperative spectrum sensing is a powerful means of enhancing the spectrum awareness
of cognitive radios in a fading environment by virtue of spatial diversity as opposed to
stand-alone spectrum sensing. The duration of this collaborative endeavor is proportional
to the sensing accuracy. However, an increase in sensing time causes a proportional loss
in network throughput. Therefore, it is important to reduce spectrum sensing time given
a spectrum sensing performance requirement, such as the probability of detection and/or
false alarm, is satisfied. The tradeoff between sensing accuracy and throughput loss is

referred to as sensing-throughput tradeoff [LZPHO0S|.

The spectrum sensing time is a function of the local sensing time as well as the man-
ner spectrum sensing data are collected from participating SUs. Reporting or collection of
sensing data also are critical to any practical implementation of CSS. The details of sensing
data reporting have been somehow overlooked in the literature, in spite of the thorough

investigation of several CSS techniques in terms of performance analysis. Two sensing data
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collection methods have been identified in the literature: round-robin and random medium
access. The first is to assign each participating SU an exclusive time slot to transmit its
sensing data. This, however, requires continuous synchronization and management of al-
located slots among SUs, especially when used in an ad-hoc setup where SUs continuously
change their location like in a VANET. The other method is to use random medium ac-
cess reporting, which is much simpler to implement. SUs are not allocated exclusive slots
to report their sensing data, but use dialects of the celebrated Distributed Coordination
Function (DCF) to coordinate access to a common control channel in a distributed man-
ner. More specifically, when the reporting channel is detected idle, each terminal takes a
random back off counter and transmits its report whenever this counter elapses. While it is
waiting, a terminal will pause its counter whenever it detects another transmission. Ran-
dom medium access reporting, intuitively, has two major effects on the CSS process: the
number of received reports is now a random variable due to the non negligible probability
of collision, and the reporting times need to be carefully balanced to achieve successful
reporting while not sacrificing throughput. Also, it is usually assumed that SUs use a ded-
icated channel to report their sensing results separate from the primary channel. However,
a dedicated reporting channel is not always available and SUs may have to report their

sensing results to the FC over the primary channel they are detecting.

Multiple efforts have been directed at balancing the sensing-throughput tradeoff. Some
works focused on optimizing the local sensing time to achieve a minimum sensing accuracy.
These, however, usually rely on the statistical characteristics of the PUs’ signals, which
might not be available to the SUs. Different SUs might also need different sensing times as
perceived PUs’ signals characteristics, even when available, vary across distant SUs in an
ad-hoc network. This limits the usefulness of local sensing time optimization, as terminals

will not report to the FC until they all finish sensing.

Reporting time reduction also has been investigated in the literature. A number of
researchers have investigated sequential detection with round-robin reporting, where in-
stead of using fixed sample size at each SU, SUs can terminate the sensing process early

once enough evidence is received about the PU activity. The FC in a centralized CSS
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scheme also can apply sequential testing. More specifically, in a two-tier sequential sensing
scheme, SUs gather samples for a given spectrum band then compare the accumulated
decision metric to a pair of decision thresholds, and then reports to the FC once the deci-
sion metric passes either threshold. SUs reports can be soft as in [NTK13] and [HSND11]
or a hard local decision as in [KTO07], [KT10], and [AM15]. The FC, itself, accumulates
its own decision metric comparing it to a pair of thresholds as well, and then broadcast-
ing its decision when either thresholds is passed and the CSS reporting process is termi-
nated [SS08, KT10, XZR09, KG10, LZL12b, STZ13]. Determining the optimal sequential
spectrum sensing time has been the focus of most of these studies. These works, however,
assume terminals transmit their reports to the FC at particular time slots specified by
and coordinated with the FC. Such a coordination is not always attainable. Furthermore,
the agility of sequential sensing requires simultaneous sensing and reporting, and hence
requires a dedicated Common Control Channel (CCC) [AM15]. While CR-VANETS, built
over IEEE 802.11p PHY/MAC layers, have that, it still constitutes a burden over the
WAVE/DSRC CCH that is originally intended for safety-related traffic. Moreover, using a
CCC implies reporting can only start after all terminals have successfully made a decision
or a maximum sensing time is reached, which would sacrifice the benefits of sequential

detection.

Cognitive Radio MAC (CR-MAC) using random access based on the Request To Send
(RTS)/Clear to Send (CTS) exchange of the IEEE 802.11 have been investigated in many
studies as in [ZTSCO07,JZS08,5SZ08,LW11]. The RT'S/CTS guarantees no interference to the
PU before transmitting SUs’ data, in addition to avoiding collisions among SUs [ZTSCO7].
Three-phase RT'S/CTS exchange is proposed in [JZS08] to exchange SOP information. The
first phase is for contention and reservation where source and destination SUs exchange
C-RTS/C-CTS messages while overhearing SUs refrain from accessing the shared medium.
SOP information exchange occurs in the second phase using S-RT'S/S-CTS messages. Fi-
nally, T-RTS/T-CTS messages are used to indicate the completion of data transmission.
To accommodate CSS, the RTS packet function is extended in [LJ10a] to Sensing data and
Request To Send (SRTS). Sensing data carried over SRTS packets are collected during a

fixed collection period, where the average number of collected SRTS packets is a function
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of the length of the collection period. Therefore, the collection, (or reporting), period du-
ration is predetermined according to the required sensing performance in what is known
as the fixed collection period method [Leelbal. This fixed collection period is improved by
having an adaptive collection period in [Leel3a] and [Leel5a|, where the optimal stopping
time is determined based on the collected SRTS packets. As each time slot passes, the
revenue vs. cost of ending the collection period is assessed. Backward induction is used to

derive the expected revenue or cost of ending vs. extending the collection period.

In this chapter, we study the performance of decision-based cooperative spectrum sens-
ing using random medium access. We derive closed form expressions for the detection and
false alarm probabilities as explicit functions of the size of the contention window. We
assume the absence of a dedicated reporting channel. Therefore, reports are transmitted
over a shared channel, with the PU. The reporting channel, similar to the sensing chan-
nels, experience multi-path Rayleigh fading on top of the possible interference from PUs,
so the possibility of decoding errors at the FC are accounted for. We also derive closed
form expression for the average reporting time. Derived results can play a pivotal role
in choosing the size of the contention window, and in choosing the number of reporting
terminals. Computer simulations are used to verify the accuracy of the derived results.
The remainder of this chapter is organized as follows. Section 3.2 describes the system
model while Section 3.3 describes the etiquettes of cooperative spectrum sensing using
random medium access. Performance analysis is conducted in Section 3.4. Numerical and

simulations results are given in Section 3.5 while conclusions are drawn in Section 3.6.

3.2 System Model

We consider a network consisting of K CR terminals, Ry, Rs, ..., Rk, distributed randomly
within a circle of radius r, and a FC R at the centre as shown in Figure 3.1. CR terminals
share a frequency channel with a primary user, P, randomly located within the same circle.
Cooperative spectrum sensing is employed by the CR terminals to examine the status, idle

vs. busy, of P before using the channel.
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Sensing and reporting channels follow a flat Rayleigh fading model. Hence, the average
gain of the P — Ry, P — Ry, £k =1,2,..., K, and Ry — Rg, £k = 1,2,..., K, channels are
written as Q,0 = (dpo) ™", Qi = (dpr)™", and Qo = (dro) ", respectively, where d,,,
d, i, and dy o are the distances between P and Ry, between P and Ry, and between R, and
Ry, respectively, while v = 4 is the path loss exponent. The transmission Signal to Noise
Ratio (SNR) of P is p, = %, where F, is the transmission energy and o is the variance of
the additive white Gaussian noise. Similarly, the transmission SNR of Ry, £k =1,2,..., K,
is denoted by px, and is written as pr = %, where Ej, is the transmission energy. In

this article, all CR terminals are assumed to have the same transmission energy, hence

P1r=pP2=" " =pPK =P
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Figure 3.1: System model.

3.2.1 Energy Detection

CR terminals use Energy Detection (ED) to examine the status of the PU P. ED is employed
locally at the CR terminals due to its simplicity, speed, ease of implementation and analysis.
CR terminal Ry calculates an estimate ¢, of the present energy after sensing the channel
for a sensing period t, seconds by summing 2u = 2t,W sensing samples, where WHz is the
channel bandwidth. CR terminal Ry, then compares ¢, to a decision threshold A to get
a local binary decision dy € {0,1}. More specifically, Ry sets dj, = 1 if ¢, > A, otherwise
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it decides that dy, = 0. These local decisions correspond to the hypotheses P is active,
denoted by Hi, when d;, = 1, vs. P is idle, denoted by Hgy, when d;, = 0. The decision
threshold A is chosen such that all terminals operate at a given probability of false alarm,
Ptq, which represents the probability of mistakenly assuming that P is active while it is

idle and given by [DAS03|

r
Pra 2 Prlg > A[Hy] =

(3.1)

where I'(+) and I'(+, ) are the Gamma and upper incomplete Gamma functions, respectively
[GRO7]. Note that, the decision threshold A varies from one SU to another, and from
one time frame to another for the same SU. ED performance is also measured in terms
of the probability of detection, FP,j. This probability is defined as the probability of
detecting that P is active, (i.e., Pyx = Pr[¢p > AH1]). Using the flat Rayleigh fading

assumption, [DAS03] has shown that this probability can be written as

Pd,kz = €

€ prl—e€ o T = s .
il 2(1+75,)

where 7, = p,$2, 1 is the average received SNR. Unlike Pp,, CR terminals generally

experience different detection probabilities due to differences in sensing channel gains,

hence, Py # Pya # -+ # Pyxk.

3.2.2 Decoding Errors

Local decisions are reported to the FC Ry over imperfect wireless channels. We use Binary
Phase Shift Keying (BPSK) modulation to marginalize potential decoding errors. We also
require all reports received in outage to be discarded by the FC.

Let cik, k=1,2,...,K denote the decoded version of dj, received at Ry from Rj. Further-
more, let ¢, denote the received SNR, given the hypothesis H, is true, and Signal to Inter-
ference plus Noise Ratio (SINR), given the hypothesis H; is true. Accordingly, the proba-
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bility that dy, is considered in the final decision by Ry can be written as Pr[yy > vu|H,],
j = 0,1, where v = 29 — 1 is the outage threshold and @ is the spectral efficiency.
Furthermore, the probability that dy is decoded successfully by the FC Ry is written as

Pr(d), = dr|H;] = 1 — P.pp,, where P, g3, is the corresponding decoding error probability.

In order to calculate the decoding error probability, P xj#,, 7 = 0, 1, we average the con-
ditional error probability of BSPK, (i.e., Q(v/2%), where Q(x) is the Gaussian Q-function),
over the conditional Probability Density Function (PDF) fyjy>+,:2,(¥) as follows

Prup, = / QD) funtsmrt, (), j=0,1. (3.3)

To solve this integral, we need to find the conditional PDF fyy>y,;(¢). Given the
definition of a conditional distribution along with the Cumulative Distribution Function

(CDF) of ¢, under H;, j = 0,1, given by [AAM15] as

1 — 6*111/71@07 j = 0;
Fy i (1) = 3.4
T/kaﬂ( ) _ Le—d’/ﬁk,o =1 ( )
Ti,0tVp, % o J ’

It can be readily shown that fy,|y>+,.x, (1) can be written as

;

%ﬂe%h/ﬁk,oe—@b/ﬁk,o’ j=0;

Finizmirt; () = (T + Tp o yen) €70/ Teoe ™/ Tro (3:5)
1 Vp.0 =1
| FroGro i) T Grotmpoo? |* 7 5
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Pegpty = Q(v/27m) — €70/ 7k, [ — Yo Q (\/Q%h (1 + _L)> ; (3.6a)

Vo +1 Vk0
LA @bk 0+1) /A0 1 ~
ar ,_ _ - e ; 2 Yk.0
Py k3, =~ _—L(Wk,o + Vpp%h)e%h/%’() Z — {(_— + 255) (_— + %h)}
Tp,0 =1 k0 Vk,0 il
L+l e Vth (2bi+1/7y o) 1 _ _ 1
T Z ( Tk0 <2bl + _—>6(2bm’“’0+1)/71”0 = {(_— + sz) (M + ’Yth)])
P Vih + i Yk,0 k0 Vp,0
(3.6b)

Using these expressions, along with the approximation of Q(1/2¢) proposed in [WLKI11,
Eqn.5], P kn;, j = 0,1, can be obtained in closed forms as written in (3.6a) and (3.6b). In
these expressions, E;[z] = [~ ‘%dt is the exponential integral function [GRO7], ay, =

and b = L[ cot (512 7)] [WLK11].

_1
2(L41)°

cot (

(L+1) ) 2(L+1

3.3 Cooperative Spectrum Sensing

3.3.1 Random Medium Access

CR terminals contend to send their local decisions to the FC Ry at the end of the local
sensing period using random medium access as shown in Figure 3.2. To avoid collision,
each CR terminal chooses a random counter, ¥y, from the window [1, cpax] according to

the uniform distribution. Therefore, the probability that Ry chooses any counter value, say

L CR terminal Ry waits Uyt seconds before

cy, where 1 < ¢, < cpay, is Pr[dy, = ¢,] = -
max

transmitting, where t;, is the duration of a time slot, which is equivalent to the time needed
to transmit a single local report. A CR terminal keeps listening to the channel while waiting
for its timer to expire. If the CR terminal detects a transmission, it pauses its counter until
the transmission ends!. Note that, transmissions are based on unacknowledged broadcasts.

Hence, the transmissions of two or more terminals will collide if they accidently chose the

ntuitively, this is based on the assumption that network terminals are within the transmission range
of each other.
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same counter. Since, terminals can not transmit and receive at the same time, collisions

are not detected by transmitting CR terminals.

-_) Choose ¢, ~ U[l,N],
wait ¢ .7,

Timer
expired

no

yes
Channel Sense l
Channel
Busy Broadcast
Report
yes >

| éuse
Timer

Figure 3.2: Block Diagram of the Random Medium Access Reporting Process.

3.3.2 Decision Combining

The FC Ry calculates a decision metric, D, after the reporting by combining successfully
received decisions from the terminals. Let M denote the set of successfully received de-
cisions, where 0 < |M| < K, | - | is the cardinality of the set M, then D can be written
as D =dy +do+ -+ cZ|M|. The FC decision is made by comparing D with a decision
threshold Dyy,. In this chapter, we use the logical OR fusion rule, and hence Dy, = 1. If
D > Dy, then Rg decides that P is active, otherwise, it decides that P is idle. If no local
sensing decisions are received, (i.e., [M| = 0), then the FC Ry makes no decision and the
cooperative spectrum sensing process is repeated in what is referred to as a “fail to sense”

event.
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3.4 Performance Analysis

3.4.1 Probability of Detection and Probability of False Alarm

According to the aforementioned decision rule, Ry decides that P is active only when
it successfully receives at least a single report with a value of “1”7. Hence, the overall
probabilities of detection and false alarm, denoted by Qq and Q),, respectively, can be

written

Qa = Pr[D > 1|Hi] = 1 — Pr[D = 0|H4], (3.7a)
Qo = Pr[D > 1|Hg) = 1 — Pr[D = 0|H,). (3.7b)

For a decision to be made, the number of elements in M has to be nonzero. Hence, it can
take any value between ‘1’ and ‘K’. In either case, there has to be an equal number of
counters that are taken by a single terminal, and that each of these terminals has to have
a decoded decision of “0”. Mathematically speaking, ()4 and Q)¢, can be rewritten using

the total probability theorem as

K

Qa=1-> Pr[|M| = ([Hi] Pr[D = 0[Hy; ], (3.82)
Czl

Qra =1 PrlIM| = ([Ho] Pr[D = 0[Ho: (). (3.8b)
¢=1

A transmitted decision dj, is considered an element of M if it did not collide with any other
transmission, and if it was received without an outage. The independence between these
two events allows us to expand Pr[|M| = (|H,], j = 0,1 as Pr[|M| = (|H;] = Pr[Kaione =
¢, Nsuccess = C|H;] = Pr[Kaone = (] Pr[Nsuccess = C|H;], where Kyjone is the number of
counters chosen by a single terminal, while Ng,ccess is the number of reports that have not
experienced outage. To proceed, we first need to calculate the probabilities Pr[Kjone = (]

and Pr[Nsuccess - C|H]], ] = O, 1.

The random variable K, corresponds to a special case of combinatorics where a
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number of terminals, K, will be distributed over a number of counters, ¢p.., such that
only (¢ terminals will have unique counters, while the remaining K — ( terminals will
be sharing counters. More specifically, there will be at least two terminals per counter,
and hence, the maximum number of chosen counters will be ¢ + ¢, where ¢ £ [3(K—=¢)].
Using the r-associated Stirling numbers of the second kind [Com74, Sec.6.2], the probability

Pr[Kalone = (] can be written as

PI‘[Kalone = C] = CKL (Ié) (CH&&X>

¢

XY S(K —¢,i,2) (Cm"i_ C)i!, (3.9)
=1

where the —— factor if the probability of choosing K counters, (Ié) (C"‘C‘“"‘) is the number

of different ways of assigning ¢ counters to ¢ terminals, while the summation term is the

number of ways of allocating the remaining K — ( terminals to a maximum of f counters
such that each counter is chosen by at least two terminals. Finally, S,.(n,k) is the r-

associated Stirling number of the second kind defined using the recursion

Sr(n+1,k) = kS, (n, k) + ( " 1) Sp(n—r+1,k—1), (3.10)

r —

where S,.(n, k) = 0 for n < rk.

Next, the probability Pr[Nuccess = ¢|H;], 7 = 0,1, can be written as

()
Pr[Nsuccess = C|Hj] - Z A‘TL|HjA'n|Hj7 (311)
n=1
where N(¢) = (Ig) = % is the number of permutations of K elements taken ( at

a time, A,y is the product of the probabilities Pr[ip > ywm|H;], 7 = 0,1, of the ¢
terminals chosen in the n'* permutation, while Knmj is the product of the probabilities
1—Pr[ty > yn|H;], = 0, 1, of the remaining k — ¢ terminals in the n'™ permutation. The
probability Pri, > vm|H;], j = 0,1, can be calculated using (3.4) since Pr{iy, > vn|H;] =

1 — Fym,; (), 5 =0, 1.
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Finally, the probability Pr[D = 0|H;;(] in (3.8a) and (3.8b) can be calculated similar
to (3.11) but using different probabilities. More specifically, we can write

N(Q)
Pr[D = 0[H;;¢] = Y Bujs, Bapp,, (3.12)

n=1

where B,,3;, and Enmj are defined similar to A3, and Knmj, but using different proba-
bilities. Instead of using Pr[¢; > vn|H;] and its complement, By, and Enmj are defined
using the probability Pr[d), = 0|#H;], j=0,1, k=1,2,..., K, and its complement. Using
(3.1), (3.2), (3.6a), and (3.6b), this probability can be written as

Prld, = 0[Ho] = Pr[gn < AHol(1 — Poriy)
+  Prior > NHolPe o

= 1- Pfa - Pe,k|?—[0 + 2PfaPe,k|7-lga (313)
when j = 0, and

Pr(dy = 0|H,] Pr(gy, < N HAJ(1 — Pegpp,)

+ Prioy > NHa| Pk,

1 — Pyg — Pegppy + 2PanPe i, (3.14)

when j = 1.

By substituting (3.9), (3.11), and (3.12) in (3.8a) and (3.8b), the desired detection and
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false alarm probabilities can be rewritten in (3.15a) and (3.15b) respectively.

wor £ (S o]
S AWHIATLW1 S n|#, B nl% (3.15a)
] (£}

n=1

O o

2

i=1
N(¢ N(©)

n=1

3.4.2 Reporting Time

Another important performance metric is the reporting time. Following the etiquettes of
the random medium access described in Section 3.3, reporting time can be written as the

summation of two components as follows
rcp (79 + Kdlst)tt57 (316)

A A . . . .
where ¥ = max{v¥y, s, ..., 0k} is the maximum chosen counter while Ky is the number

2

of distinct counters®. Based on this formulation, it can be readily deduced that 2t;, <

trep < (Cmax + K)tis. The average value of this time, denoted by ., can be obtained by

taking the expectation of (3.16) as follows
frep = B[] tss + B [Kaist trs, (3.17)

where E[] is the expectation operator. The mean value of ¥ can be obtained as follows.

First, the probability Pr[d < 6] can be written as

Pild < 2 Fy(0) = (5 )K. (318

Cmax

2Tt should be emphasized that Kgis; and Kaione are two different random variables.
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Next, by taking the difference between F(¢) and Fj;(¢ — 1), the corresponding PDF can

f@(C)éPr[ﬁzé]z( ‘ )K— (C_l)K. (3.19)

Cmax Cmax

be written as

~

Hence, the desired mean value, E[¢], can be written as

Bl = — > {1 - X ) (3.20)
max Czl

On the other hand, the PDF of Kg;; can be obtained using the Stirling number of the
second kind [GRO7, 9.744]. More specifically, we can write

Prlf = = () S (1) () (3:21)

max ]:0 j

where (C"Z"‘) is the number of unique ways of choosing ¢ counters from a set of ¢, counters,
while the summation term is the number of ways of distributing K terminals over these (

counters. Using this PDF, the mean value, E[Kg], can be obtained as

E[Kuw] = ¢ (‘2) S (1) (C.)f? (3.22)

max <:1 ]:0 ]

3.5 Numerical and Simulation Results

In this section we evaluate the accuracy of the derived results by comparing them to
simulation results. We also will compare the results to the round-robin case, where reports
are transmitted in a pre-scheduled manner. Fig. 3.3 shows the detection probability as
a function of ¢y, for different values of K. Intuitively, the smaller the value of ¢y
the more collisions the terminals will endure. Hence, the number of successfully received
decisions will be small which will decrease the detection probability. Observe that even

when ¢, = K, the random nature of counter selection forces a non-negligible number of

Erep
tts

collisions. Fig. 3.4 shows the relative average reporting time, (i.e., ), as a function of

K. Interestingly, this figure shows that random medium access requires more reporting
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time than round-robin reporting only when the number of terminals is small. When the
number of terminals grow, this behaviour is reversed. In all of our results we verified that
the upper and lower limits of the 95% confidence interval are so close that they practically
coincide with the simulation points, (i.e., the sample distribution mean). For more on the

calculation of the 95% confidence interval see Appendix A.

-
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o
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T

—Random Medium Access [Ana)
0 Random Medium Access [Sim]
= -Round Robin

o
~

Probability of detection, Qq
o o
N D

0 10 20 30 40 50 60 70 80 90 100
Size of contention window, ¢y

Figure 3.3: Detection probability as a function of ¢y, for different values of K. The
following parameters are used: » =1, ) = 0.2, p, = —10dB and p = 5dB.

60 T T T T
—Random Medium Access [Ana)
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Figure 3.4: Relative average reporting time, t,,/ts as a function of K for different values
of Cpax.
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3.6 Summary

The problem of decision-based cooperative spectrum sensing using random medium access
is presented. We have derived closed form expressions for the detection and false alarm
probabilities, in addition to the average reporting time. The derived results showed direct
dependence of these metrics on the number of network terminals as well as the size of the

contention window.
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Chapter 4

Cooperative Spectrum Sensing Using
Random Medium Access Sequential

Reporting

4.1 Introduction

In the previous chapter we studied the performance of decision-based CSS using random
medium access, the OR-decision rule at the FC, and a fixed reporting phase duration.
In this chapter, we study decision-based CSS using random medium access sequential
reporting and a K-out-of-M decision rule at the FC. Early termination sequential reporting
allows the FC to terminate the reporting phase once it receives sufficient evidence about
the status of the primary user, and hence has the potential of reducing the duration of the

CSS reporting phase and increasing the overall system throughput.

The majority of works on CSS assumes scheduled reporting in a round-robin manner,
which requires the presence of a central terminal to coordinate it in a Time Division Medium
Access (TDMA) manner. On the other hand, terminals in a vehicular network for example
access the common control channel using random medium access based on certain access
categories. Hence, the average reporting time and the final decision varies based on the

number of vehicles that successfully transmit their local decisions, or sensing information in
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general, to the entire network. Therefore, we are interested in random medium access-based
reporting using unacknowledged transmissions, (e.g., the case of vehicular networks using
IEEE802.11p, where terminals use random back-offs to avoid colliding with each other).
Each terminal chooses a random back-off counter before accessing the channel. Once this
counter expires, the terminal performs a clear channel assessment. If the channel is found
empty, the terminal transmits its decision, otherwise, it choose another back-off counter

and repeats the same process.

The current principal works in the field of random medium access reporting are [L.J10b,
Leel3b, Leel5b]. In these works, the authors considered a centralized network where the
duration of the random medium access period is designed to strike a balance between
spectrum sensing accuracy and throughput. In our work, the reporting period is not pre-
determined, but rather depends upon reaching enough evidence to terminate the reporting
phase. More specifically, In this chapter, our objective is to derive the detection and
false alarm probabilities as well as the average reporting time, in number of time slots,
as functions of the medium access process. This will indicate to us the possible reduction
in the reporting phase duration of decision-based CSS using sequential reporting and the
K-out-of-M decision rule at the FC. The remainder of this chapter is organized as follows.
Section 4.2 describes the system model while performance analysis is conducted in Section
4.3. Numerical and simulations results are given in Section 4.4 while conclusions are drawn

in Section 4.5.

4.2 System Model

We consider the network shown in Fig. 4.1 consisting of K CR terminals, Ry, Ro, ..., Rk,
randomly distributed within a circle of radius r centred around a FC Ry. The objective is to
examine the status of a PU transmitter, P, that is located within the same circle. In doing
so, terminals {Ry } &, use hard decision fusion centralized CSS according to the K-out-of-M
decision rule. The channels between all terminals are assumed to follow a flat Rayleigh

fading model. The transmission SNR of P is p, = %, where L, is the transmission energy
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Figure 4.1: System model.

of P and o2 is the additive white Gaussian noise variance. Similarly, the transmission
SNR of CR terminals {Ry}/—, are denoted by p; = p» = --- = pg = p = L&, where the

transmission energy F is the same for all CR terminals.

4.2.1 Energy Detection

Energy detection is used to examine the status of PU P. After listening to the channel
for T, seconds, terminal {R;}& | calculates an estimate of the present energy by summing
2u = 2T,W samples of the channel, where WHz is the channel bandwidth. This estimate,
denoted by {¢x}&_,, is then compared to a decision threshold, A, to make a local decision
{dp}5, € {0,1}. More specifically, if {@x}, meets or exceeds A, then {Ry}E | sets
{dp}E, = 1, otherwise, it decides that {d;}£, = 0. These local decisions correspond to
choosing that P is active (denoted by #H;), when dy = 1, and that P is inactive (denoted by
Ho), when dj, = 0 respectively. The decision threshold A is chosen such that all terminals

operate at a preset probability of a false alarm, denoted by P, given by [DAS03]

r
Pro 2 Prigy > A[Hy] =
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where ['(+) and ['(+, -) are the Gamma and upper incomplete Gamma functions, respectively
[GRO7]. In addition to this probability, the performance of energy detection is measured
using the probability of detection. Recalling the Rayleigh fading assumption for the P —
{Ry}£, sensing channel, the detection probability of {Ry}_, can be written as [DAS03]

u—2

o[>

Pd,k = e

’yp,k

N N 1+75,,1""
27!

=0
u—2 — 1
. S A 1 >\’}/ L !
< e — ety e [ (42)
{ Zz:; Z! 2(1 + ’yp,k)

v

where 7, ;. = pp$2,x is the average SNR, €, = (d,x)”" is the average channel gain, d,
is the distance between P and {R;}£ |, and v = 4 is the path-loss exponent. It should
be remarked that unlike the case of probability of a false alarm, different terminals have
different probabilities of detection, (i.e., Pyy # Paa # -+ # Payk), because Q,1 # Q,2 #

£ Qg

4.2.2 Decoding Errors
Case of H,

After making local decisions, CR terminals transmit their local decisions to the FC Ry
using BPSK modulation. The received signals at Ry can accordingly be written as y; o =
\/Ehk,O(Qdk—l)—{—ng, k=1,2,..., K, where hj is the channel coefficient while ng is a zero-
mean additive white Gaussian noise with variance o2. We assume the FC Ry has perfect
knowledge of the channel coefficients, hj, hence it uses coherent detection to obtain a
decoded version of dj, denoted by dk The received SNR at the FC can then be written
as Yk.o £ U—E2|hk,0\2 = plhio|?>. Due to the Rayleigh fading assumption, the received SNR
Yr0 is an exponentially distributed random variable with mean value %, , = p€2; 0, where

Qpo = (d;w)_y, and dy o is the distance between {R;}< | and the FC Ry.

The FC Rq excludes reports that experience a capacity outage to reduce the impact
of decoding errors. More specifically, Ry excludes Ry o’s report if the channel spectral

efficiency Co = %log(l + Vo) fell below Ry’s transmit spectral efficiency, ¢. This is
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equivalent to the condition v;0 < Y, Where 4y £ 220 _ 1. Therefore, the decoded local

decision, czk, experiences a decoding error with probability P, x5, that can be written as

Pe o = Prldy, # diHo) = / Q(v/279) fyirzrante (M, (4.3)
Yth

where Q() is the Gaussian Q-function, Q(\/Qy) is the conditional bit error probability
of BPSK, while £, v, o>y (7) is the conditional Probability Density Function (PDF)
of Yo given that 740 > 7. Using the exponential PDF of v, given by f,, (v) =

%Loeﬂ/ Tko it can be readily shown that

0, ¥ < Yiws
f'Yk,O|"/k,02'Yth§H0 (7) = (4.4)

%e%h/ﬁk,oe—’ﬂﬁk,o’ Y > Yin-
k,0

Hence, solving (4.3) using (4.4) we can write a closed-form expression for P, y, as

3 7
Perm, = Q(\/%)_evth/vkyo #

x Q <\/2%h (1 + %)) : (4.5)

Case of H;

When the PU P is active, the received signal at the FC Ry becomes y; o = \/Eh;ao(Qdk —
1)+ \/thp,gs +ng, k=1,2,..., K, where h, is the coefficient of the P-R, channel, while
s is the constant-amplitude modulated transmitted signal of the PU P. Due to our coherent
detection assumption, the Signal to Interference plus Noise Ratio (SINR) at the FC Ry

; & Elhol® o s E, 2 .
given by ¢ = Folhoo 2107 = ThoiT where 7,0 = 5 |hpo|®. After comparing 950 to Vi

and discarding capacity outage instances, the probability of decoding error experienced by

o4



the decoded local decision, dk, can be written as

Py, 2 Prldy # diHi]
= Q(\@)f¢k,0|¢k,02%h;%1(w)d¢7 (4'6)

Yth

where Pr[-] is the probability operator while fy, i o>yumi, (¥) is the conditional PDF
of Yo given that ¥p ¢ > mn. To obtain this PDF, we start by finding the Cumulative
Distribution Function (CDF) Fy,  (¢) using the definition of ¢y . Because ;0 and 7,0

are exponential random variables, it can be shown that Fy, (i) is written as [SS10, AAI13]

Vk,0 —p/
Fy (@) =1— —"0 =%/ Tko, (4.7)
Ve ’}/k,o + 717,01/}

Next, fy, oleno=ymsr: () is calculated using the definition of a conditional distribution

[PP02], giving us

o 10, ¥ < Yin;
A
‘ = 4.8
fwk,o\wk,oZ%h,’Hl(w) o Fip o ()~ Fiy o (n) o> ( )
1=y, ¥ = Tih
which, after using (4.7) and some mathematical manipulations, gives us
flﬁk,olwk,()z%hﬂﬁ (@D) =
(
0, Y < Vi
(Vo +Tp0¥0) -0/
= (= = (4.9)
YeoTro0 + Tpo¥)

) 1/} Z Yth-

+7p,0 (71@,0 + 7p70'7th) e(’Yth*w)/Vk,o
\ (Veo + Vpo¥)?

Finally, by solving (4.6) using (4.9) and [WLK11, Eqn.5|, P, rj, can be written in the
closed-form given in (4.10). In this expression, E;[z] = fxoo 6Tftclt is the exponential in-

tegral function [AAI13] while the coefficients {b(}}/1' are given in [WLK11] as b =
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£ ot (57 (L+1) m) — cot (ﬁ”)]

1 _
Pe ~ = ~ %h/’Yk,O
| Ha —2(L T 1)%’0 (Vk:,o + Vp,o%h)e
LA o(2bk0+ 1) /Ap.0 1 LAl o=vn 26141/ )
e ) P, Y e
X E — E; [(_ + le) (—k L %h)] g ( oo
= Vk,0 Yk,0 Vp,0 —1 Yth + =

1 - - 1 .
- <le + _—)6(21)”’“’0“)/7”’0 E; {<_— + 251) (@ + %h)}) - (4.10)
Tk,0 Tk,0 Tp,0

4.2.3 Random Medium Access

CR terminals {R;}X , contend to transmit their reports to the FC Ry using random
medium access. In particular, each CR terminal, independently, chooses a random back-off
counter, {c; 1 | from the range [1, N], where N is the number of time slots in the reporting
window. Once ¢ expires, Ry transmits its local decision. This work examines the case
where counters are assumed to follow a discrete uniform distribution with a Probability

Mass Function (PMF) of Pr[cy =n] = +, n € {1,2,...,N}.

4.2.4 Sequential Reporting

Random medium access reporting consumes, on average, more time slots than round robin
reporting [AASM16]. This is undesirable for an agile CSS scheme. Sequential reporting is
used to mitigate this by terminating the reporting process once the FC Ry receives sufficient
evidence about the PU status. The FC Ry maintains a decision metric, ©,,, and updates
it at the end of every time slot using the recursion ©,, = ©,,_1 + 6,,, where 6, € [0,1] is
the newly received evidence about the status of P. By default, 8,, = 0 unless Ry receives a
single report at the n'® time slot that is not in outage and has a decoded value of 1. The
FC, Ry, terminates the reporting process and makes a final decision that P is active, (i.e.,
chooses H;), once ©,, meets the decision threshold, Oy, € [1, K]. Two early termination

schemes are defined according to the way a H, decision is announced as noted below:
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Early Termination 1

In the first early termination rule, ET;, the FC Rg chooses Hy only when the number of

remaining time slots, N — n, cannot bridge the gap between ©,, and ©y,. That is when

The 1 in the last expression comes from the fact that Ry terminates the reporting process

immediately once the condition ©,, + (N — n) < Oy, is met.

Early Termination 2 (Faster H, Decision)

The aim of the second early termination rule, ET5, is to reduce the time needed to make a
H, decision, (i.e., P is idle), and hence R will choose H once it receives Oy, “0” reports,
where a “” report is a report received by Ro with dj, = i,i € {0,1}, or if the number of
remaining time slots, N — n, cannot bridge the gab between ©,, and O,. If the FC Ry

receives O, “0” reports then
@n = An — @th; An < 2@“1 (412)

where A, is the number of reports received by Ry after n time slots.

4.3 Performance Analysis

We investigate the system performance in terms of the probability of detection (Qg4), the
probability of a false alarm (Qy,), and the average number of time slots needed to make
a decision under each hypothesis, (i.e., Nyj, j € {0,1}). The probability of detection is
the probability of making a H; decision when the PU is active, (i.e., Pr[H;|H1]), while the
probability of a false alarm is the probability of making an H; decision when the PU is
idle, (i.e., Pr[H;|Ho]).
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4.3.1 Probability of Detection, ()4, and False Alarm, ()y,.

An event of detection occurs once ©,, reaches Oy, which can happen at n = O, Oy, +

1,..., N. Hence, (); can be written as

Qa = Pr [(@@th = ®th) U (@@tthl = ®th) U cee
U (en = @m)]. (4.13)

To turn this into a sum of probabilities, we can replace the individual events with the
mutually exclusive sequence of conditional events Og,, = O|O0,,-1 = Om — 1,00, +1 =
OO0, = Owm —1,...,0y = O1|On — 1 = Oy, — 1. Accordingly, for ETy, (4.13) can be

rewritten as

N

Qd,ET1 = Z PT[@n = @th|@n—1 = O, — 1§H1]
”:]Sth (4.14)
= Y Pr[0, = Oy, = 1;Hy].
n=0y

The condition (6,, = 1) in (4.14) ensures the events Og,, = O4,|O¢,,—1 = Ot — 1,00, +1 =

OO0, = Owm — 1,...,0y = Oy |On — 1 = Oy, — 1 are mutually exclusive.

The overall probability of detection for the second early termination rule, given by
Qa.Em, differs slightly from Qg g7, to account for the fact that an event of detection,
©,, = Oy, has to occur before Oy, “0” reports are received by Rg. Therefore, Qg g, can
be written as

N

Quer, = Y Pr[0, = Ou|0,_1 = Oy — 1; A, < 204,; 1,

n=0yy
N
= Y Pr[0, = O/, = LA, < 20.,; M.

n:eth

(4.15)

Therefore, the conditional Probability Mass Functions (PMF) Pr[©, = ©w|0, = 1;H,]
and Pr[0, = Oul|0, = 1; A, < 204,; H1] are needed to calculate Equations (4.14) and
(4.15). To do that we note that the decision metric ©,, follows the Binomial distribution,
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where successive time-slots represent a sequence of symmetrical Bernoulli trials, whether
Rg successfully receives a report or not. Not receiving a report means that the time-slot is
idle or experiencing a collision and/or outage. The trials are symmetric across time-slots
as terminals select their counter value following the uniform distribution. Also, the local
detection and decoding error probabilities of Ry are independent of the reporting time-slot.

Note that this is not true for the heuristic energy-based priority reporting scheme.

Let the probability of successfully receiving a report be g3, j € {0,1}, then due to the

mutual independence between collision and outage events we can write

K N-1
_ - — \K-1 >
OHo ;(N> X ( I )5 X Pr[yko > | Hol,
f v (4.16)
_ L — LK1 >
OH,4 1;1(]\[) x ( N ) X Pr(tgo > | Hal,

This probability, oy,, is averaged by simulation to remove its dependence on the fading
and the terminals’ choice of counters. A successful reception can be further split into a
“17 report, and “0” report. Using Pyi, Pfq, and P.j, we can write the probability of

successfully receiving a “1”, py,, and that of receiving a “0”, ¢y, as

PHo =0, X [Pfa(l - Pe,kIHo) + (1 - Pfa)Pe,kIHo]a
Py =01, X [Par(1 = Pejpppe,) + (1 = Pag) Pea, |,
SHo —O0H, X [Pfa : Pe,k\’Ho + (1 - Pfa)(l - Pe,kH—[o)]a

Sy =0m, X [Pag+ Pegppy + (1= Pag)(1 = Pegmy)]-

(4.17)

The conditional PMFs in (4.14) and (4.15) can then be calculated by dividing the N
time-slots before and after time-slot n. The value of 6, is fixed to i € {0,1}, while the
before part has (n — 1) time-slots which can host any combination of ({ — i) “1” reports
and (0 —1+4) “0” reports, where § represents the number of zeros before n and is varied
from (1 —4) to (n — ¢). The number of time-slots where there are no successful receptions
will then be (n—(—9). The after part of the sequence of time-slots is not constrained to a

given number of “1” or “0” reports and hence we need to cover all possible combinations.
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The conditional PMF Pr[©,, = (|6,, = i; ;] is then given by

¢—i

S m—1—(Cti e
XLZ( §—1+i >'§g‘j'(1_99{j) M}

=1—1t

. n—1
Pr[©, = (|0, =i, H;] = ( ) -pi[j

N—n

X (V) a0

q=

The probability of detection at the FC for ET}, Q4 gr,, can then be obtained by sub-
stituting (4.18) into (4.14). Furthermore, the conditional PMF Pr[0, = Ou/0, = 1; A,, <

20y,; H1| can be written as

. n—1
Pr[©, = (|0, =i; A, < 2¢H;] = (C—i> 'P%j

min(n—¢,(—1) X
n—1—C+1 5 o
X 69 (1= g )0
|: . ( 5—1 4 ) g’Hj ( QHJ) :|

N—n
N —n |

X {Z( ; )-ggf{j-u—gﬁj)N q},z,jG{O,l}. (4.19)

q:
Also, Qq,r1,, can then be obtained by substituting (4.19) into (4.15). Finally, we note
that the probability of a false alarm at the FC, Q,, for all early termination schemes can
be obtained in a similar fashion simply replacing H; with H, in (4.14) and (4.15) and
accordingly in (4.18) and (4.19) respectively.

4.3.2 Average Number of Time Slots

In this section we look at the average number of time-slots needed before making a decision
under each hypothesis, NH].. Early Termination (ET) occurs after time-slot n if ©,, reaches
O, wWhere an H; decision is made. Declaring a H, decision differs from ET; to ET.
Declaring these two decisions, (i.e., Ho and H;), cannot occur at the same time. Hence,
total probability theorem can be used as in [AAM15] to calculate the probability of making

a decision after time-slot n, denoted P,3;, as the sum of probabilities of making these two

60



decisions after time slot n. Therefore, the average number of time-slots needed before

making a decision under hypothesis H;, j € {0, 1}, can be written as

N
Nu,= D nx Pup,j € {0,1}, (4.20)

n:@th

In the following we outline the closed-form expressions of Py, j € {0, 1}, for ET', and, ET5.

Early Termination 1

The FC, Ry, declares a Hg decision when O,, reaches (O, +n — N — 1), and declares a H;
decision when ©,, reaches ©,. The term P3,;,7 € {0, 1}, is then given by

P, = Pr[(©, = 0u) | J(©n = Ou +n— N -1)],
— P[0, = O, = 1, H,]+ (4.21)
Pr[©, = Oy +n— N — 116, # 1, H,].

The term, Pr[©,, = Ou0, = 1;H,], is given by (4.18), while the term Pr[©, = Oy, +n —
N — 1|6, # 1;H,]| is given by

Pr[©, =0y +n—N—1|0, #1;H,] =

n—1  pOurtn—N-1
®th +n—N-1 H;
N—-O4,
N — @th> 5 N—Om—b
X sy, - (1 — oy th
() e

(1= pu,) - (1— @Hj)N@t”ﬂ

X {g (Nq_n) 0%, (1= Qyj)N"ql ,j€{0,1}. (4.22)

q=
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Early Termination 2

The FC, Ry, declares a ‘H, decision when ©,, reaches (A, — Oy,) or (O, +n— N — 1), and

declares a H; decision when ©,, reaches O,. The term Py, j € {0,1}, is then given by

Pope, = Pr[(©, = Ow) | J(©n = A, — O4)
UJ©n=6w+n-N-1),
— P1[0, = Oul, = 1; A, < 200, Hj]+
Pr[©, = A, — Owlb, = “07;
max (0,0, +n — N) <0, <min(Oy, — 1,n — O ); Hy|+
Pr[©, =0y +n— N — 1|6, # “17;H;]. (4.23)

The term, Pr[©, = Ow|0, = 1;A, < 20,;H;], is given by (4.19), while the terms
Pr[©, = A, — 0|0, = “0”;max(0,0 +n — N) < 0, <min(Oy, — 1,n — BOy,); H;| and
Pr[©, = Oy +n — N — 1|6, # “17;H,] are given by

Pr[®, = A, — Owl|0, = “07;

max(0, Oy, +n — N) < 0, <min(Oy, — 1,n — Ou); H;] =

min(G¢, —1,n—B¢p)

Z n—1\ o (n—1-6,
. o, ) " en-1

n=max(0,0¢,+n—N)

. ggjh . (1 — QH])n_ch_en}

A (Vo) 1o oy a2

q=0 q
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Pr[©, = Oy +n— N — 1|0, # “1”;H,] =

n— 1 X p@th—‘rn—N—l
@th +n — N -1 M

Oup—1
N-0©0 o
- [ )3 ( 5 th)‘[%'(l—@w)N G0

6=0

(L= pw,) - (1= QH,JN‘@“]‘(S]}
X |:Nz_:n

q=0

(N q— n) o, (1 QHj)N_”_q} ,j e {0,1}. (4.25)

Note the similarity between equations (4.22) and (4.25), where the main difference is

in the boundary conditions of some of the summation functions.

4.4 Numerical and Simulation Results

4.4.1 Accuracy of Derived Results

We now look at the accuracy of the derived results by comparing our analysis to simulation
results for different parameter values. The following parameter values are common in all
results: CR terminals transmit SNR p = 6 dB, PU transmit SNR p, = 0 dB, radius r = 1,
spectral efficiency ¢ = 0.1 bits/sec/Hz, and the sampling parameter v = 20. The number
of CR terminals K, the maximum contention window size N, and the decision threshold
Oy, are all specified on the figures. Initially, we test the first early termination rule, E'T},
varying the contention window, N, the pre-determined probability of a false alarm at each
terminal, Py,, and for Oy, = 2. Fig. 4.2 shows the detection performance by plotting the
probability of misdetection, @),, = 1 — Qq, vs. the probability of a false alarm, Q¢,, at the
FC. The average number of time slots needed to make a decision, (i.e., the speed of the
sequential reporting paradigm), for ET} is shown in Fig. 4.3. We can see that ET} can
reduce the reporting time by 25-50%. Next we look at the detection performance of ETy in
Fig. 4.4, this time using O, = 6 and different N values. The reporting speed is shown in

Fig. 4.5. Again we can see significant reporting duration reduction using E7T5. However,
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Figure 4.2: Probability of misdetection vs. Probability of a false alarm at the FC for
first early termination rule, ET}, with different contention window sizes, (a) N = 20, (b)
N =25, (c) N = 30.

unlike ETy, ET, performance is better with lower Py,, as ET; benefits from more “0”
reports reaching the FC. Generally, analytical results closely predict, though not identical
to, simulation results. We believe the reason for that is a very slight difference between
the derived probabilities, p, g, &¢, and their simulation values. Also, we do assume that all
time slots have the exact same p, g, &¢, however investigating simulation results we find

very slight differences that can lead to bigger deviations when raised to high power values.

4.4.2 Comparing the Different Early Termination Rules

In this part, we compare ET7 and ET5 in Fig. 4.6 and Fig. 4.7. It is clear that at lower
Oy, values, E'T} has higher detection performance as opposed to E'T,. The reporting time
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Figure 4.3: Average reporting time for the first early termination rule, ET.
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Figure 4.4: Probability of misdetection vs. Probability of a false alarm at the FC for E'T5
(Faster Hy Decision), with different N values.
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Figure 4.6: Probability of misdetection vs. Probability of a false alarm at the FC, E'T} vs.
ETQ, (a) Gth = 2, (b) @th = 4, (C) @th = 6.

reduction ET5, offers might not justify significant loss of detection performance. However,
for higher ©,, values, the detection performance of ET} and ET5 start to converge, while

ET, still offers good reporting duration reduction.

4.5 Summary

In this chapter we studied decision-based CSS using random medium access sequential
reporting and using the K-out-of-M decision rule. Two early termination rules have been
investigated with the objective of reducing the decision reporting duration, and hence
increase network throughput. Closed-form expressions have been derived for the average
reporting time, as well as the probabilities of detection and false alarm for both early

termination rules. Computer simulations were then used to validate the accuracy of derived
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expressions. Simulation results show derived expressions are quite accurate.
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Chapter 5

Energy-Based Random Medium
Access Reporting

5.1 Introduction

This chapter builds upon chapter 4 by introducing an energy-based priority-driven random
medium access reporting process. This process prioritizes CR terminals based on the
quality of their local sensing in order to enhance PU detection accuracy while minimizing
the reporting time. This heuristic reporting scheme focuses only on the sensing channel
information that is local to each CR terminal with no need for feedback from the FC. A
priority-driven scheme that also exploits information about the reporting channel towards
the FC will require feedback from the FC which can be a topic for future research. The
remainder of this chapter is organized as follows. Section 5.2 describes the system model.
Numerical and simulations results are given in Section 5.3 and finally conclusions and

future work are presented in Section 5.4.

5.2 System Model

We consider the same system model given in Chapter 4 where K CR terminals, Ri, Rs, ..., Rk,

are randomly distributed within a circle of radius r centered around a FC Ry. The objec-
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tive is to examine the status of a PU transmitter, P, that is located within the same circle.
In doing so, terminals {R;}5 | use hard decision fusion centralized CSS according to the
K-out-of-M decision rule. The channels between all terminals are assumed to follow a flat
Rayleigh fading model. All CR terminals use the same transmit energy F that is different
from the PU P transmit energy given by E,,.

5.2.1 Random Medium Access

CR terminals {Ry}X | contend to transmit their reports to the FC Ry using random
medium access. CR terminals independently choose random back-off counters, {cj},
and once ¢ expires, Ry transmits its local decision. We use the work done in Chapter 4
as a base scenario where counters {c}X_, are independent identically distributed uniform
random variables with a range [1, N|, where N is the number of time slots in the reporting
window with a Probability Mass Function (PMF) of Pr[c, = n| = %, n=1,2,...,N. Next,
we describe how the counters {c; }H< | are chosen for the proposed heuristic energy-based

priority reporting scheme.

Heuristic Energy-based Priority Reporting Scheme

A CR terminal k is given a higher access priority to the reporting channel by decreasing
its contention window. That is ¢ ~ U[1, Ng new|, Where N ey < N is the new contention
window length for CR terminal k. To ensure a lower priority for a CR terminal k£ with a
high Ny, pew, a sliding window can be defined by changing the left limit from 1 to (Ny new —
SWeize), where SWy;,. is the length of the sliding window. Also, to avoid collisions among
multiple CR terminals with very small Ny, ;,¢,,, We can define a minimum contention window
length MW,;... In the following, we go over the details of the heuristic energy-based priority

reporting scheme.

Define an array of thresholds related to the decision threshold A as follows

At _ [OM(J]VV— D N =2) | 204 ad (5.1)




where « is a design factor to be pre-determined through extensive simulation. Each termi-
nal, {Ry}& |, then uses its local energy detection result, ¢y, to select a variable ), where
MBS — 1) > ¢ > M(S) and A™(0) £ oo. The counters {c;}X | are then chosen
according to

C ~ U[l, CtI‘ASC(gk)], (52)

where Ctrage = {1,2,3,...,N —2,N — 1, N}. Therefore, the variables {S3} | reflect
reporting priority, where a smaller , value corresponds to a higher priority due to higher
local energy detection results ¢. In order to limit collisions among competing terminals,
we introduce a sliding window with length SWj;.. time-slots, where the counters are chosen

as follows

cx ~ Ulmax(1l, Ctrase(Sx) — SWiize + 1),

CtrAsc(%k>]~ (53)

Furthermore, we introduce a minimum window size, M Wj;.., to reduce collisions among

terminals with very small counters, (i.e., with very high priority), as follows

cx ~ Ulmax(1l, Ctrase(Sx) — SWiize + 1),

max(MWSZ-ZQ, CtI‘ASC(%k))]. (54)

Finding the optimum (o, SW;,e, MWy;,.) combination for this heuristic requires extensive

simulation campaigns.

5.2.2 Sequential Reporting

We test the proposed heuristic energy-based priority reporting scheme with both early
termination rules introduced in Chapter 4, where the FC Ry maintains a decision metric,
0,,, and updates it at the end of every time slot using the recursion ©,, = ©,,_; +0,,, where
0, € [0,1] is the newly received evidence about the status of P. By default, 6,, = 0 unless

Ry receives a single report at the n'® time slot that is not in outage and has a decoded
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value of 1. The FC, Ry, terminates the reporting process and makes a final decision that
P is active, (i.e., chooses H;), once ©,, meets the decision threshold, O, € [1, K]. Recall
the two early termination schemes were defined according to the way an H, decision is

announced as follows.

Early Termination 1 (ET})

Choose Hg when the number of remaining time slots, N —n, cannot bridge the gap between

©,, and ©,. That is when

Early Termination 2 (Faster H, Decision) (ET3)

Choose Hj if the remaining N — n time slots cannot bridge the gap between ©,, and Oy,

or once Oy, “0” reports are received, that is when

@n = An - @th; An < 2@th7 (56)

where A, is the number of reports received by Ry after n time slots.

5.3 Numerical and Simulation Results

In this part, we investigate the performance of the Energy-based Heuristic Reporting Pri-
ority Scheme with both early termination rules, (i.e., ET} and ET,). The energy-based
heuristic is compared against the case when all local counters, {c;}X_, are drawn from
identical uniform distributions in the range [1, N]. We call this case “Base”. In the fol-

lowing, unless mentioned otherwise, we use the same simulation parameters as in Chapter

4.

First, we tried different « values without using a sliding reporting window, (i.e., SWy;.. =

MWy, = 0), in Figures 5.1 to 5.6 using different contention window sizes, (i.e., N €

74



{20,25,30}). The energy-based heuristics achieves a very tiny improvement in detection

speed for E'T}, but with an equivalent tiny degradation of detection performance. For ET5,

however, the energy-based heuristic provides a detection performance improvement for a

slight increase in detection speed.
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Figure 5.1: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (Py,).
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Figure 5.2: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).
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Figure 5.3: (a) Probability of misdetection vs. Probability of false alarm at the FC (Qy,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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Figure 5.4: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).
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Figure 5.5: (a) Probability of misdetection vs. Probability of false alarm at the FC (Qy,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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Figure 5.6: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).

For the second step, we fix o to 32 and try different combinations of the sliding-window
and minimum-window sizes in Figures 5.7 to 5.14, (i.e., SWy;,e, MWy, € {0,4,8,12,16}).
Figure 5.13 shows that for ET), a SW,. = 16, a MW, = 4, and a = 32 result in
improved detection performance and speed as compared to the base scenario at lower Py,
values. As for the second early termination rule, E'T;, the gain in detection performance
due to the sliding reporting window is accompanied with a significant detection speed loss.
Clearly, a more thorough investigation trying all possible (v, SWyi.e, MWy;..) triplets is

still needed to evaluate the efficacy of the sliding reporting window method.
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Figure 5.7: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).
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Figure 5.8: (a) Probability of misdetection vs. Probability of false alarm at the FC (Qy,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).
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Figure 5.10: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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Figure 5.11: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).
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Figure 5.12: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).

0.4

(a) ETQZ K :16, eth =2, N =20 (b)

—8— base
—%— H300
—>— H3160
—&— Hy 164
—O— H3 168
—A— H3612
—— Hi216.16

1

1072
Qfa

Average Reporting Time (time-slots)

10

I base
[N 32,00
[ Hi60
N 35,16 4
[ Hs:.168
Hjs 1612
I 35,1616

|

0.01 01 0.2 03

0.4

Figure 5.14: (a) Probability of misdetection vs. Probability of false alarm at the FC (Qy,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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The third step is to increase the decision threshold Oy, to 4 in Figures 5.15 and 5.16.
We can see that the energy-based heuristic still slightly outperforms the base scenario in
both detection performance and speed. In Figures 5.17 and 5.18, we increase the radius
r from 1 to 2 in order to spread the CR terminals and make the PU more difficult to
detect. Compared to Figure 5.3 for ETj, the energy-based heuristic started to catch up
with the base scenario in detection performance while still slightly outperforming the base

in detection speed. For ET5, the trend in Figure 5.18 is very close to that in Figure 5.6.
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Figure 5.15: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (Py,).
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Figure 5.16: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).
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Figure 5.17: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q¢,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P, ).
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Figure 5.18: (a) Probability of misdetection vs. Probability of false alarm at the FC (Q¢,)
(b) Average reporting time in time-slots vs. local Probability of false alarm (P,).

5.4 Summary

In this chapter we introduced an Energy-based Heuristic Reporting Priority Scheme using
both random medium access early termination rules proposed in chapter 4. This heuristic
reporting scheme favours CR terminals more capable of detecting the PU in reporting to
the FC. We then used computer simulations to test our proposed energy-based sequential
reporting scheme and compared it to the base scheme that uses independent identically and
uniformly distributed counters as in Chapter 4. The proposed heuristic scheme shows slight
improvements over the base uniform approach, however it calls for further investigation and
a more involved simulation campaign to find its optimum configuration parameters. The
energy-based heuristic scheme focus only on the sensing channel between the CR terminal
and the PU. For future work, we would like to investigate sequential reporting priority
schemes that also utilize information about the reporting channel through some form of

feedback mechanism from the FC. Moreover, the proposed reporting scheme’s parameters,
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a, SWyire, MWy, are sensitive to the sensing environment and hence more work is needed

on the training phase of the system to choose the optimal reporting parameters.
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Chapter 6

Conclusion and Future Work

6.1 Concluding Remarks

In this thesis, we looked at the problem of agile cooperative spectrum sensing in CR-
VANETSs. More specifically, the reporting phase of the CSS process. We consider hard-
decision reporting strategies based on random medium access using unacknowledged trans-
missions, (e.g., the case of vehicular networks using IEEE802.11p). Cognitive radio ter-
minals employ random back-offs to avoid reports colliding with each other. This leads to
additional delay and a random number of reports reaching the central FC. Our objective
was then to derive closed form expressions for the overall probabilities of detection and
false alarm at the FC as well as the average reporting time. These expressions are then
verified with intensive computer simulations. The next step was to investigate sequential
decision making schemes wherein the FC can terminate the reporting phase early once
sufficient information about the status of the channel is received. We then looked into
giving different reporting priorities to CR terminals based on their ability to detect the

primary user. The contributions of this thesis are as follows:

e We studied decision-based cooperative spectrum sensing using random medium ac-
cess, and derived closed form expressions for the detection and false alarm proba-

bilities as explicit functions of the size of the contention window. We assumed the
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absence of a dedicated reporting channel and hence reports are transmitted over a
channel shared with the PU. We accounted for the possibility of decoding errors at
the FC due to the multi-path Rayleigh fading experienced over the reporting and
the sensing channels. We then derived closed form expressions for the detection and
false alarm probabilities and the average reporting time as explicit functions of the
size of the contention window assuming the OR-decision rule is used by the FC. The
objective of these results was to indicate the appropriate contention window size for

a given number of reporting terminals.

e We then generalized the previous point to decision-based CSS using random medium
access sequential reporting and the K-out-of-M decision rule. We devised two early
termination rules with the objective of reducing the decision reporting duration and
hence increasing the network throughput. Closed-form expressions have then been
derived for the probabilities of detection and false alarm and the average reporting

time for both early termination rules, and validated using computer simulations.

e We then introduced an Energy-based Heuristic Reporting Priority Scheme using both
random medium access early termination rules proposed before. The Energy-based
heuristic reporting priority scheme favours CR terminals more capable of detecting
the PU in reporting to the FC. Computer simulations were then used to test the
proposed energy-based sequential reporting scheme and compare it to the base or

control scheme where all CR terminals have the same reporting priority.

6.2 Future Work

The results presented in this thesis raises some interesting topics for future research and

the following is a list of some directions to pursue next:

e The work done in this thesis considers Hard Decision Fusion (HDF) at the FC.
A straightforward extension is to investigate the impact of using multiple sensing

thresholds at CR terminals locally to mimic a Soft Decision Fusion (SDF) system.
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e The proposed energy-based heuristic reporting priority scheme shows only slight im-
provements over the base or control scheme. However; it calls for further investigation
and a more involved simulation campaign to find its optimum configuration param-

eters.

e The energy-based heuristic scheme focus only on the sensing channel between the
CR terminal and the PU. For future work, we would like to investigate sequential
reporting priority schemes that also utilize information about the reporting channel

and that may require feedback from the FC.

e There is a need to further investigate how feedback from the FC help reinforce confi-
dence of a CR terminal in its ability to detect the PU and the quality of its reporting
channel to the FC.

e The proposed reporting scheme’s parameters, a, SW;.e, MWi;.., are chosen a priori
according to off-line simulations. However; these parameters depend upon the PU
transmit power, the number of CR terminals, etc. In a dynamic system where many
environmental parameters are continuously changing, more work is needed on the

training phase of such a CSS reporting scheme.

e An important future step is to expand our work to a network of successive cells
in a highway or urban vehicular scenario using different vehicular mobility models.
Investigating the impact of mobility on the detection performance and speed of CSS
using random medium access reporting vs. that of a stand-alone sensing scenario

would be a significant contribution to CSS research.

e Investigating algorithms to select a dispersed subset of CR terminals to participate in
the reporting process is an interesting research direction. The dispersion of reporting
CR terminals increases spatial diversity needed for efficient CSS. Optimizing the size
of the subset of reporting CR terminals is also of great importance to reduce the

reporting phase duration.

e A very interesting extension of this thesis is to investigate the impact of malicious
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CR terminals, wether independent or coordinated, engaged in PUE or SSDF attacks

over the performance and speed of CSS using random medium access reporting.
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Appendix A

Confidence Intervals

Simulated variables such as the overall probability of detection, )4, the overall probability
of false alarm, Qy,, as well as the average reporting time, NH]. are measured by averaging
n successive runs or sessions. Each session, or run, use a random dispersion of SUs and the
PU around the FC. To average the fading over SUs-FC and PU-SUs links, and to ensure
the counters, {c;}& ,, follow the uniform distribution, each session is simulated for m
simulation points. Therefore, after each session we obtain a sample mean for Q4, Qf4, and
NHJ., resulting in a distribution of means for all sessions. All n sessions are then averaged
to obtain an overall sample mean for (g, @, and NHJ.. In this thesis, each graph or curve
point represents 100 x 10° simulation points, divided into 10* sessions, i.e. n = 10*, with

10* simulation points each, i.e. m = 10

As we specified the number of simulation points beforehand, we need to verify that the

resulting precision is satisfactory. Let X be the mean for a distribution of means, i.e. X

can be Qq, Qq, Or NHJ.. The sample distribution mean X is obtained according to
Th x-1 i X (A1)
e mean X = — i .
[

where X is the mean of session i. We can then use the Standard Error of the Mean (SEM)
to make confidence intervals of the unknown population mean of X. SEM is the standard

deviation of the sampling distribution of the mean. SEM is an indication of the sample
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means’ dispersion around the population mean and is given by

ox = — (A.2)

where n is the number of observations (sessions) as mentioned above, and o is the standard

deviation of the sampling distribution given by

1 _
_ V)2
o=\ (X - X) (A.3)
Intuitively, sample means cluster more closely around the sampling distribution mean as
the sample size, n, increases. The lower and upper limits of the 8% confidence interval can

then be calculated as follows

Lower Limit: L(X) =X — (ox x t[%;n — 1))

_ (A4)
Upper Limit: U (X) = X + (ox X t[f%;n —1]),

where t[3%;n — 1] is a value obtained from t-distribution tables. For example, let 8 = 95,
then t[3%;n — 1] for the 95% confidence interval and n = 10* would be 1.96. The 8 %
confidence interval is a range [L(X), U(X)] where we can be § % certain contains the true
mean of the population, i.e. E[X]. If the number of samples is sufficient then the confidence

interval is quite narrow and then we can be sure that our precision is satisfactory.
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