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Abstract 
 

Due to speedy increase in IoT devices and its QoS requirements, providing networks 

solutions to meet this demand has become a major research issue. Providing fast and 

reliable routing paths based on the QoS requirement of IoT device is very vital. Software 

defined networking is one of the most current interesting development in the field of 

research. A new paradigm, SDN-IoT, leveraging the advantages of SDN architecture on 

IoT networks have been proposed to improve network quality. Also, application of 

artificial intelligence (AI) in SDN for traffic engineering is widely researched. In this work, 

we first propose a machine learning based traffic load classification into the traffic’s QoS 

requirements. Then, a deep learning route optimization model based on the traffic 

classification is proposed. The model chooses the route that meets the QoS demands like 

latency of the identified traffic. The simulation results show that our proposed solutions 

perform very well and better than some significant works in the same area.  
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1.0. Introduction 
1.1. Motivation 

Internet of Things (IoT) refer to uniquely identifiable objects (things) and their virtual 

representations in an internet-like structure [1]. The number of Internet of Things (IoT) 

devices is projected to grow to 20 billion in 2020 [2]. As the number of IoT devices increase 

exponentially, traffic volume on the global network increases. Owing to the diversity in 

IoT devices such as smart phones, smart cars, cameras, thermostat, bulb etc., real world 

deployment IoT is highly heterogeneous and complex.  

IoT devices produce large traffic volumes and diverse traffic types with different QoS 

requirements. For Example, certain IoT devices like CCTV cameras require large 

bandwidth and low latency to keep video streams flowing whereas Voice over IP (VoIP) 

applications are delay-sensitive but require low bandwidth. Effective routing is key in 

meeting the diverse QoS requirements for IoT devices. Routing methods employed in 

traditional networks are mainly distributed. Though these routing protocols may be 

resilient, they are less flexible and can be difficult to manage in large networks.[3] 

Due to the various limitations of traditional networks such as flexibility, manageability and 

extensibility [4], IoT traffic will be a challenge. Different approaches are being investigated 

to handle these complex and heterogeneous IoT networks. One of the promising 

frameworks for IoT networks is Software Defined Networking (SDN). Also providing 

intelligence in the network can help solve with some of these issues. 

Software Defined Networking is a trending paradigm adopted in IoT networks to provide 

effective traffic management and required Quality of Service (QoS). IoT network operating 

on SDN framework can be referred to as SDN-IoT. SDN decouples the switches into 3 

layers, data layer, control layer and application layer. The network is overseen by a 

centralized entity called the controller. The Controller has a global view of the network by 

monitoring and sampling real-time information from the network nodes and packets. The 

controller is responsible for making routing decisions for the network and can program the 
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network dynamically. The centralized nature of the SDN architecture, it’s programmability 

and the controller’s ability to collect real-time data makes it possible to apply some 

‘intelligence’ (Machine learning techniques) for effective routing and QoS provisioning 

[5]. Machine learning (ML) is a field of Artificial intelligence and can be defined as 

the scientific study of algorithms and statistical models that computer systems use to 

perform a specific task without using explicit instructions, relying on patterns 

and inference instead[12]. Leveraging the programmability of SDN, we can use ML to 

provide QoS solutions for real time use. 

Our work will focus on providing an SDN-IoT design that uses ML to provide QoS routing. 

We will classify the traffic and use the QoS requirements of the traffic to provide an optimal 

routing solution. Several works have been conducted in the domain of traffic classification 

and routing optimization. Most research works have treated traffic classification and 

routing optimization in isolation [21] [22] [23], but we will be providing a solution that 

combines both approaches for traffic engineering. Existing classification techniques like 

port-based [20] has become ineffective as most applications are using varying ports lately. 

DPI on the other hand achieves excellent results but is computationally costly. ML can 

provide efficient classification results at very low computation cost. Majority of ML-based 

traffic classification works done focus on identifying the corresponding application [23] 

[24] [25]. With increasing number of applications, this approach is impractical. On the 

other hand, existing routing algorithms like OSPF is a best effort routing protocol. This 

implies that when the network is congested, packets cannot be rerouted hence failing to 

meet the desired QoS of packets when network traffic is high. 

To address the stated challenges, we will be applying ML algorithms is SDN-IoT network 

for traffic classification based optimized routing. 

https://en.wikipedia.org/wiki/Branches_of_science
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Statistical_model
https://en.wikipedia.org/wiki/Computer_systems
https://en.wikipedia.org/wiki/Inference
https://en.wikipedia.org/wiki/Machine_learning
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Figure 1: SDN-IoT architecture [6] 

1.2. Objectives 

Given the flexibility offered by SDN, the goal of this work is to investigate how to apply 

Machine Learning techniques to SDN-IoT networks to achieve QoS provisioning. We will 

look at using ML to classify the network traffic based on individual QoS requirements and 

predict a route that achieves the QoS requirements. 

We will aim at proposing machine learning solutions that are lightweight and hence can be 

deployed easily in real life IoT environments. 

1.3. Contribution 

• We evaluate multiple ML algorithms on a chosen dataset and propose a model that 

will classify network traffic data into various QoS requirements. Our model will use 

statistical features of the packet to avoid packet inspection and to also provide fast 

classification. 

• We also investigate the optimal set of statistical features that can provide good 

classification within a short time. 
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• We finally propose an intelligent routing approach based on the QoS requirement 

of the classified traffic. We employ supervised learning techniques in both 

contributions. 

1.4. Thesis Organization 

The thesis is organized as follows: 

• Chapter 2 describes the concept of SDN and Machine Learning. We give an 

overview of existing and ongoing related works in traffic classification and route 

optimization. We point out the contributions and the downsides of these works. 
 

• Chapter 3 describes our QoS aware traffic classification approach. Our proposed 

solution is explained in detail. The implementation procedure and results are 

presented. 

 

• Chapter 4 presents our second contribution which is route optimization based on the 

classified traffic. We outline the approach, implementation and the achieved results. 

• Chapter 5 gives a summary of the work done and discusses further work that can be 

done to improve upon our work. 
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2.0. Background and Related Work 

This research utilizes machine learning to classify traffic and predict QoS based routes in 

SDN-IoT networks. In this session, we give an overview of the concept of SDN and 

Machine Learning. We also present a review on works on Machine learning based traffic 

classification and routing in software defined networks.  

2.1. Software Defined Networking 

The internet as we know it is mainly composed of interconnection of traditional or legacy 

networks. Legacy networks consist of proprietary network devices such as switches and 

routers responsible for both making routing decisions and forwarding data. These network 

devices perform traffic routing based on partial knowledge on the network. The Legacy 

network structure is distributed. Network devices are made up of several thousands of 

codes that are proprietary without any room for flexibility. One of the major limitations of 

traditional networks is the complexity. Over the years, network requirements have evolved. 

As these requirements evolve, the more complex the design of network devices and the 

higher the cost of these devices. It is also difficult to implement new policies in traditional 

networks. Adding a new device or implementing a new service in an existing large network 

would require a rigorous configuration spanning several network devices. This requires a 

lot of time and financial resources. Traditional networks are clearly lacking when it comes 

to meeting current network requirements especially with the rapid increase in the use of 

IoT devices. 

Software defined networking has gained a lot of attraction in recent years. A lot of research 

has been done in recent years to see how we can utilize the flexibility offered by SDN to 

manage traffic and improve computer communications especially with the rising use of 

IoT devices. SDN is simply decoupling the network switch into layers. The intelligence of 

the network is abstracted into a central unit which controls the network devices such as 

switches. SDN offers network flexibility as compared to the limitations of traditional 

networks. 
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In traditional networks, a router or switch as a single entity contains both the control plane 

(the brain) which takes the decisions as well as the data plane or the forwarding plane which 

is responsible for the forwarding of the data packets [7]. With the arrival of SDN, there is 

decoupling of control and the data plane. In other terms there is a separate dedicated central 

controller which controls the forwarding switches. The forwarding devices in data plane 

are dumb. They can be designed to have little or no intelligence. This idea has so many 

advantages. It offers network administrators the flexibility to program the networks to suite 

more specific or customized requirements. Also, the central unit has a global view of the 

network compared to legacy networks, where the switches only have a partial view of the 

network. This allows the controller to make decisions that effectively utilize network 

resources.  

2.1.1. SDN Architecture 

SDN Architecture has 3 major planes. They are the application plane, control plane and 

forwarding or data plane [8]. Each of these planes perform a unique function. The 

data/forwarding plane contains the switches where packet forwarding takes place. The 

control plan has the central hub unit termed controller. It lies in between the application 

layer and the data layer. This layer serves as the brain of the setup. It takes policies 

expressed by applications at the application layer and translates them into actions(rules) 

for the data plane to carry out. The central controller communicates with switches in the 

data plane via southbound API and with the Application plane via northbound APIs. The 

Application plane contains the network applications. These applications could run on 

physical or virtual hosts. 

The controller here has the full knowledge of the network. It has a global view. Usually 

multiple controllers are employed each for a specific domain because of scalability issues. 

In large networks, more than one controller is used to control all the switches. This 

architecture is termed as Distributed controller network and the controllers communicate 

with one another using east-west API’s [7]. The controller uses its global view to optimize 

packet flow through that network. The controller tells the switches in the data plane where 
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each packet should be forward by installing flow tables on them. This process is based on 

the OpenFlow protocol. The flow table has multiple fields consisting of the header field, 

action field, priority field, timer field and the counter field. SDN Architecture is showed in 

the figure below. 

 

 

 

Figure 2: Architecture of SDN [9] 

 

2.1.2. SDN Strength and challenges 

Software defined networking gives the network more flexibility.  Network administrators 

can implement policies quickly and easily. Mitigation of attacks also becomes easier. 

Software defined networks also provide a framework to incorporate artificial intelligence 

for traffic engineering and to deal with malware attacks and other security concerns. 

Following are some the advantages of SDN: 

• Programming of user specific applications becomes easier since the abstraction can 

be shared which is provided by the control plane. 
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• Different applications can be integrated easily. Also, the traffic can be effectively 

divided in the network and hence load balancing along with traffic engineering 

becomes easy. 

• The cost of the network hardware decreases as the switches and routers are not that 

expensive. 

• The forwarding devices in the data plane can be easily integrated with the controller. 

No need to check for the compatibility of devices and hence integration becomes 

easy [7]. 

 

SDN also have certain challenges. One major challenge is the single point of failure. Since 

SDN uses the concept of centralization, the moment the controller, which is the brain of 

the network goes down, the whole network goes down. The issue of single point of failure 

is also a major security risk. Attackers can mainly focus on taking down the controller in 

order to bring the whole network down. Another challenge is scalability. As the network 

size increases, one controller will not be able to effectively handle the network 

responsibilities. More controllers are added as the network expands. Adding more 

controllers also raises the challenge of where to place the controllers. This is popularly 

termed as the controller placement problem. Several approaches to dealing with the 

controller placement problem have been presented in [10] and [11]. Security in SDN 

networks have also garnered a lot of research contributions in the past years. 

2.2. Machine Learning 

Arthur Samuel in 1959 described Machine Learning as: “the field of study that gives 

computers the ability to learn without being explicitly programmed.’’ This can be thought 

of as an older, informal decision. Tom Mitchell in his book in 1997 provided a more 

modern definition for Machine learning as:” A computer program is said to learn from 

experience E with respect to some class of tasks T and performance measure P, if its 

performance at tasks in T, as measured by P, improves with experience E.” Machine 

learning (ML) is a field of Artificial intelligence and can be defined as the scientific 

https://en.wikipedia.org/wiki/Branches_of_science
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study of algorithms and statistical models that computer systems use to perform a specific 

task without using explicit instructions, relying on patterns and inference instead [12]. 

Machine Learning is basically classified into four categories: supervised, unsupervised, 

semi-supervised and reinforcement learning. Brief explanations of these algorithms are 

outlined below. 

Supervised Machine Learning: A supervised learning model is built by supplying the 

“system” with a “training data’’ i.e. inputs and their known outcomes/outputs to enable it 

to create a relation. It is then provided new inputs to predict based on the relationship learnt. 

The training data is described as “labelled’’. Supervised learning problems are categorized 

into “regression’’ and “classification’’ problems. In regression problems, the model tries 

to predict results within a continuous output whereas in classification, the model predicts 

results in a discrete output. Some of the commonly used supervised learning algorithms 

include decision trees, k-nearest neighbors, random forest, neural networks and support 

vector machines [13]. 

 

Unsupervised Machine Learning: Unsupervised machine learning is the exact opposite 

of the supervised approach. In this model, the system is given a set of input data without 

their corresponding outcomes. The model clusters the data based on relationships among 

the “features’’ in the data [14]. Popular examples of such algorithms include k-means and 

self-organizing maps. 

Semi-Supervised Machine Learning: Semi-supervised learning is midpoint between 

supervised and unsupervised learning. In this model, part of the input data has their 

corresponding outputs(labelled) whiles the remainder do not have their corresponding 

outputs(unlabeled). Example of such algorithms are ‘transductive’ SVM and graph-based 

methods. 

Reinforcement learning: It is the task of learning how agents ought to take sequence of 

actions in an environment in order to maximize cumulative rewards [15]. An agent relates 

with an environment to learn the best actions to take to maximize the long-term reward. 

https://en.wikipedia.org/wiki/Branches_of_science
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Statistical_model
https://en.wikipedia.org/wiki/Computer_systems
https://en.wikipedia.org/wiki/Inference
https://en.wikipedia.org/wiki/Machine_learning
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Machine Learning has been applied in several fields to improve human living. Examples 

include the use of machine learning for natural language processing (NLP), medical 

diagnosis, customer segmentation, product recommendation and facial recognition. A 

typical machine learning application process entail: 

- Data collection and preprocessing 

- Feature engineering and training model choice 

- Training and evaluating the model 

- Fine tuning the trained model and 

- Using the model to predict new instances 

2.2.1. Data collection and preprocessing 

Data collection and preparation is an integral part of building machine learning models. 

Based on the outlined machine learning problem, corresponding data is collected. A lot of 

datasets are available online depending on the research problem. Data is required to be 

cleaned and preprocessed to make sure the ML model is being feed with valid data that 

correctly models the problem considered. 

2.2.2. Feature Selection and Engineering 

Feature Selection and engineering is another vital step in Machine learning process. A 

feature is an individual measurable property or characteristic of a phenomenon observed 

[16]. It is information that can aid in the prediction or classification. Feature engineering is 

the process of using domain knowledge of the data to create features that make machine 

learning algorithms work[17]. The goal is to achieve features that improve the accuracy of 

the model. In feature engineering, better features can be created by combining other 

features in the dataset. 

Feature selection aims at removing irrelevant and redundant attributes for the purpose of 

increasing learning accuracy [42] [43]. Feature selection enhances the learning accuracy 

and speed up the learning process of algorithm. Reduced number of features results in low 

https://en.wikipedia.org/wiki/Domain_knowledge
https://en.wikipedia.org/wiki/Feature_(machine_learning)
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Feature_engineering
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computational requirements, a feat that will reduce the burden on computing resources. 

There are three main groups of feature selection techniques. They are:  

 

2.2.2.1. Filter Methods 

These are feature ranking techniques that evaluate the relevance of features by looking at 

the intrinsic properties of data independent of the classification algorithm [42] [44.]. They 

use a ranking criterion to score the variables and a threshold is used to remove the features 

below the variable [42] [ 43]. Filter methods can be univariate or multivariate. Univariate 

filter methods ignore feature dependencies and hence can select redundant features whiles 

multivariate methods account for feature dependencies in their selection [42][44]. The filter 

methods are fast, scalable and independent of the learning algorithm but can provide lower 

accuracies since there is no interaction with the classifier [42][43]. Examples of filter 

methods are information gain, gain ratio, correlation-based feature selection, Markov 

blanket filter (MBF) etc. 

 

2.2.2.2. Wrapper Methods 

These methods use the predictor as a black box and its performance as the objective 

function to evaluate the variable subset [42][43]. A search procedure in the space of 

possible feature subset is defined and various subsets of features are generated and 

evaluated. The evaluation of a specific subset of features is obtained by training and testing 

a specific classification model [42][43]. This approach unlike filter methods considers the 

classification algorithm. A drawback is the computational cost involved. Some examples 

include sequential search algorithms and heuristic search algorithms. 

 

2.2.2.3. Embedded Methods 

Embedded methods consider the learning algorithm. It investigates the relationships 

between input features and the output as well as feature dependencies. It uses the 

independent criteria to decide the optimal subset for a known cardinality and uses the 

learning algorithm to determine the best optimal set among the optimal subsets across 
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different cardinality [42][43]. They are less computation intensive as compare to wrapper 

methods. 

A hybrid approach is sometimes employed in feature selection where filter methods and 

wrapper methods are applied in a sequence to identify relevant feature [42][43]. These are 

termed as hybrid methods. 

 

Filter methods are mostly used in cases where there is a large set of features. Our dataset 

will consist of 23 time-based features which is considered small so we will use wrapper 

and embedded methods for feature selection. A wrapper method based on forward selection 

and a reliable feature importance from tree-based models called SHAP proposed in [45] 

are used for our feature selection in our classification problem. These two approaches are 

chosen because of their popularity. 

 

2.2.3. Choosing a Training Model 

The next step is choosing the best algorithm to use. There are several algorithms to choose 

from. A ML algorithm can be based on supervised, unsupervised, semi-supervised or 

reinforcement learning. Figure 6 outlines a list of commonly used ML algorithms. The ones 

widely used in network traffic classification and routing are Random forest, Decision Tree 

Classifier, K-Nearest Neighbors and Neural networks. 
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Figure 3: Common machine learning algorithms [5] 

2.2.3.1. Decision Tree classifier 

Decision trees are supervised learning algorithms making decision rules from fed data. 

Decision trees consist of leaves and decision nodes [54]. A leaf represents a label whiles 

the decision nodes and sub decision nodes represent conditions for possible outcomes 

nodes [54]. Decision Tree classifiers compare the features at each node and take new 
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branch until a leaf (label) is reached [54]. Using decision trees have some advantages which 

include: 

 

• Decision trees are simple to understand and interpret [19]. 

• The cost of using the tree is very low (logarithmic in number of data points that are 

used for training the tree) [19]. 

• Able to handle multi-output problems. 

• Requires less data preparation. Most of the techniques require creation of dummy 

variables, normalizing data etc. [19]. 

• Performs well even if its assumptions are somewhat violated by the true model from 

which the data were generated [19]. 

 

Disadvantages also include: 

• Decision-tree learners can create over-complex trees that do not generalise the data 

well. This is called overfitting [19]. 

• Decision trees can be unstable because small variations in the data might result in a 

completely different tree being generated [19]. 

• The problem of learning an optimal decision tree is known to be NP-complete under 

several aspects of optimality and even for simple concepts. Consequently, practical 

decision-tree learning algorithms are based on heuristic algorithms such as the greedy 

algorithm where locally optimal decisions are made at each node. Such algorithms 

cannot guarantee to return the globally optimal decision tree [19]. 
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Figure 4: A sample decision tree 

 

In conclusion, decision trees aim to create a model which predicts the value of target 

variable by learning simple decision rules that are inferred from the data features [19]. 

 

2.2.3.2. Random Forest Classifier 

A random forest is a meta estimator that fits a number of decision tree classifiers on various 

sub-samples of the dataset and uses averaging to improve the predictive accuracy and 

control over-fitting [55]. Random forest is an ensemble ML algorithm. It is one of the most 

powerful and commonly used machine learning classifiers. Random forests improve on the 

overfitting problem found with decision trees. 

https://scikitlearn.org/stable/modules/generated/sklearn.ensemble.RandomForestClassifier.html
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Figure 5: Random Forest  

2.2.3.3. Artificial Neural Networks 

Artificial neural networks (ANN) or connectionist systems are computing systems that are 

inspired by, but not identical to, biological neural networks that constitute animal brains. 

Such systems "learn" to perform tasks by considering examples, generally without being 

programmed with task-specific rules [53]. They mimic the biological concept of neurons 

to draw relations between a set of given data and an output. 

Neural networks learn from input data. It learns by comparing the input and desired outputs 

and adjust its weights to fit them. Neural networks can learn via three major learning 

algorithms. These are supervised, unsupervised, and hybrid methods.  

Supervised and unsupervised learning have already been presented in the preceding 

session. Hybrid learning is the third learning approach for Neural Networks. It uses both 

supervised and unsupervised learning. The network first learns in an unsupervised fashion 

to find good initialization points. This process is termed as pre-training. Supervised 

learning is then applied to fine tune the predetermined initialization points. 

 

https://en.wikipedia.org/wiki/Biological_neural_network
https://en.wikipedia.org/wiki/Brain
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Figure 6: Artificial Neural Network 

2.2.4. Performance Evaluation  

After a model is trained, it must be tested to verify its performance. The most common 

metric used in traffic classification and routing is accuracy. It can be flow based accuracy 

or byte-based accuracy. Accuracy measures how correct or precise the model is. Error rate 

is another common metric used and can be determined by subtracting accuracy from 1. 

Other used metrics include precision, recall and F1 score. The choice of performance 

metric for a machine learning project is mainly dependent on the goal of the project.  

Several of the above stated ML algorithms have been applied in network management over 

the years. Regarding our research, we will provide review on those works which applied 

machine learning techniques for traffic classification or route optimization. The review is 

organized as follows: 

First, we will look at works that applied ML techniques to solely classify traffic. Secondly, 

we review those that utilized ML for just route optimization and finally we will look at 

works like our research that used ML to classify traffic and to determine the optimal route 

based on the traffic class. 
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2.3. Traffic Classification 

Network traffic classification is a vital network activity that has potential of offering a 

foundation to deal with certain network management issues like QoS provision. With 

traffic classification, network administrators have knowledge of the network traffic profile 

and can provide swift solutions and allocate resources efficiently and effectively. 

Over the years, the common IP traffic classification techniques used are, port-based method 

and Deep Packet Inspection (DPI) [20]. Port-based method classifies traffic or identify 

applications using TCP and UDP port numbers. However, many applications have started 

using varying or obscure port numbers which makes this method ineffective. DPI entails 

an investigation of the packet’s content and comparing it to certain known patterns. Though 

DPI has high classification accuracy, it involves high computation and uses a lot of system 

resources. Also, most traffic is encrypted lately due to privacy concerns and hence the 

packet’s content cannot be assessed making DPI ineffective. 

A more recent method proposed by researchers is classification based on Machine Learning 

algorithms. ML-based approaches use the statistical properties learnt from data to identify 

traffic classes. It does not require the packet content and hence can classify encrypted data. 

Machine learning leverages the “OpenFlow’’ protocol in SDN, to collect data for analysis 

and can then predict traffic class at a low computation cost. A lot of research has been done 

to classify traffic. We have presented a few below grouped based on the ML category 

applied. 

2.3.1. Supervised Learning based traffic classification 

Supervised learning-based traffic classification aims to identity traffic classes using data 

that has known outputs. The dataset used in such classifications have their targets mapped 

to the input data. Majority of ML based traffic classification works are based on supervised 

learning. 

[21] presents a traffic classification work based on Bayesian analysis techniques. Their 

paper used basic and refined forms of Naïve Bayes algorithm to classify network traffic 
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into different categories based on their applications. The data used was experimentally 

acquired using a network monitor on a site referred to as ‘Genome Campus’. The campus 

consisted of 1000 users connected to the internet via a full-duplex gigabit Ethernet link. 

The captured traffic content was reviewed to obtain the target data (corresponding 

application) of the flows. Basic form Naïve Bayes, Naïve Bayes with kernel density 

estimation and Naïve Bayes after FCBF filtering were the 3 classification approaches 

applied to the data. The evaluation metrics used were flow-based accuracy, byte-based 

accuracy and trust. Their approach yielded a flow-based accuracy of 96.29% on the initial 

dataset and an 93.78% accuracy when it was applied on dataset captured later 

demonstrating the “temporal stability’’ of their method. Even though [21] yields a very 

good accuracy, their classification was based on applications and this becomes impractical 

as the number of applications on the internet increases exponentially.  

Authors in [22] present a classification based on whether the flow is an elephant one or not 

in an SDN system. They used a cost-sensitive learning technique to improve the accuracy 

in detection. The classification is done in two stages. The first stage uses head packet 

measurement to distinguish between elephant and mice flows. Flow statistical features are 

extracted from suspected elephant flows. Optimal features are selected using the 

correlation-based filter. Cost sensitive decision trees are then applied to confirm if the 

suspicious flows are truly elephant flows or not. Their work achieved around 95% accuracy 

This approach is more applicable in data centers where quick flow scheduling is priority. 

A supervised learning-based approach is presented in [23], [24] and [25] to identify the 

applications of traffic flows in software defined networks (SDN). [23] presents an SDN 

architecture that allows traffic data collection based on OpenFlow. Multiple supervised 

learning algorithms were then on the collected data to classify the flows into different 

applications. The evaluation was done in an enterprise network. [24] uses a 2-stage 

approach using a combination of ML classifier and a DPI classifier. The paper leverages 

the speed of ML and the accuracy of DPI for more effective and efficient classification. 

When a flow arrives, the ML classifier does the classification. The ML classifier returns 
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the result as well as a reliability value. If the returned reliability value is greater that a set 

threshold value, the system accepts the ML classifier results as the application of the flow. 

If the returned reliability value is lesser than the set threshold, the flow is passed to the DPI 

for classification. If the DPI returns a class, that is assigned to the flow and if it returns 

“UNKNOW’, the ML result from the first stage is given to the flow. They applied the 

multi-classifier on multiple datasets and had a consistent accuracy of more than 85%. This 

approach is cannot be used when the traffic content is encrypted since DPI requires access 

to the traffic content. Also, DPI is computation intensive and hence will be difficult to use 

in real-time environment. In [25], SVM algorithm is used to classify UDP traffic. The UDP 

traffic is based on cisco NetFlow records. The classifier simply uses packet counts and 

bytes exchanged with other hosts to distinguish the behavior of an application. The 

classification accuracy was over 90%. Their work focused solely on UDP traffic.  

The authors in [26] present another application-based classification. They outlined a 

framework called Atlas. Atlas was used to identify mobile applications. They used crowd 

sourcing to collect ground truth data from mobile users. They achieved that by installing 

mobile agents on end user devices to collect ‘netstat logs’ belonging to each application 

running on the device. OpenFlow collected the flow features whiles running on the wireless 

AP. Both the flow features and ‘netstat logs’ were sent to the control plane of the SDN, to 

compose the training data for the ML application. Decision tree algorithm was applied on 

the training data to build a classifier. The classifier was then used to identify the mobile 

applications of the traffic flows. The classifier was evaluated on the 40 most popular 

applications on the google store and it achieved an accuracy of 94%.   

The number of applications on the internet keeps growing every day. It is therefore not 

feasible to build classifiers to identify all applications. Most of the application-aware works 

are built to classify a list of common applications and will not be of much use in an SDN-

IoT networks where a wide range of applications exist. 
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2.3.2. Unsupervised Learning based traffic classification 

Unsupervised learning-based traffic classification aims to identity traffic classes buy 

grouping data into clusters based on similar features. The dataset used in such 

classifications do not have the corresponding target information or ground truth.  

[27] present a classification that uses cluster analysis to classify the traffic data into groups. 

They extracted data from two distinct packet traces, a publicly available trace called 

Auckland IV and full packet trace they collected themselves from the University of 

Calgary. They extracted TCP-based application flows from the packet traces. The statistical 

features of the flow used included total number of packets, mean packet size, mean payload 

size (excluding headers) etc. They applied K-means, DBSCAN and Autoclass algorithms 

on both datasets and calculated the overall accuracy (defined as the sum of True positive 

for all clusters divided by total number of connections). Connections that did not fall within 

any cluster was labelled as noise. After clustering, the traffic class that occurs majorly in a 

cluster is used to label that cluster.  

Another unsupervised based classification can be found in the work presented in [28]. Just 

as presented in [27], they extracted flows from a packet trace and acquired a range of 

statistical attributes like packet size statistics, interarrival statistics, byte counts, connection 

duration etc. The attributes are then used by the EM clustering algorithm to group the flows 

into clusters. They went further to refine the clustering by generating classification rules 

that group the clusters based of raw data. Based on the rules, they identify input attributes 

that do not have a significant impact on the clustering and remove them. The process is 

repeated to fine-tune the clustering. 

In [52], an unsupervised profiling approach is used to investigate the flow features and link 

patterns in a short time window. They formulated the traffic classification problem as a 

graph co-clustering problem with topology and edge attributes and then used a hybrid flow 

clustering (HFC) model. 



22 
 

The challenge with unsupervised learning is that the user must spend extra time to interpret 

the results. The user must spend time interpreting and label the classes following 

the classification. This can result in misclassification errors and labelling relevant flows as 

noise 

2.3.3. Semi-supervised Learning based traffic classification 

Semi-supervised classification uses data that has a part of it mapped to targets and the 

remainder unmapped.  

[29] presented a framework for a QoS-aware classifier based on semi-supervised machine 

learning. The aim of the work was to identify the QoS classes of traffic flows. Their worked 

assumed that applications that require the same QoS have similar statistical attributes. First, 

the edge routers identified whether a flow was an elephant one or not based on the 

percentage of bandwidth the flow uses. The elephant flows were identified, and their flow 

information were forwarded to the SDN controller via OpenFlow protocol. Statistical 

features were then extracted from the flow information. DPI was applied to some of the 

packet traces to identify QoS classes and labelled. A semi-supervised ML algorithm, 

Laplacian SVM was applied on both the labelled and unlabeled data to build the classifier. 

Simulation results showed that the classifier had an accuracy of over 90%. Their work did 

not account for all classes of QoS since only elephant flows were considered.  

A similar work is presented in [30]. The significant difference between their work and [29] 

is the learning mechanism used. They used a refined form of tri-training learning 

mechanism called heteroid tri-training. Tri-training is a classic semi-supervised learning 

mechanism that uses partially labelled datasets and leverages three identical classifiers to 

enable iterative training [30]. In their approach, they used three different classifiers instead 

of three identical classifiers. The classifiers used were SVM, Bayes classifier and K-

Nearest Neighbor. Their approach gained around 86% accuracy on a 20% application 

unknown dataset, around 92% on 40% application unknown dataset and a 72% on a 60% 
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application unknown dataset. The accuracy of the model decreased as the number of 

unlabeled data increased. 

In [39], the traffic classification task is modelled as a multitask learning problem. Values 

such as bandwidth requirement and duration of flow which are easy to measure are 

predicted alongside the classification class. They used a used large amount of labelled 

bandwidth and flow length datasets to large volume of unlabeled traffic class dataset. This 

approach was to leverage the cost involved in labelling data for supervised learning. 

Semi-supervised learning-based approaches require that certain assumptions be made 

about the data. This assumption can be abused resulting in the model performing poorly on 

unseen data. 

2.4. Routing Optimization 

Routing is a vital network function. In legacy networks, routing decisions are made by 

switches in decentralized manner. In SDN, the central controller makes routing policies by 

installing flow tables on the switches. Optimizing routing allows for effective use of 

network resources and QoS provision. The SDN architecture takes advantage of the 

controller’s global view of the network to make efficient routing decisions.  

Heuristic algorithms like ant colony optimization are one of the most effective routing 

optimization approaches [33]. Heuristic solutions give close to optimal solution, but they 

involve a high computational time cost and hence unable to calculate optimal solutions in 

real time [33]. This drawback of heuristic algorithms makes impractical to run such 

algorithms in the SDN controller which is responsible for calculating the route for flows. 

Machine learning operates on building relationships between features and does not need 

the exact network model as heuristic algorithms. Also, once a ML model has been trained, 

it is able to predict near-optimal solutions in a very short time making it effective for real 

time use. Several studies have been conducted on using ML especially Reinforcement 

learning to solve the routing optimization problem. Related studies have been presented 

below grouped based on the ML approach used. 
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2.4.1. Supervised learning-based Routing optimization 

Supervised learning-based routing uses labelled datasets. The data usually consists of 

network and traffic conditions as inputs and their corresponding outputs obtained by using 

heuristic routing algorithms. This helps model a ML solution that gives heuristic-like 

routing solutions. 

[32] presents a routing framework called Neuroute. The Neuroute used a traffic matrix 

predictor based on a Long Short-Term Memory Recurrent Neural Network (LTSM-RNN). 

The model took in traffic matrix at time t and output the traffic for time t+1.LTSM-RNN 

was trained on sampled training data using backpropagation to build the predictor model. 

The predicted network traffic and networks states as inputs and their corresponding 

heuristic routing solutions as outputs are used to train a Deep Feed Forward Neural network 

to build a traffic routing unit. The architecture was implemented on the GEANT network 

topology. The work focused on effective routing of traffic volumes and necessarily meeting 

QoS requirements of specific traffic classes.  

[33] presents another optimized routing solution based on supervised learning. They 

presented a framework with ML based meta-layer for routing in real-time. The architecture 

the output of a heuristic algorithm and its corresponding network information as input data 

to build a neural network that can provide heuristic-like routing decisions. Their proposal 

was applied on the NSTNET and compared to some other routing solutions and the running 

time was found to be faster. 

2.4.2. Reinforcement learning based routing optimization 

In RL, an agent in an environment makes decisions (actions) and is rewarded based on the 

action taken. The goal of the agent is to make decisions that will result in a high positive 

reward. RL is mostly applied in solving optimization problems. In the routing optimization 

in an SDN, the SDN controller is the agent and the network are the environment. The agent 

takes information (state space) from the environment which in this scenario consists of 
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network and traffic matrices. The agent makes a routing decision (action) and the reward 

may be the network delay or any outlined network evaluation parameter. Some works that 

utilize reinforcement learning for routing optimization have been outlined below. 

[34] presented a reinforcement learning based distributed routing based on SDN. Though 

in an SDN topology, they implemented the routing protocol to run in a distributed manner. 

The RL algorithm was added to the OSPF routing protocol and tested. They compared it 

with the traditional OSPF routing protocol and their approach achieving better QoS delays 

and jitter. 

[35] presented a routing approach based on RL learning algorithm. The optimization was 

implemented in a multi-layer hierarchical SDN architecture. The architecture choice was 

to reduce signaling delay. The SDN controllers were designed in three levels; the super, 

domain/master and slave controllers as shown in figure below. Each of these controllers 

had their unique set of responsibilities to reduce the burden on the super controller. The 

slave controllers provided read only access to the data plane and received port messages 

from them. The slave controllers also performed simple control functions as traffic 

admission, flow control etc. The domain controllers received flow set-up requests and 

installed flow rules on switches. The super controller had a global view of the network and 

controlled full network functions. A QAR algorithm with QoS based reward was 

implemented in the super controller to achieve optimal routing solutions. The proposal was 

deployed in a real Sprint GIP network and tested. The approached provided fast 

convergence as compared to existing learning solutions. 
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Figure 7: Distributed hierarchical architecture [35] 

[36] also presented an approach based on deep reinforcement learning. The paper used a 

DRL mechanism called DDPG to determine optimal routing solutions. The optimization 

mechanism outlined in the paper is called DROM and experimental results proved that it 

had good convergence and effectiveness 

 

Figure 8: DROM framework [36] 
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2.5. Traffic Classification Based Optimized Routing 

In this section, we look at works that used ML to classify traffic and went on to determine 

the optimal route based on the traffic class determined. 

[37] utilizes ML and SDN to improve scheduling and control in data centers. The 

framework involved two steps. The first step involved using Machine learning at the edge 

of the network to classify the traffic. The classification result is the used by the centralized 

SDN controller in conjunction with its global view of the network to implement optimized 

routing solutions. This paper did not provide specifics as to which algorithms and 

mechanisms will be used for the classification and routing. 

Another work that combines traffic classification and route optimization is presented in 

[38]. They proposed a network traffic classification based on a Deep Neural network 

(DNN) classifier in an SDN environment. A VNF is introduced in the architecture to reduce 

the burden on the SDN. When a flow arrives, the SDN switch routes the flow based on the 

flow rules installed. If there is no flow rule for the packet, it sends a request to the 

controller. The controller calculates the path to route the flow based on the network 

topology and installs these flows in the SDN switches. The controller also installs a flow 

rule to pass a copy of the packet to a port where the VNF will be listening. The VNF 

captures the traffic and extract features for traffic classification based on the trained DNN. 

The identified class information is tagged in the DSCP field and sent to the SDN controller. 

The SDN controller now searches for a path that will meet the QoS requirements of the 

identified traffic class and installs those flows with high priority in all switches along the 

path giving them priority over the initially installed flows. This work presents an approach 

to improve the network quality, but the work does not propose any optimization approach 

that as used by the SDN controller after classification to determine the path. The controller 

simply uses its default routing mechanism based on the global view to route the identified 

packet.   
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2.6. Conclusion 

In this chapter, we gave an overview of SDN architecture and compared it to traditional 

networks. We outlined its strength and challenges. We presented a review on Machine 

learning and the various steps involved in designing a Machine learning application. We 

have also given reviews on research works done so far in the area of traffic classification 

and route optimization in SDN networks. In the next chapter, we present our proposed 

approach for classification based optimized routing in SDN-IoT environments. 
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3.0. QoS Aware Traffic Classification  

In this chapter, we describe the framework for our intelligent traffic classification based 

optimized routing. Our framework looks to classify traffic flow into QoS classes and 

determine the routing path based on the flow QoS requirements. In an SDN-IoT, the central 

controller is the brain and decision maker of the set up. It controls all the functions of the 

data plane. In our architecture, there will be 2 major decision-making process; traffic flow 

classification and optimized routing. To avoid burdening the controller, we adopt a VNF 

as used in [38] to handle the traffic classification and then the controller will handle the 

route optimization problem. Virtual network functions (VNFs) are virtualized tasks 

formerly carried out by proprietary, dedicated hardware. VNFs move individual network 

functions out of dedicated hardware devices into software that runs on commodity 

hardware [31]. The VNF will run on a server deployed in the data plane. As already 

outlined, our model will perform: 

1. Efficient QoS-based traffic classification, and 

2. Optimized routing. 

In this chapter, we present a traffic classification based on QoS requirements of the traffic. 

The goal is to apply ML algorithms on the chosen dataset for a QoS based classification. 

The effectiveness of multiple supervised learning algorithms on the network traffic data is 

tested. The feature choice as well as the how the number of features affect the classification 

are discussed. Finally, we discuss the amount of time required for training and 

classification by the various ML algorithms and how feature selection impacts the time. 
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Figure 9: System Design 

3.1. Classification Process 

In a real time, the classification process consists of the data collection phase, classification 

phase and algorithm training phase. 

3.1.1. Data collection phase 

In our architecture, the SDN controller installs a low-priority flow rule on the edge SDN 

switches in the network. The low priority flow rule is a path from the source port to a 

specific port that is being monitored by the VNF server. When a flow arrives at the SDN 

switch, the switch inspects the packet and checks for a matching flow rule. If there is a 

flow rule with higher priority than the installed low priority rule to the VNF, it will route 

the packets through that path. If there is no higher priority flow rule, it will send a 
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PACKET_In message to the SDN controller and simultaneously send a copy of the packet 

to the port being monitored by the VNF. 

The VNF will capture the packets for a timeout period and calculate the time features from 

the packet. The features are based on simple mathematically formulas and hence are simply 

calculated and fast. 

3.1.2. Classification Phase 

The pre-trained ML learning algorithm is applied on the extracted features to predict the 

QoS requirements of the traffic flow. In our work the classification is done according to 

the bandwidth and latency requirements of the flow. The VNF now sends the classification 

results of the flow to the SDN controller through a secure and dedicated channel. 

3.1.3. ML Algorithm Training Phase 

SDN-IoT traffic is highly dynamic and hence the need to constantly train the ML algorithm 

for effective classification. The training can be done online or offline and used online. For 

online training case, the VNF server can be armed with a database and a DPI tool. As 

packets come in, the server will store copies of the packets as training samples and use DPI 

to identify the ground truth. It can then use the traffic and ground truth set to train the ML 

algorithm during off peak periods. For offline training, the stored traffic will later be 

identified and used to build a classifier offline and uploaded unto the server later. This 

work does not fully investigate the two approaches and hence does not choose any of the 

two. 

3.2. Approach 

The strategic goal of this work is to present a machine learning approach that can classify 

traffic classes without having access to the network content. Owing to sensitive nature of 

IoT devices, security and privacy are major concerns as IoT device usage increases 

exponentially. We aim to identify key statistical features that can be used to identify traffic 

QoS class and test the effectiveness on ML algorithms of ‘covered’ traffic data like TOR 
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datasets. This experiment uses real world data to test the effectiveness of ML algorithms 

classifying encrypted traffic based on their QoS. 

3.3. Dataset 

We use the dataset provided by [40] which was captured in a real-world ToR network. Due 

to the sensitive nature of IoT traffic, we believe most IoT traffic data will be encrypted in 

the future for security purposes. We therefore chose an encrypted dataset. We also picked 

the ToR dataset because it is a commonly used encrypted dataset hence providing us works 

to compare our results to. The dataset contains 8 types of traffic (browsing, chat, audio-

streaming, video-streaming, mail, VOIP, P2P and file transfer). The dataset is diversified 

and represents a comprehensive range of QoS classes. The dataset consists of more than 

18 applications including Facebook skype, Spotify, Gmail etc. They used the architecture 

below to generate the dataset. 

 

 

Figure 10: Tor capture scenario [40] 

The data captured (pcap) look the same i.e. same source and destination IP address, source 

and destination port and same protocol (TCP). Since the data capturing was done in a 

controlled environment, the applications were executed one after another, so the traffic was 

labelled. However, the datasets include some noise i.e. wrong labelling and will affect our 

classification accuracy though not significantly. ISCXFlowMeter [41] was used to generate 

the flows and calculated all necessary parameters. Statistical time related features were 

calculated separately in forward and reverse directions. The data was presented for 
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different flow timeouts. Our focus will be on the flows with short flow durations based on 

the conclusion made by [40] that flows with shorter timeouts produced the best results in 

the classification problem.  

 

Table 1: Contents of TOR datasets 

 Browsing Mail Chat Audio Video FT VoIP P2P Total 

5s 2645 497 485 1026 1529 1663 1529 2139 14508 

10s 1604 282 323 721 874 864 2291 1085 8044 

15s 264 213 273 50 681 556 1746 81 3864 

30s 694 111 153 332 364 311 790 375 3130 

60s 411 60 90 190 196 165 413 198 1723 

120s 239 34 151 119 105 86 225 110 969 

 

Each of the datasets consisted of 28 time-based attributes and a label. Time-based features 

have high speed of calculation when compared to some other features that can be extracted 

from flows. Time-based features require simple arithmetic to calculate them and can be 

derived from first few packets of a flow making efficient for near real time use. The features 

included: 

• The inter-arrival times (IAT) in the backward and forward direction (mean, min, 

max, std), the time is the time between two packets sent forward or backward. 

 

• Flow IAT which is the time between two packets in either direction (mean, min, 

max, std). 

 
 

• Idle time which is the time a flow was idle before becoming active (mean, min, max, 

std). 

 

• Active time, the time a flow was active before becoming idle (mean, max, min, std). 

 

 

• Flow bytes/s, flow packets/s and flow duration. 
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3.4. Data Preprocessing 

As learnt from our literature review, classification based on application becomes 

impractical as internet applications keep increasing. Classification based on QoS classes is 

more practical since different applications may belong to the same QoS class which has 

identical requirements. Classification based on QoS also provides a working model for 

even new applications since applications of identical QoS class are assumed to have similar 

statistics. 

The dataset used has a default labelling based on the application. For the purpose of our 

work, we relabeled the data into a 2-output target based on QoS parameters; bandwidth and 

latency. The classification criteria are as follows: 

Table 2: QoS classification 

Application Bandwidth 

requirement 

Latency 

requirement 

VOIP/chat LOW LOW 

Mail/browsing MID MID 

Audio/video HIGH MID 

P2P/File transfer HIGH BEST EFFORT 

 

The multi-output approach helps the ML algorithm to determine a relationship between the 

features used and each QoS requirement. 

3.5. Feature Selection 

Our dataset consists of 28 features. Since ToR datasets have the same source and 

destination IPs, same source and destination ports and same protocols, we will be dropping 

these features leaving us with 23 time-based features. The instances of our datasets vary as 

outlined in Table 1 based on the flow timeouts. All the remaining 23 time-based features 
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do not necessarily provide relevant information about the QoS class of traffic. It is 

extremely important to select the subset of features that have the most impact of the 

classification task. This process is termed as feature selection. In some context, our feature 

size is not that large to warrant feature selection but one of the goals of this session of our 

work is to investigate how different feature combinations contribute to the classification 

task. Also using feature selection will result to a reduced number of needed features hence 

reducing computation time which is very vital for real time use. 

 

As already outlined in the previous chapter, a wrapper method based on forward selection 

and a reliable feature importance from tree-based models called SHAP proposed in [45] 

are used for our feature selection. 

 

3.6. Classifier Algorithms 

Three ML algorithms are applied in this research. These algorithms have been described 

in Chapter 2 and were chosen due to previous reported results as seen from our related 

works review. They include: 

1. Random Forest Classifier 

2. Decision Trees Classifier 

3. K-Nearest Neighbors Classifier 

Each of these algorithms will be applied on the dataset and the results compared for 

different feature subsets based on our feature selection techniques. The algorithm 

exhibiting the best performance will be chosen and tested on new data. 

 

All the algorithms will be executed using their default parameters. Though tuning 

algorithms to achieve optimal solution is commonly practiced, we believe the default 

parameters produce acceptable results for the scope of this research. 
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3.7. Performance Metrics 

As stated in Chapter 2, the commonly used performance metrics for Traffic classification 

are accuracy and F1 score. Accuracy is calculated as 

Accuracy =
Number of correct classifications

Number of All tested samples
 

For a multi-output classification task like ours, the considered accuracy is weighted correct 

classifications across both outcomes. 

 

F1 score measures the test’s accuracy. It combines both precision and recall scores of the 

test [46].Precision is the fraction of relevant instances among the retrieve instances whiles 

recall is the fraction of relevant instances that have been retrieved over the total amount of 

relevant instances [47]. We used the weighted F1 score to account for label imbalance. 

Precision =
True positive

True positive + False positive
 

Recall =
True positive

True positive + False negative
 

F1 = 2 ×
precision ×  recall

precision + recall
 

 

The training time is also recorded. The training time is the total time taken to train an 

algorithm on a fold of the dataset. 

 

3.8. Experimental Design 

Scikit-learn, a machine learning library for python is used to run the experiments. The 

software environment is Jupyter Notebooks. All the experiments are run on a Dell OptiPlex 

7020 with 8gb RAM, Intel R core i5 3.5GHz processor. The OS is windows 10. The system 

type affects the time used to train and test the algorithms. The dataset is split into training 

https://en.wikipedia.org/wiki/F1_score
https://en.wikipedia.org/wiki/Precision_and_recall
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and testing in 8 to 2 ratios. We use a 10-fold cross validation for training and testing our 

models. This approach is a common practice in ML projects. 

 

3.9. Results and Analysis 

This section discusses the results achieved from the experiment outlined. 

The first part analyses the results from the experiment with all three ML algorithms applied 

to the training set without feature selection. The second part reviews the results obtained 

from the different feature selection methods. We then review the selected and choose an 

optimal set of features. Finally, we analyze the results obtained by applying our ML 

algorithms on the data with feature selection. 

 

3.9.1. Algorithm Comparison without Feature Selection 

The experiment is run for flow time-outs of 5s, 10s and 15s. Each of the data consists of 

23 features. The accuracy, F1 score and algorithm training time are measured and shown. 

Figure 11 shows F1 scores and classification accuracies for the 3 ML algorithms for the 

dataset with 5sec timeout. The Random forest classifier achieves the highest F1 score of 

0.914. The decision tree classifier has the best accuracy of 0.849. The least performing 

algorithm among the 3 is the K-nearest neighbor which records lowest values for both 

accuracy and F1 score. 
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Figure 11: F1 and accuracy scores for 5sec flow timeout 

 

Figure 12 shows F1 scores and classification accuracies for the 3 ML algorithms for the 

dataset with 10sec timeout. The Random forest classifier achieves the highest F1 score of 

0.904. The decision tree classifier has the best accuracy of 0.838. The least performing 

algorithm among the 3 is the K-nearest neighbor which records least values for both 

accuracy (0.786) and F1 score (0.875). 
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Figure 12: F1 and accuracy scores for 10sec flow timeout 

Figure 13 below shows F1 scores and classification accuracies for the 3 ML algorithms for 

the dataset with 15sec timeout. The Random forest classifier achieves the highest F1 score 

of 0.912. The decision tree classifier has the best accuracy of 0.872. The least performing 

algorithm is the K-nearest neighbor which records least values for both accuracy (0.795) 

and F1 score (0.868). 

 

Figure 13: F1 and accuracy scores for 15sec flow timeout 
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From Figures 11-13, it can be observed that the Decision Tree classifier achieves the best 

accuracy in all instances whiles Random Forest classifier achieves the highest F1 score. 

The KNN performs poorly in all 3 timeouts in comparison to the other classifiers. 

The time taken to train the algorithms for the different flow timeouts have also been 

recorded. Since intend to design a solution applicable in real time use, the training time is 

a key performance metric. 

Table 3 shows the training times for the 5-sec timeout dataset. The fastest training 

algorithm is K-Nearest Neighbors and the slowest is Random forest classifier.  

 

Table 3: Training times for 5-sec timeout dataset 

Algorithm Training time(s) 

Random Forest classifier 0.30682 

Decision Trees classifier 0.23785 

K-Nearest Neighbors 0.02999 

 

Table 4 and Table 5 also show similar results as seen in Table 3. The times for the various 

time outs are mainly dependent on the size of the training data. The 5 sec timeout dataset 

has more instances hence the training times are seen to be higher as compared to the 15-

sec timeout dataset which has the lowest number of training instances. 

 

Table 4: Training times for 10-sec timeout dataset 

Algorithm Training time(s) 

Random Forest classifier 0.15292 

Decision Trees classifier 0.10064 

K-Nearest Neighbors 0.01099 
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Table 5: Training times for 15-sec timeout dataset 

Algorithm Training time(s) 

Random Forest classifier 0.07198 

Decision Trees classifier 0.04398 

K-Nearest Neighbors 0.00698 

 

It can be concluded from the 3 tables that, given a dataset, KNN trains faster than both 

Random forest classifier and Decision tree classifier. Random forest classifier takes the 

longest time to train. On the F1 and accuracy graphs, Random Forest and Decision tree 

classifiers achieve the best results. 

 

3.9.2. Algorithm Comparison with Feature Selection 

In this section, we look at applying feature selection to improve our algorithms. 

 

As stated, we used a wrapper method based on forward selection and a reliable game-theory 

based approach called SHAP. Wrapper methods consider the ML algorithm been used. We 

have applied the wrapper method on the datasets for the different timeout values. We 

consider feature selection on the 2 algorithms that yielded the best results without feature 

selection i.e. Random forest classifier and Decision tree classifier. 

 

3.9.2.1. Wrapper Method with Random Forest Classifier 

With the Random forest classifier, we applied the wrapper method on the different datasets. 

The wrapper method was implemented using the SFS module in python. The sequential 

forward selection (SFS) starts with an empty set of features. It then increases the number 

of features in one increments and finds the performance of the different combinations of 

the features. For each number of features, it outputs the best set of features that gives the 

highest performance score. On the 5sec timeout dataset as shown in Figure 14, the best 

performance occurs at a combination of 6 features.  
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Figure 14: Wrapper method with Random forest classifier for 5s timeout dataset 

In Figure 15, the peak performance occurs when using 16 features. The goal of feature 

selection however is to achieve excellent results with a considerable small number of 

features. The lowest number of features that gives a close to peak performance on our graph 

is 9 features. 

 

Figure 15: Wrapper method with Random Forest Classifier for 10s timeout dataset 

Figure 16 shows that the best performance is achieved with number of features been 6, 9 

or 17. The least number of features is 6. 
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Figure 16: Wrapper method with Random Forest Classifier for 15s timeout dataset 

From the 3 graphs, it can be concluded that Random forest can achieve best performance 

on all three timeout datasets when the number of features equal 9. 

 

Table 6: List of top features with Random forest classifier based on wrapper method 

5sec timeout data 10sec timeout data 15set timeout data 

Flow Bytes/s 

Flow IAT Mean 

Fwd IAT Mean    

Fwd IAT Max 

Bwd IAT Mean 

Bwd IAT Max 

Bwd IAT Min 

Active Max 

Idle Mean 

Idle Std 

Flow Duration 

Flow Bytes/s 

Flow IAT Min 

Fwd IAT Max 

Bwd IAT Std 

Bwd IAT Min 

Active Mean 

Active Std 

Active Min 

Idle Std 

Idle Max 

Flow bytes/s 

Bwd IAT Min 

Bwd IAT Mean 

Flow IAT Std 

Active Max 

Idle Min 

 



44 
 

 

3.9.2.2. Wrapper Method with Decision Tree Classifier 

Based on the Decision tree algorithm, the wrapper method gives the graph of how 

performance varies with the number of features. 

 

From Figure 17, the Decision tree classifier achieves a consistent performance from 4 to 

17 features. The performance drops beyond 17 features. The minimum features needed for 

good performance is 4. 

 

Figure 17: Wrapper method with Decision tree classifier for 5s timeout dataset 

Figure 18 also shows a consistent good performance from features 6 through to 20. These 

6 features are the minimum number of features that give good performance. 
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Figure 18: Wrapper method with Decision Tree Classifier for 10s timeout dataset 

Figure 19 exhibits the same consistency as seen in Fig 3.10 with the minimum number of 

features for good performance been 6. 

 

Figure 19: Wrapper method with Decision tree classifier for 15s timeout dataset 

From the 3 graphs, with 6 features, Decision tree classifier achieve high performance on 

all 3 datasets. 
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Table 7: List of top features with Decision tree classifier based on wrapper method 

5sec timeout dataset 10sec timeout dataset 15sec timeout dataset 

Flow.Duration 

Flow Bytes/s 

Flow IAT Mean 

Fwd IAT Std 

Bwd IAT Mean 

Bwd IAT Min 

Active Mean 

Active Max 

Idle Max 

Idle Min 

Flow Duration 

Flow Bytes/s 

Flow Packets/s 

Flow IAT Min 

Fwd IAT Std 

Fwd IAT Min 

Idle Std 

Bwd IAT Min 

Bwd IAT Mean 

Flow Bytes/s 

Flow IAT Std 

Active Max 

Idle Min 

 

We also did a feature selection based on feature importance approach called SHAP. SHAP 

computes the contribution of each to a prediction. It was implemented in python using the 

‘SHAP’ module. SHAP currently works on only tree-based algorithms. We applied this 

approach on the Random forest and decision tree classifiers. The data was grouped in 10 

different classes and the training algorithm was applied on them. The SHAP method then 

calculated the impact of each feature in all the classes and presents the results in a graph.  

 

3.9.2.3. SHAP method with Decision tree classifier 

Figure 20 shows the contribution of each feature on the 5s timeout dataset. Flow bytes/s is 

seen to have the most impact on the outcome whereas Active Mean, Active Min, Idle Mean, 

Active Max and Idle Min have small to zero impact on the classification. Using 0.05 SHAP 

value as cutoff, the contributing features equal 7. They include, Flow Bytes/s, Flow IAT 

Std, Fwd IAT Min, Bwd IAT Min, Bwd IAT Std, Flow Duration and Flow IAT Min. 
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Figure 20: Embedded method SHAP on Decision tree classifier for 5s timeout dataset 

 

On the 10s timeout dataset as shown in Figure 21, using the same cutoff value, the top 

features are Flow bytes/s, Flow IAT Std, Fwd IAT Std, Fwd IAT Min, Bwd IAT Min, Fwd 

IAT Mean and Flow IAT Min, a total of 7 features. 
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Figure 21: Embedded method SHAP on Decision tree classifier for 10s timeout dataset 

 

In Figure 22, most of the features are seen to have no major impact on the classification. 

We pick the features that have a SHAP score from 0.05. The total number of such features 

equal 4. They are Flow bytes/s, Flow IAT Std, Bwd IAT Min and Fwd IAT Min. 
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Figure 22: Embedded method SHAP on Decision tree classifier for 15s timeout dataset 

 

From the three graphs, more features contribute to the classification on the 5sec and 10sec 

timeout datasets as compared to the 15sec timeout datasets. Flow bytes/s is also seen to be 

a significant contributor to the classification. 

 

3.9.2.4. SHAP Method with Random Forest Classifier 

Using the Random forest algorithm, we applied SHAP to determine the contributions of 

the individual features. 
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Figure 23 shows the contribution of the features on the 5sec timeout dataset. The Flow 

Bytes/s feature has the most contribution mean of over 0.16. Majority of the features are 

seen to have close to equal impact on the classification task. Setting our cutoff mean to 

0.05, 10 features are chosen. They are Flow bytes/s, Flow IAT Max, Flow IAT Min, Bwd 

IAT Mean, Fwd IAT Max, Fwd IAT Std, Fwd IAT Min, Fwd IAT Mean, Flow IAT Mean 

and Flow packets/s.  

 

Figure 23: Embedded method SHAP on Random forest classifier for 5s timeout dataset 

Applying the same cutoff on Figure 24, we have 10 features which include Flow Bytes/s, 

Flow IAT Max, Flow IAT Min, Bwd IAT Max, Fwd IAT Max, Fwd IAT Std, Fwd IAT 

Min, Fwd IAT Mean, Flow IAT Mean and Flow packets/s.  
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Figure 24: Embedded method SHAP on Random forest classifier for 10s timeout dataset 

On the 15sec timeout dataset, 0.05 mean value cutoff gives 8 contributing features as 

shown in Figure 25. They are Fwd IAT Max, Flow bytes/s, Flow IAT Max, Flow IAT 

Mean, Bwd IAT Mean, Bwd IAT Min, Flow IAT Std and Flow packets/s. 
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Figure 25: Embedded method SHAP on Random forest classifier for 15s timeout dataset 

SHAP method gives a graphical representation of each feature’s contribution to the task. 

Based on a SHAP mean, we have listed a couple of features that significantly impact the 

prediction for each dataset. 

3.9.2.5. Results after Feature Selection 

In this section, we apply our algorithms on the datasets based on the features selected in 

the preceding session. We compare the two feature selection methods based on the 

accuracies, F1 scores and training times of the algorithms. We also analyze how the 

different timeouts impact the classification task after feature selection. Finally, we choose 

the best algorithm, the best set of features and the duration timeout that gives the best 

classification results.  



53 
 

 

To compare the different feature selection impact on the different algorithms, we use the 

average of F1 score and accuracy as well as the training time. An assumed metric termed 

impact which equals the average of the F1 score, and accuracy is used. 

 

Figure 26 shows the plot of impact and training time against ML algorithm for both feature 

selection methods on the 5sec timeout dataset. The SHAP feature selection on RFC 

achieves the highest impact with 0.876. It also records a training time of 0.316sec. From 

the graph, the RFC algorithm achieves better results in terms of performance (F1-score and 

Accuracy) whiles DTC algorithm records the lowest training times.  

  

 

Figure 26: Comparison of feature selection methods on 5sec timeout dataset 

 

Figure 27 also shows the plot of impact and training time against ML algorithm for both 

feature selection methods on the 10sec timeout dataset. The SHAP feature selection on 

RFC achieves the highest impact on the 10sec dataset with 0. 861. Both algorithms perform 

better on the 5sec dataset as compared to the 10sec timeout dataset. DTC with SFS 

performs better than RFC with SFS unlike in Figure 26. SFS produce smaller training times 

in both algorithms as compared to SHAP feature selection because SFS result in lesser 

number of optimal features as compared to SHAP. 
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Figure 27: Comparison of feature selection methods on 10sec timeout dataset 

 

On Figure 28, RFC with SFS produce the best results. It records an impact score of 0.899 

and a training time of 0.05sec. Unlike on the 5sec and 10sec datasets, SFS achieves better 

results than SHAP with both algorithms. 

 

 

Figure 28: Comparison of feature selection methods on 15sec timeout dataset 
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From the three graphs, it is evident that the 15sec timeout datasets achieve better F1 score 

and accuracy as compared to the other datasets. This concludes that the best timeout for 

data extraction among the three is 15sec. This is in line with the conclusion made in [40]. 

From Figure 28, SFS feature selection gives the best results; 0.899 for the RFC algorithm 

and 0.895 for the DTC method. RFC with SFS has a lower training time compared to DTC 

with SFS. Though the time difference is not so much, it is very relevant as the size of data 

increases. From these results, we choose Random forest classifier as our preferred ML 

algorithm and the SFS feature selection method. This approach achieves an accuracy of 

0.883 and an F1 score of 0.914 (precision=0.927 and recall=0.902). In an imbalance data 

as in our case, the best metric for assessment is F1 score and an F1 score of 0.914 in traffic 

classification is well within acceptable limits.  

 

 

Figure 29:Comparison of RFC with and without feature selection 

Figure 29 compares RFC on the 15sec timeout dataset with and without feature selection. 

Feature selection increases the accuracy and F1 score to 0.883 and 0.914 respectively. It 

also reduces the number of features from 23 to 6. With 6 features, the VNF will take lesser 

time computing these features from extracted flow. The training time decreases from 0.07 

to 0.05sec which is very vital for real time application and as the data size increases. The 
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features used are Flow bytes/s, Bwd IAT Min, Bwd IAT Mean, Flow IAT Std, Active Max 

and Idle Min. The graph in Figure 29 shows that feature selection improves the 

performance metrics of a ML algorithm.  

Table 8 below shows a comparison of our results to other previous research works. 

Table 8: Comparison of our results to other research works 

Our work Work presented in [40] Work presented in [38] 

We achieve a precision 

score of 0.927 on the 15sec 

timeout dataset. 

They achieved the best 

precision score of 0.836 on 

the 15sec timeout dataset. 

They achieved a precision 

score of 0.87 by applying 

DNN on the 15sec timeout 

dataset. 

After SFS feature selection, 

we reduced our number of 

features to 6 and achieved 

best results. 

The best results were 

achieved using Infogain and 

Ranker as feature selection 

approach and reduced 

features to 15. 

They did not apply feature 

selection. 

 

3.10. Conclusion 

In this chapter, we have presented the approach and dataset used for our experimentation. 

We also selected three different ML algorithms, applied them on our datasets and presented 

the results. We adopted two major feature selection methods and compared them on the 

two top ML algorithms and the datasets. We also investigated the impact of the flow 

timeout on traffic classification. We concluded that 15sec timeout achieves the best 

classification results. We have chosen Random Forest classifier with SFS feature selection 

as our best solution. We also presented a comparison between our best classifier with and 

without feature selection. In conclusion, we compared our results to that achieved by fellow 

researchers on the same dataset. 
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4.0. QoS Requirement Based Optimized Routing 

In a central controlled SDN architecture, OpenFlow protocol allows the controller to 

periodically collect information from the switches. Our architecture leverages the 

OpenFlow protocol to collect network statistics information and traffic matrices. 

When the SDN controller receives a PACKET_In request for a flow, it calculates the route 

of the packet based on its global view of the network. It then installs the flow rules on the 

switches for routing whiles it awaits the result of the classification task. After the 

classification by the VNF, the controller receives the packet with the QoS requirements 

indicated. The controller samples the current network state (NS) and traffic matrices 

(TMs). The controller uses the NS, TMs and the QoS requirements as input to the trained 

ML algorithm to identify the optimal routing path. It then installs these flow rules on all 

the switches in the calculated path with high priority. Since these new flow rules have 

higher priority than the previously installed rules, the switches will route traffic through 

the newly installed flow rules. 

In this chapter, we look at providing optimized routing based on identified QoS 

requirement of a traffic flow. We utilize a Deep neural network to identify the routing 

policy that will provide the QoS requirements of a traffic flow based on its QoS class. We 

present the approach, the neural network architecture, dataset and data preparation as well 

as evaluation results. 

4.1. Approach 

The traffic classifier presented in the previous chapter utilizes the statistical features of a 

flow to identify the latency and bandwidth requirements of a flow. These requirements are 

classified as high, mid or low. We utilize the latency requirements of the flow to identify 

optimal routes. 
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Table 9: Latency requirements 

Latency class Numerical latency requirement 

Low latency/real-time traffic 10-30ms 

Mid latency 30-60ms 

High latency/best effort Above 60ms 

 

Our machine learning model combines the traffic matrices of the network, the network 

states and the desired latency to give the best routing policy. 

4.2. Dataset 

The dataset utilized for this section is based on the NSFNET topology. It is a 14-node 

network mostly used in the research community as a benchmark for routing solutions. We 

used the datasets provided by [48].  

 

Figure 30: 14-node NSFNET topology 

They acquired the data by using a custom-built packet-level simulator in OMNET++ to 

measure end to end delays in the NSFNET topology for different combinations of routing 

schemes and traffic matrices with different traffic intensity. The dataset consists of 250,000 

samples. 
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The datasets consist of different matrices describing the Routing information base (RIB) at 

each node. There about 174 different routing policies. These policies are based on popular 

routing algorithms and heuristic algorithms. They simulated the 14-node network to run on 

each of the 174 routing policies and combined with different network conditions. They 

then measured the end to end delays for each routing policy and network condition 

combination. Our goal is reverse engineer their findings to train a model that will propose 

a routing policy based on the network condition and the required latency (end-to-end delay) 

of the flow. 

4.3. Data Preparation 

The input data consists of 1765 columns as provided by [48]. Each instance/row represents 

a unique network condition (traffic matrix). The dataset consisted of features like: 

• Bandwidth (in kbps) transmitted in each source-destination pair in the network (in 

both directions). 

• Absolute number of packets transmitted in each source-destination pair (in both 

directions). 

• Average per-packet delay over the packets transmitted in each source-destination 

pair. 

• Variance of the per-packet delay (jitter) over the packets transmitted in each source-

destination pair. 

 

The output data consisted to corresponding routing policy (RIB) for each network 

condition. The output RIB for each instance was a 14×14 matrix. We assigned IDs to each 

of these outputs. Assigning IDs makes it computationally bearing compared to a 14×14 

output. Our dataset has 250000 different network scenarios hence the input matrix is 

250,000 × 1765 and an output matrix of 250,000×1 representing the ID assigned to the 

corresponding routing policy. 
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The features values were normalized into a value between 0 and 1 for efficient training of 

the neural network. This was achieved using the MinMaxScaler provided by the Scikit-

learn library. The dataset was split into 70% training and 30% testing samples. 

4.4. Deep Neural Network  

A Deep Neural Networks (DNN) is a NN with multiple hidden layers (usually at least two 

hidden layers) of units between the input and output layers [49]. DNNs have gained a lot 

success in common tasks like image classification, language translation and other major 

ML problems. Computer network researches have also adopted DNNs to improve network 

traffic engineering. In this study we used the feed forward deep neural network with back 

propagation learning algorithm. In a feed forward network, information flows from the 

input nodes through the network to the output nodes without any feedback/loop 

connections. 

 

Figure 31: Deep feed forward neural network 

https://en.wikipedia.org/wiki/Deep_learning
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4.6. Back Propagation Learning Algorithm 

Back propagation is the most commonly used learning algorithm for feed forward neural 

networks. The algorithm uses gradient descent optimization method. The algorithm learns 

by matching an input data/instance (traffic matrix, network state and delay requirement) to 

the output (routing policy ID) by building a function. It compares the prediction to the 

correct answer and propagates the error at the output node to the inner nodes. The learning 

process is supervised. 

 

Figure 32: Back propagation process 

The network then modifies the weights for each of the neurons based on the propagated 

error. The forward and back process is repeated until the error is reduced to acceptable 

value. 

4.8. The Neural Network Architecture 

To build our model, we utilize the 1765 features of the dataset. The neural network was 

configured as follows: 
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1. Input layer: The input layer consists 50 nodes and an input dimension equal the 

size of the input instance dimension. It uses the ‘relu’ activation. 
 

2. Output layer: The output layer uses the ‘softmax’ activation function which is 

commonly used for multi-class outputs as our work. 
 

3. Hidden layers: We experimented for multiple hidden layers (2,3,4 and 5) and 

compared the results in terms of training time and accuracy. All hidden layers use 

the ‘relu’ activation. 
 

 

4. Optimizer:  We use the ‘Adam optimizer’ which is widely used in most deep 

learning applications. It leverages the power of adaptive learning rates methods to 

find individual learning rates for each parameter [50]. 
 

5. Learning rate: The learning rate is the default learning rate of the ‘Adam 

Optimizer’ which is 0.001. 
 

6. Loss: ‘Categorical crossentropy’ is used. It is used for single label categorization 

i.e. when each instance can belong to only one class (routing policy). 
 

 

7. Epochs: The model was trained through 30 epochs. An epoch represents a complete 

training over the training dataset. 
 

8. Metrics: Metric used is Accuracy. Accuracy indicates the number of correctly 

classified instances. 
 

 

9. Validation data: A validation split of 0.3 was used. 30% of the training data was 

used for validation. 

 

4.9. Evaluation 

This section presents the experimental process and the results achieved. 

https://towardsdatascience.com/adam-latest-trends-in-deep-learning-optimization-6be9a291375c
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We first analyze the results obtained from testing different hidden layers in building the 

neural network architecture. We review the loss and training time against the number of 

hidden layers. Secondly, we conclude on a model and presents its accuracy over different 

training epochs. Finally, we present the results on the chosen model on the test data set.  

The Neural Network model was implemented in the PyCharm IDE[51] using the Keras 

Library[56]. The same computer described in the previous contribution was used.  

Several simulations were run to identify the number of hidden layers that will give the best 

results in terms of training time and accuracy. 

 

Figure 33: Loss against the number of hidden layers in our model 

Figure above shows how the loss varies with the number of hidden layers. The number of 

hidden layers of a model is problem dependent. It is seen that the loss starts to increase 

after 3 hidden layers. Using hidden layers more than the sufficient/needed number of layers 

can cause the accuracy of the model on test data to decrease. The model will overfit to the 

training data and perform poorly to the test data. From the graph, 2 or 3 hidden layers give 

good losses compared to the rest. 

https://www.jetbrains.com/pycharm/
https://keras.io/
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Figure below also compares the training time to the number of hidden layers. It can be 

observed that the training time increases as the number of hidden layers increase. In our 

work, we used the same number of neurons (100) for each hidden layer so as the number 

of hidden layers increase, so does the number of neurons. Since each neuron computes its 

weight, the training time increases as our number of layers increase. 

 

Figure 34: Training time against the number of hidden layers of our model 

 

From Figure 33, both 2 and 3 hidden layers give the lowest loss values. On the time curve 

in Figure 34, a model with 2 hidden layers has lesser training time than 3 hidden layers. 

We therefore chose the model with 2 hidden layers since we would like to build a model 

for real time use hence the need for small training time. 

Choosing a model with 2 hidden layers, we trained the model on the training dataset and 

used 30% of the dataset for validation over 30 training epochs. Figure 35 below shows how 

the loss and accuracy perform over the training epochs. It can be observed that the trained 

model fits quite well on the validation data. 
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Figure 35: Accuracy and loss over training epochs 

Figure 36 explicitly shows the accuracy over training epochs on the training data. The 

model achieves better accuracy as the number of epochs increases. The curve fitting the 

training data smoothens after 25 epochs. The accuracy values do not change significantly 

after that. Training for the 30 epochs gives the model that can give optimal routing solution. 

Each training epoch takes about 10s on our system and hence the model takes 5mins to 

train. 
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Figure 36: MSR over training epochs 

Finally, we applied the trained model on the test data (unseen data). A graph displaying 

showing the accuracies on the model on the training, validation and test data is presented 

in Figure 37. On the unseen data, the model performs well by achieving an accuracy of 

0.9995. This confirms that the model did not underfit or overfit on the training data. The 

model can predict the optimal routing policy in 135µs compared to heuristic algorithms 

that can take up to 120ms to calculate the path. 
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Figure 37: Accuracy of the model on different data 

 

Two major works regarding supervised learning for route optimization in SDN are 

presented in [32] and [33]. In [33], they achieved a Neural network accuracy of 83.2% on 

the NSFNeT topology based on their approach. Our approach achieves a 99.95% in 

comparison. Also, in [33], they built a model for each source-destination pair which is 

impractical as the size of the network increases. [32] on the other presented a model that 

gave a heuristic-like routing solution when given the network state and traffic matrix as 

input. Their approach did not give emphasis to the QoS requirements of the flow in 

question. We added the QoS(latency) requirement of the flow to the input making the 

routing solution flow dependent instead of a general solution depending on the network 

condition. 
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4.10. Conclusion 

In this chapter, we have presented the approach and dataset used for our experimentation 

on route optimization. We used a deep neural network with back propagation learning 

algorithm. We trained the model for different number of hidden layers and chose 2 hidden 

layers as the optimal model considering accuracy and training time. We presented a graph 

of accuracy and loss against training epochs for the model. The model achieved a 0.9995 

accuracy and an entropy loss of 0.000497 on the test data. We also compared our approach 

and results to some works done. 
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5.0. Conclusion and Future Work 

In this chapter, we present a summary of our work and outline the future works in line with 

our contributions yet to be explored. Section 5.1 discusses the conclusions based on the 

results from Chapter 3 and 4. Section 5.2 describes our recommendations for future work. 

5.1. Summary of Work Done 

We started of our work by pointing out the need to integrate IoT and SDN to provide a 

framework capable of meeting the growing demands on IoT devices. An SDN-IoT 

framework leverages the centralized architecture of SDN to provide a platform to 

incorporate ML for traffic engineering. We provided a review of Software Defined 

Networking and Machine Learning. We also presented literature on some Machine 

Learning algorithms. 

We provided a system design that utilizes SDN and VNF to allow ML application for traffic 

classification and route optimization. Three Machine Learning algorithms- Random Forest 

Classifier, K-Nearest Neighbors and Decision Tree Classifier are applied on a ToR dataset 

for classification. The ToR dataset is an encrypted dataset. The ML learning models use 

the statistical features of the traffic data to classify the traffic into QoS requirements; 

latency and bandwidth. Random Forest Classifier and Decision Tree Classifier performed 

best for both F1 score and training time. K-Nearest Neighbors was not considered further 

due to its low scores compared to the other 2. Two Feature selection methods—SHAP and 

SFS were applied on the 2 chosen ML algorithms to improve their performance and reduce 

training time but reducing the number of features. We found that Random forest classifier 

with SFS feature selection produced the best performance. It attained accuracy and F1 

score of 0.883 and 0.914 respectively by using 6 features out of 23. 

The research also investigated the flow timeouts that gave the best data for traffic 

classifications. The different ML algorithms were applied on datasets corresponding to 
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three different flow timeout values: 5s, 10s and 15s. It was found that the 15s timeout 

dataset gave the best classification results. 

Finally, we presented a Deep neural network model that uses the latency requirement of 

the classified traffic, the network state and network traffic matrix to determine the optimal 

route for the flow. We used dataset derived from OMNET++ simulations of the 14-node 

NSFNET topology. The deep neural network consisted of 2 hidden layers and achieved an 

accuracy of 0.9995 on the test data.  

5.2. Future Work 

We outline below suggestions for our future work. 

• Test on Other traffic datasets 

Performance is expected to change for different traffic datasets. It would be useful 

to test how accurate the same ML algorithms with the chosen features will perform 

on different traffic dataset. Results could be compared when the ML algorithms are 

trained on the new datasets and when they are trained on the current dataset then 

tested on the new network. 
 

• Test of different network topology 

The optimized route model can be tested on other network topologies to confirm its 

performance. Further investigations can be carried to see how the model will 

perform in instances where there are link failures. 
 

• Test with Additional Algorithms 

Testing with other ML algorithms or performing parameter tuning on the tested 

algorithms could produce better results for either the measured accuracy or runtime 

in the traffic classification problem. 
 

• The proposed 2-step traffic engineering design can be simulated to compare its 

feasibility in terms of computation time and scalability. 
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